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Attack Chain of SyM Linux Rootkit



About SyM Linux Rootkit

SyM is a user-mode universal Linux rootkit that can successfully evade any
rootkit detection program or EDR and maintain root persistence across all
Linux kernel versions. Along with many other features, SyM will be able to
steal crucial files like.git, SQL database backups, and other configuration
files. What makes SyM such a special and undetectable rootkit experience
is that it implements some API system call hooking that has never been
seen before in addition to being the first of its type.

Features of SyM Linux Rootkit

The tool has many features within itself. C&C/C2 backdoor methods,
Internal system logging, Hiding itself, EDR Bypass, File Stealer are the main
contents of the features. All the features related with the main features are
explained in detail by the seller.



SyM Linux Rootkit From The Eyes of Attackers

In the first phase, the hacker aims to send the SyM Linux Rootkit payload
on a targeted system. The Hacker can achieve this by exploiting system
vulnerabilities or using a phishing attack at the level where the payload will
be executed through social engineering.

After successfully infecting the system, the rootkit creates an account
within the software that the hacker can access. The hacker can gain access
to the system by providing a username and password through this
account.



After successfully infecting the system, the rootkit keeps its files hidden
within the system.
The “backup.sql” file steals all the “sql” files on the infected system.
The “execlog” file steals the commands executed on the infected system.
The “libdl.so” file is the replacement shared object that rootkit loads via
LD_PRELOAD. It is needed for the proper operation of the rootkit.
The “r” is the packed malicious file. The 'sshpass.txt' and 'sshpass2.txt' files
are the ones that keep the stolen SSH passwords.

The rootkit directory can be seen in the user that’s been created by the
rootkit.

But it is hidden and cannot be seen on other accounts. This way, the victim
remains unaware of the rootkit injection.



Basic Analysis of SyM Linux Rootkit

The stub is an ELF sample. It is written in C and has a file size of 863.97KB. It
only runs on linux systems.

The software uses an old but still functional packer program to remain FUD
(Fully Undetected). Even if the vendor sells the source code of the software,
it is still packed after being compiled.



According to the seller, a packer named “midgetpack” is being used for
packing the “SyM Linux Rootkit” tool, midgetpack is a multiplatform secure
ELF packer.

The “libdll.so” file is also written in the same language as the main stub. It is
also an ELF file. It has a size of 111.35KB. It is the replacement shard object.

https://github.com/arisada/midgetpack
https://github.com/arisada/midgetpack


The “libdll.so” file loads via LD_PRELOAD. LD_PRELOAD is a feature
required to load shared objects during an ELFs initialization phase.

The main stub is fully undetectable and bypasses EDR systems. It is
successfully evading detection by security software.

The library file also has a low detection rate. It has been detected by 3 out
of 40 antivirus software. It’s detected by; Zone Alarm, NOD32 and Microsoft
Defender.



About Hack The Planet APT Group

Hack the planet, or abbreviated as HTP5, is a hacking group. The group was
very active in the year 2013 and played a role in many exploits, malicious
software, and attacks.

The person who is selling the SyM Linux Rootkit software used to be a
member of HTP5. However, the group has recently disbanded. Currently,
they are not an active threat actor.



The SyM Linux Rootkit software has been used in various attacks by the
HTP5 group. They specifically targeted Bangladesh ISP servers and carried
out successful attacks. However, since the group has disbanded, the
software is no longer used by the HTP5 group, and its source code has
been put up for sale by the developer.

During the period when the HTP5 group was engaged in active attacks,
they openly shared exploits with the public, in addition to using their
proprietary software for their own operations.
https://www.exploit-db.com/search?e_author=htp5

The most well-known attack by the HTP5 group is the hacking of Linode
servers. The group blackmailed Linode, and Linode was compelled by the
FBI to disregard the extortion. Subsequently, with the involvement of the
FBI in the matter, HTP5 decided to refrain from releasing customer
information.

https://www.exploit-db.com/search?e_author=htp5


Categorization of SyM Linux Rootkit

Malware Family APT Group Threat Category

Orbit Hack The Planet Trojan

IOCs

HASHs:

IOC Type IOC

SHA256 296d28eb7b66aa2cbea7d9c2e7dc1ad6ce6f97d44d34139760c38817aec083e
7

SHA256 e0fb1906d7fb9c11b7c9efb47617031d470df4c948554fef52dd6d124d9bb543

SHA256 695c2484c7d506230be9c707991bc81b4f84b16479707e818c38bfa568765ba
8

SHA256 548ed9ce697b3d645256d19ad67ff7fdde52d197a6f548e5d6388d0127b7061a










