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Shadow0x Miner RAT
Shadow Miner RAT and What You Need to Know

What is Shadow Miner RAT?

A Remote Access Trojan (RAT) constitutes a class of malicious software that affords an
unauthorized infiltrator the capability to access a target computer or network. This form of
software embeds itself surreptitiously within the targeted system, enabling the perpetrator to
establish remote control, gain access to data, and execute various malicious activities.

A Crypto Miner denotes a software variant that leverages the resources of a victim's computer
to generate revenue through cryptocurrency. Adversaries may employ such software to pilfer
the victim's computational power and mine cryptocurrencies through a process that
appropriates the victim's resources to respond to escalating demands.

The ShadowOx Miner RAT represents a pernicious software entity with an exceedingly
inconspicuous detection rate, discretely implanting itself within the victim's computer. This
software engenders an interface linking the perpetrator and victim systems, facilitating remote
control by the former. Additionally, unauthorized access to the victim's data is achieved, thus
empowering the exfiltration or malevolent exploitation of said data. Concomitantly, this RAT
endows the perpetrator with the ability to harness the victim's Graphics Processing Unit (GPU)
for cryptocurrency mining.

These genres of malicious software proffer substantial security risks for both individual users
and enterprises. RATs crafted with sophisticated methodologies and possessing low
detectability can circumvent conventional security measures, operating surreptitiously for
extended durations. Vigilance demands fortification of defense mechanisms against such
threats, along with regular updates to security software and stringent avoidance of
downloading and executing files from unknown sources.
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Infection Chain

R

Malicous Attachment
with
Phishing Mail

ShadowOx | Miner.exe

—g —

WR64.sys SYS file keeps the victim pc
under control.

5— &3

xlvxxvzejpws.tmp

l

tio

TMP file stores temporary data
on the victim PC

n—’@—’@l

— Earnings are transferred
Explorer.exe After Process Injection, e .
to the server via

a TCP connection.

| Process Injec

explorer.exe
starts mining on the victim PC
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ShadowOx Miner RAT Overview

Casus Yazilimlar Logger, Keylogger, Stealers, Trojan, Virts, Spyware, malware benzeri yaziimlar hakkinda bilgiler paylasimlar

Kullanici Etiketi Listesi

Kullanicilari Etiketle

postreply

+ Birinci okunmamis Mesaji gbster Secenekler - Arama = Degerlendirme « Stil
W 25 Temmuz 2023, 11:57 # s O

“ ShadowOx o
" llegalist

P ok

X

Ekim 2022

= Miner Rat Satiliktir

Kurbanlariniz bilgisayarindan XMR ve ETC dahil birden fazla kazangh kriptoyu kazabilecediniz miner rat satiliktir. Satin almak igin tg den ulasabilirsiniz

Telegram: @shadOwO0x

Sponsored Links
7/24 AKTIF SAHA HIZMETI

W 04 Afjustos 2023, 23:31

Figure 1- Dark Web forum info

The seller has a nickname called ShadowOx and selling this crypto miner on a darkweb
forum. He’s using Telegram for communication.

Shadow0x

So they can detect the rat

AHaTonuii MeTpoBuY
pricing, detection rate, how th...

Malware works very simple

You select what you want mine. Like BTC , Monero...

And then you build the rat

When someone open it you start the earning
You can ask anything you want
And | can show my other services

| have big services for Turkey

Figure 2- Malware features

The project has a very low detection rate and it bypasses most used antiviruses. The seller
and its customers mostly target Turkey and he claims to have big illegal services for
Turkey.
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Shadow0x

o0 32
QO B

AHa

or is it only showwing th...

I am on monero pool
But if you want web panel
| can setup this for you

Figure 3- Web panel for bitcoin

The seller uses crypto pools by default but he can setup a web panel for a certain amount of

bitcoin.

m Shadow(x Miner Rat.rar (deneme kopyasi)

Dosya Kemutlar  Araglar  Sik Kullamilanlar  Segenekler  Yardim

ﬁ@’lﬂﬂ&\@@@

Ekle Hedefe Ayikla Sina Garintdle Sil Bul Sihirbaz Bilgi ‘-firl'.i;Tara Agiklama

Karu SFX

T |m Shadow(x Miner Rat.rar - RAR argivi, acilmig boyut 5,685,243 bayt

.

Ad Boyut Siki. boyut  Tar Degisme CRC32
= File folder
(8= miner.exe 5,685,248 3,334,256 Application 8/3/2023 10:08 ... FCDB4BEA |

Figure 4- Information about file

The miner comes with a simple “EXE” file. It's 5.42MB and once the malicious file is

executed, it starts mining using the victim's GPU.
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<« O @ https://www.virustotal.com/guifsearch/38136273e6254b6f9ee2 1ecd... B A 7 IIIJ Yk r\"‘\"‘; 3.
Z 38136273e6254b6f9ee21ecddf130aa032613a47cbfafccd2080020731f66388 Q ™ 88 l:_.a (& Signin G

No matches found

Alternatively, do you want to locate your threat based on static, dynamic, content, attribution or other advanced loC context? VT
Intelligence allows you to search across VirusTotal's entire threat corpus using a myriad of modifiers, learn more.

Figure 5- VirusTotal info

The project is quite new, the hash information is not available in the VirusTotal database.

B  4576.89.70 [pool hashvault prao]

----- IP: 45.76.85.70

----- B MAC: Unknown

----- B NIC Vendar: Unknown

----- Hostname: poal hashvault pro

----- 05 Unknown

----- TTL: Unknown

----- Qpen TCP Ports:

----- £ Sent: 0 packets (0 Bytes), 0.00% cleartext (0 of 0 Bytes)
----- ¢ Received: 0 packets (0 Bytes), 0.00% cleartext (0 of 0 Bytes)
----- Incoming sessions: 0

----- Cwutgoing sessions: 0

= 55 179 241 203 [poal hashvault pro]

----- IP: 55.179.241 203

----- B MAC: Unknown

----- B NIC Vendar: Unknown

----- Hostname: poal hashvault pro

----- 05 Unknown

----- TTL: Unknown

----- Qpen TCP Ports:

----- £ Sent: 0 packets (0 Bytes), 0.00% cleartext (0 of 0 Bytes)
----- ¢ Received: 295 packets (23,979 Bytes), 0.00% cleartext (0 of 0 Bytes)
----- Incoming sessions: 0

----- Cwutgoing sessions: 0

Figure 6- Network information

“miner.exe” does not establish a TCP connection but it sends UDP packets to
“pool.hashvault.pro” which is the pool of cryptocurrency ShadowOx use.

@) infinitum IT



ShadowOx Miner RAT

sercontent. com hitp

Figure 7- TCP connection

The "miner.exe" file shuts down after running for a period of time. Subsequently, a seemingly
legitimate 2.4GB file named "explorer.exe" is executed, aiming to deceive the user. This
"explorer.exe" enables communication between the attacker and the compromised device. It
establishes a TCP connection with the IP address "95.179.241.203" of ShadowOx's VPS
server.

AW0H)s
L10H/s| 37 H/s| 18 /s | S H/s

1)0j0

1]3]6|26hAvg HashRate P ActiveMiners® /N CurrentEffort® 4 30sShareRate P lalidShares 4 imalid | Stale Shares
110H/s|3TH/s|18H/s|5H/s 1 ] ojo

oao“u-m

@ Togglechat | Online: 478

i L. 8! Rekordegereyakn ~ @ 7z
Al QUAD CAMERA

Figure 8- Hashvault pool of crypto information earned

The earnings that the crypto miner makes can be tracked from the hashvault pool
dashboard.
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Static Analysis

miner.exe Analysis

File Name miner.exe

MD5 24d9219e4542504aceOfaaa3a0305022

SHA256 38136273e6254b6f9ee2lecddf130aa032613a47cbfafccd2080020731f66388
File Type PE/64

5 miner Properties *

General Compatibiity Securty Details Previous Versions
|I| |rniner

Type of file:  Application (.exe)

Description:  miner

Location: Ch
Size: 542 MB (5,685,248 bytes)
Size on disk: 542 MB (5,685,248 bytes)

Created: Monday, August 7, 2023, 11:41:05 AM
Modified: Thursday, August 3, 2023, 10:08:44 PM
Accesszed: Today, August 15, 2023, 1 minute ago

Figure 1- Information about malicious file

File Settings 7

l,i @ miner.exe

Property Value
=] E File: miner.exe R R
[ = Dos Header File Mame Ch\miner.exe
[Z] Nt Headers File Type Portable Executable 64
(& Fie Header File Info Microsoft Visual C++ 8.0 (DLL)
|Z] Optional Header ’
| Data Directories [x] File Size 5.42 MB (3685248 bytes)
— (2] Section Headers [x] R
PESi 5.42 MB (3683248 b

— (=) Import Directory e ( ytes)
— |2 Resource Directory Created Menday 07 August 2023, 11.41.05
— (2 Exception Directory Modified Thursday 03 August 2023, 22.08.44
— |2 Relocation Directory
— ) TLS Directory Accessed Tuesday 15 August 2023, 14.36.35
— % Address Converter MD5 24D9219E4542504ACEOFAAA3AD305022
— '*‘j_-, Dependency Walker
- '~‘j_-,Hex Editor SHA-1 FF2AAQ40893DOFFIABEFAFEG45804B94924C50D5
— 4, Identifier
I '*‘j_-,lrrporl Adder Property |‘u’a|ue
— ), Quick D
— '-‘j_-,Rebljkhr Empty Mo additional info available
— '*‘j_;ﬂmlce Editor

Figure 2- General Information

It has been determined that miner.exe is written in the C++ programming language.
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File name

C:\miner.exe

File type ile siz Base address Entry point T e
5.42 MiB 00000001 40000000 00000001400014b0

Time date stamp ofimage
2023-08-03 22:08:44 00575000
Endianness Mode Architecture
Automatic LE &4-bit AMD&4

~ PEG4
Linker: GNU linker Id (GNU Binutils) (2.38)[GUI64]

Figure 3- Executed malicious file

It was determined that no packaging technique was used.
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=1
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EBE 0D

=23
Y

J

[~
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J 1 ©

©w
- NN~ DO DM

33 O -y
) N -

J O
OO

AEXXXXXXXEXXXEXEXXXEXZEXXE

o

U -
b D WO DOBENON

<0.01

NN WD
J

96 11,156 K 4608 Sysintemals Proc xplorer WWW er
<0.0 27.148K 41644 K 4260 Sysintemals Process Explorer - Www sysinter
4855 2408152K 2410664K ft Compo

23236 K 75,244 K

C:\Windows explorer.exe

est exe 9612w CreateFleMapp...C:\Windows explorer exe
I testexe 9612 'wu CreateFileMapp...C:"\Windows explorer.exe
Irtest exe 9612 [ RegOpenKey  HKLM\SOFTWARE"Microsoft \Windows NT\CumentVersion\lmage File Execution Options'\explorer.exe
I testexe 9612 ‘= QuerySecurityFile C:\Windows explorer.exe
i test.exe 9612 ‘= QueryMNamelnfo...C:\Windows'\explorer.exe
I testexe 9612 RegOpenKey  HKLM\System\CumentControlSet'.Services\bam'\State'\LserSettings\5-1-5-21-600822206-3544175320-3350199345-1007
I-test exe 9612 m’RegQuew\«’alue HELMSystem \CumentControlSet ' Services \bam\State'\UserSettings.5-1-5-21-600822206-35344175320-3350139345-100 1\ Device \Harddisk Volume 2\ Windows \explorer exe
- test exe 9612 [B RegSetValue  HKLM'\System'\CumentControl Set'Services\bam' State' User Settings",5-1-5-21-600822206-3944175320-3390195345-1001\\Device\Harddisk Volume 21 Windows"explorer.exe

Figure 4- Executed malicious file

Once the malicious file is executed, it's running in background with the filename the victim
opens it. The malicious file does not create any subfiles but it kills its process in a few
seconds and it runs as “explorer.exe”.
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Dynamic Analysis

ints B Memory Map ) call stack ‘=3 SEH ls3| Seript & Symbals <¥ Source +' References 'S Threads & Handles

45:31C0 xor r&d,rad
BA 02000000 mov edx,2
31C9 XO0r ecx,ecx
FFDO Eall rax

ES 94D20000

48: 800D SDDEDODOD
FF15 C3FO5600
48: 8B15 B0O835 600
45: 800D 3IFDFFFF
48: 8302

ES 315BOL100D

E8 ECCFOOO00D

45: 8B05 D5885600
48: 8905 26E25600
ES F35A0L00

call test.7FFT43CFE4ED

lea rex,qword ptr ds:[7FF743CFESBO]
€all gword ptr ds:[<&SetuUnhandledExceptionFilterz]
mov rdx,qword ptr ds:[7FF744259BEO]
lea rcx,qwerd ptr ds: [FFF743CF1000]
mov gword ptr ds:[rdx],rax

call test.7FF743D0O6DAD

call test.7FF743CFE260

mov rax,qword ptr ds:[FFF744259B50]
mov qgqword ptr ds:[7FF74425F4A8],rax
call test.7FF743D06DB0

rax: &\ "Cry\Usersii LA\Desktophhtest. exel "™

\\Usersi\i§

WhUsersihy

rax: &
rax: &

p\Desktophh\test. exe!
Desktopl\test. exe!

NC9

The malicious file gets the information in which location it is running.

MOF BCW_BCY

Figure 1- Gets location information

@ ||00007FF743CF4B11 B3Ce 01 add esi,1
L 41:83C2 01 add riod,1
00007 FF743CF4B18 45:39EA cmp riod,ri3d

00007 FF743CF4B1E
00007 FF743CF4B21

00007 FF743CF4B8Y

0OF83 CBOOOOODD
81FE F3010000

48:8D1D 94075600

jas test.7FF743CF4BEC
cmp esi,1F3

Tea rbx,qword ptr ds: [FFF744255324]

L]
L
L
& ((ODDOFFF743CF4B2 ~ QOFB7 BFOOQOOOD ja test.7FF743CF4BEC
& ((ODDOFFF742CF4B2D 44; 8905 mov ebp,riod
® 00007 FF743CF4B30 41: 8BOCAC mov ecx,dword ptr ds:[riz+rbp+4]
@ |[0000TFF743CF 4634 4C:01D9 add rcx,ril rex: "westoul™
@ 00007 FF743CF4B37 44:5B4424 44 mov réd,dword ptr ss:|[Irspt+44]
|| 00007FF743CF4B3C 44:0FB709 movzx rod,word ptr ds:[rcx] rex: "westoul™
& (00007 FF743CF4B40 41:81C0 4825747C add r8d,7C742548
& ((ODDOFFFE7F4ZCF4E47 45:39C1 cmp rod,rsd
L] ~ 75 C8 jne test.7FF743CF4E14
@ [[00007FF743CF4B4C 8039 00 cmp byte ptr ds:[rcx],0 rex: "westoul™
® || 00007 FF743CF4B4F ~ 74 BB je test.7FF743CF4B09
@ || 00007FF743CF4B51 41:8301 mov rad,edx
& (00007 FF743CF4B54 41:B8 4825747C mov r8d,7C742548
& || DD007FF743CF4B5A BE 00000000 mov ebx,0
| 00007FF743CF4B5F 595424 2C mov dword ptr ss:[Brsp+2Cc)l, edx
. OFB71419 movzx edx,word ptr ds:[rcx+rbx]
® [000D7FF743CF4B67 44:89C3 mov ebx,rsd
@ || 00007 FF743CF4B6A CICE 08 ror ebx,5
® || 00007 FF743CF4BRD 01DA add edx,ebx
® || 00007 FF743CF4BGF 41:01D0 add rad,edx
® (00007 FF743CF4B72 41:83C1 01 add rad,1
& ((ODDOFFF742CF4BETE 44:89CE mov ebx,rad
@ |[00007FF743CF4B79 803C19 00 cmp byte ptr ds:[rcx+rbx],0
. ~ 75 E4 jne test.7FF743CF4B63
@ (00007 FF743CF4B7F BB5424 2C mov edx,dword ptr ss:|rsp+zC])
—® || 00007FF743CF4B83 89F1 mov ecx,esi
® | 00007FF743CF4B85 48:C1E1 03 shl rcx,3 rex: "westoul™
L
.

N7 FE743C FAR9N
<

4CADNC1S

Tea ra.aword otr ds:Trex+rbyl

test.exe; $4B72 #3F72

2% Dump 3

B4 Dump 4

2% Dump 5

B8 watch 1

Ix=] Locals 2’ Struct

ASCII

T4 74(7

4D 65 (73
65 74|69
74 4F |75
6L 65 (74

7 &5 43|6F 7

ssageAttribute. A
TpcGetMessageFro
mCompletionList.
AlpcGetoutstandi
ngCompletionList
MessageCount.Alp
cInitializeMessa
geAttribute.Alpc
MaxAllowedMessag
eLength. AlpcRegi
sterCompletionLi
st.AlpcRegisterc
ompletionListwor
kerThread. AlpcRu

Figure 2- Loads Functions

It has been determined that the program parses strings in order to continue its operations.
Some of the analyzed expressions are as shown in the figure.
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C74424 28 DEDAEBBEZ
C€74424 34 DCDABBEZ
EB B7FFFFFF
48:8B40 18

4C: 8B40 10

49: 8B40 20

4B:85COD

0OF84 BEO1000D

B2 00000000

<

4D: 8BOO
49: 8B40 30
4B:B5COD

~ 74 5C

mov dword ptr ss:|frsp+3s5],8388DADS
mov _dword ptr ss:frsp+3 38BDADC
call test.7FF743CF49B0
mov rax,qword ptr ds:[rax+13]
mov ra,qword ptr ds:[rax+10]
mov rax,qword ptr ds:[rs+30]
test rax,rax

je test.7FFT743CF4BFC

mov ecx,0

jmp test.7FF743CF4A51

mov ra,gword ptr ds:[rs]

mov rax,qword ptr ds:[rs+30]
test rax,rax

ie test.7FF743CF4AAD

Figure 3- Using ALLUSERPROFILE

r8:&"ALLUSERSPROFILE=C:%\ProgramData”
[rs8+30]: "comSpec=C: Y\ \WINDOWS\\system32'  cmd. exa"

r8:&"ALLUSERSPROFILE=C:%\\Programbata™,

[r8]: "ALLUSERSPROFILE=C:\\FrogramData"
[r8+30]: "comsSpec=C: :

WINDOWSY '\ SysTem32%'cmd. exe"

This directory is used to store data shared by programs. This expression means that
programs can store data accessible to all users here. It calls the cmd.exe command client to
process common data (for example, settings files or databases) under the
ALLUSERPROFILE path. The malware uses the command prompt to perform complex
operations or make system-level adjustments.

push rsi

53 push rbx rbx:L™

48:83EC 28 sub rsp,28

48:83CB mov rbx,rcx rbx:L™ ", rex:LUCIN\A\WINDOWSY\System32'\conhost.exe"
4C:89C6 mov rsi,r8

ES 91400100 €all <IMP.&wcscpy>

48:89F2 mov rdx,rsi

48:89D09 mov rox,rbx rox: L"C\\WINDOWS'\ System32'\conhost. exe", rbx:L"=::=:11\\"
E8 7E400100 €all <IMP.&wcscat>

90 nop

48:83C4 28 add rsp,28

5B pop rbx rhx:L"=1:=:

SE pop rsi

c3 ret

41:57 push ris

41:56 push ri4

41:55 push ri3

41:54 push ri2

Figure 4- Conhost.exe

The miner uses conhost.exe to continue its malicious activities by performing command line
operations in the background or displaying console-based output.

E8 A4190000 call test.7FF743CF4CF9

89F0 mov eax,esi

48:83c4 78 add rsp,78

5B pop rbx rbx:L"=::=::\\"

5E pop rsi

c3 ret

56 push rsi

53 push rbx rbx:L"=::=::\\"

48:83eC 28 sub rsp,28

48:89CB mov rbx,rcx

4C:89c6 mov rsi,r8

E8 91400100 call <IMP.&wcscpy>

48:89F2 mov rdx,rsi

48:89D9 mov rcx, rbx rex:L"C:\\Users\\ \\AppData\\Local\\Temp\\xIvxxvzejpws.tmp", rbx:L"=::=::\\"

E8 7E400100 call <IMP.&wcscat>

90 nop

48:83c4 28 add rsp,28

5B pop rbx Fopea L "= = 2"

S5E pop rsi

c3 ret

41:57 push rl5

41:56 push rl4

41:55 push rl13

41:54 push rl2

55 push rbp

<

xe:$3355 #2755

w3  Upump4  WWpumps @@ wath1  Irellocals Y Struct e a0 (FeturnTroTtest-
-~ 000005 6ASDFFAL8 "

30 3A 005C 00 55 0073 0007 FrECsEr 650 neaTl - o0oor FrECE

J0 6C 00|75 00 63 00|79 SR LITEEEEED

0 70 00 |44 00 61 00|74 ggggggggggggggg

J0 63 00|61 00 6C 00 |5C

)0 5C 00|78 00 6C 00|76 0000252845 61520

J0 65 00|6A 00 70 00 (77 L

J0 70 00|00 00 00 00|00 000000000000028

J0 00 00|00 00 00 00|00 E

The miner creates a temp file named

Figure 5- Creates xlvxxvzejpws.tmp file

"xlvxxvzejpws.tmp" that contains malicious code.

The purpose of creating a temporary file in this directory is to bypass security products and
avoid being scanned. The malware can stay for a while and continue its malicious activities

sil

ently.
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| 48:83C4 50 add rsp,50
5B pop rbx
S5E pop rsi
SF pop rdi rdi:L"C:\\Users\] S\M\AppData'\Roaming\Google\\Libs'\ \WRE4. sys"
5D pop rbp
41:5C pop ri2 rl2:L"wWRG4.sys"
41:5D pop rl3
41:5E pop rld
| ] ret
41:54 push ri2 rl2:L "WRE4.sys"
55 push rbp
57 push rdi rdi:L"C:Y\\Users'} % \AppData'\Roaming'\Google\\Libs\WR64. sys"
56 push rsi
53 push rbx
48:81EC 30020000 sub rsp,230

84 Dump 5 B watch 1 [x=] Locals (‘;J Struct

D0 55 00(73 00 65 00|72 00 73 00 |€
00 63 00|79 00 5F 00|5C 00 41 00 |\.
00 61 00|74 00 61 00|5C 00 52 00 |p.
00 69 00 |6E 00 67 00|5C 00 47 00 |o
00 6C 00|65 00 5C 00 |4C 00 69 00 |o
00 57 00|52 00 36 00|34 00 2 00 |b
00 00 00|00 00 00 00|00 00 00 00 |s.
00 00 00|00 00 00 00|00 00 00 00 |...ouvuunnnnnn..
00 00 00|00 00 00 00|00 00 00 00 |. ... ... .. .......

Figure 6- Creates malicious WR64.sys file

It creates the "WR64.sys" file in the directory
"C:\Users\Admin\AppData\Roaming\Google\Libs" The generated fake "WR64.sys" file is
used to perform various malicious actions on the infected computer, such as stealing
sensitive information, installing malicious software, gaining unauthorized access and control
over the system for malicious purposes.

I [4 [ = Libs
Home Share View

| v A > ThisPC » Local Disk(C) » Users » » AppData » Roaming » Google » Libs v

s

Mame Date modified Type Size

s+ Quick access
[ Deskiop
* Downloads

E] Documents

D WRE4.5ys 8/15/2023 6:38 PM System file

% % %N

| Pictures
@ OneDrive

@ OneDrive - Personal

Figure 7- Created WR64.sys file

It can be observed that the created WR64.sys file is registered in the directory
"C:\Users\Admin\AppData\Roaming\Google\Libs".
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48:8D15 00485600
E8 EB420100
suzD 3caossuu 0o

csus EDEESEDU o1
B8 00000000

48183F8 61

>

75 ED
C605_0DBDS600 01
48:8D0D 09FFFFFF
EB E9EIFFFF

803D D4ED5G00 00
v 74 2€C

48:8D15 09805600
45:8D8A C2000000
OFB702

66:05 3B2F

66:25 FFOO
6618902

48:83Cz 02
4&:390.

>

csos AGEDSBDU 00
DEC!

661898424

48:8D4C24

41:B8 C200 DU

45:8D15 5C475600

E8 47480100

803D EOBE5E00 00
29

snnannnn

<

Tea rdx,quord ptr d) [7FF7442572C0]
call <Imp. amemm

cmp byte ptr ds [7FF744stsos] o
3ne test.rFF743CE2BO7

mov byte e ds: [7FF74425E8E2] , 1
mov eax,0

Tea rcx,qword ptr ds:[7FF74425E820]
movzx edx,word ptr ss:[[rsprrax+2+40f

mov word ptr ds:[rox+rax+2],dx Fox+raxs2
add rax,1

cmp rax,61 61:'a’
jne test.7FF743CF2AEL

mov byte ptr ds:[7FF74425E808],1

lea rex,qword ptr ds:[7EF743CF2A08]
€all test.7FFT43CF14F0

cmp byte ptr ds: [FFF74425E8E2],0
Jje test.7FF743CF2B3C

lea rdx,qword ptr ds:[7FF74425E820]
lea rex,qword ptr dsi[rdx-cz]

movzx eax,word ptr ds:[rdx]

add ax,2F3B

and ax,FF

mov word ptr os:[rox],ax

add rdx

cmp rdx;rex

Jjne (ES(.?FF?‘ISCFZBIE

mov byte ptr ds:[7FF74425E8E2],0
lea rex,qword ptr ds:[7FF74425E320]
call <IMP.&wcslen>

add eax,eax
r_:IDV wnr’d Tr

rsp+2600l, ax

ea r’cx‘qword ptr ss:Erspisol

mov red,c2

Tea rdx,gword pia (b [7FF7442572C0]
gall <IN am

cmp byte ptr ds [7FF74425E720] o
ine Test.7FE743CEIRAR

00007FF74425E820: LY

0D0O7FF74425E820: LY

\Regi stry\\Machine\\SYSTEM\\CurrentControlSet\\Controli\class\\

2:L"bFc1-08002be10318} 1\

\Registry\\Machine\\SYSTEM\\Currentcontrolset\\control\\class

{4d36e963-e325-11ce-

\W{4d36e968-e325-11ce-

DO0O7FF74425E820: L"\\Regi stry\\Machine\\SYSTEM\\CurrentControlSet\\Control\\Class\\{4d36e968-e325-11ce-

7FF74425E802

[00007FF74425E820 fL"\\Registry\\Machine\\SYSTEM\\CurrentControlset\\Control\\Class\\{4d36e968-e325-11ce-bfc1-08002be10318}\\ "] =67 00650052005C ]

743CF2B3C Test.exelSiBIC ZIFIC

Woump2 @Hoump3  @lpumps &P watch1

ellocals & Stuct  WiDump 4

(0000000000000000
0000000000000000

67 00

This Registry

Figure 8- Using registry key

0039003200240037

("\\Registry\\Machine\SYSTEM\\CurrentControlSet\\Control\\Class\\{{4d36e968-e325-
11ce-bfc1-08002bel0318}}") operation is commonly used in Windows systems to manage
drivers for hardware devices. The miner utilized the system-level access privileges of
hardware devices to establish a persistent impact within the system.

56 push rsi
53 push rbx
48:83EC 28 sub rsp,28
48:89CB mov rbx,rcx
4C:89C6 mov rsi,r8
E8 91400100 call <IMP. &wcscpy>
48:89F2 mov rdx,rsi
48:8909 mov rcx, rbx rox:L"CV\WINDOWS Vexplorer. exe”
E8 7E400100 call <JMP.&wcscat>
90 nop
48:83C4 28 add rsp,28
5B pop rbx
S5E pop rsi
1 Cc3 ret
41:57 push ri5
41:56 push ri4
41:55 push ri3
41:54 push riz
55 push rbp
57 push rdi rdi:&"C:\\Users\\ “\Desktop'\test.exe"
56 push rsi
53 push rbx
ADQ.OAr~ 0ONAINANAN ks e . OO
ump5 @ watch1  [x-Locals & struct 883335553355;

ASCII

0|5c 00 57 00 49 00 4E 00 (44 00 4F 00
0|5c 00 65 00|78 00 70 00 |6Cc 00 6F 00
0|72 00 2E 00 |65 00 78 00 |65 00 00 0O
000 00 00 00100 00 00 00 00 00 00 00

\.W.I.
W.S.\.e.x.
r.e.r...e.

Figure 9- Creates explorer.exe

0000005 6ASDFE
0000025 2ZBASE.
00007FFECSET(
00000252BA5 6.
0000000000000
00000252BA5 6.
000000000000(
0000000000000
ANNNN2E2RACA’

To silently persist within the system without being noticed by the user and to establish
permanence within the system, it continues as explorer.exe. This is where Command and
Control (C2) processes take place. Through this method, the attacker can remotely control
compromised devices, execute desired actions, and enable covert transmission of sensitive

data.
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ShadowOx Miner RAT

|OCs

|-'
n

IPv4 45.76.89[.]70
IPv4 95.179.241[.]203
DOMAINSs:

Domain vultrusercontent[.Jcom
Domain pool.hashvault[.]pro
HASHSs:

MD5 24d9219e4542504aceOfaaa3a0305022

MD5 f4976ef29e3ae6c8e0bfc2c3139a4ach

MD5 718f54c5d2d887210b5d50e0a9cbc14c48901db1

SHA1 ff2aa040893d0ff9a68f4fe945804b94924c50d5

SHA1 80aef0cc3c3ec37b59f44d63b7e36bf52e81e904

SHA1 718f54¢5d2d887210b5d50e0a9chc14c48901db1

SHA256 38136273e6254h6f9ee21ecddf130aa032613a47cbfafccd2080020731f66388

SHA256 5a2602ba4027bb49e07a4cfd40ab3304c12e583d4e53981b0afa2215a394a0
2e

SHA256 767bec990ffbac2ff16d6ab929e5f72294e00dabcc5f39a9267648e70dda6f1d
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Shadow0x Miner RAT

YARA RULE

import "hash"
rule ShadowOx
{
meta:
author = "Kerime Gencay"
description = "ShadowOx Miner RAT Rule"
file_name = "miner.exe"
hash = "24d9219e4542504ace0faaa3a0305022"
strings:

$opcl = {E8 3F 5E 01 00 48 85 CO OF 94 CO OF B6 CO F7 D8 48 83 C4 28}

$opc2 = {OF B7 54 44 70 66 89 14 41 48 83 CO 01 48 83 F8 ?? 75 ED}
$opc3 = {OF B7 02 66 2D 71 OA 66 25 FF 00 66 89 02 48 83 C2 02 48 39 CA 75 E9}

condition:

uint16(0) == 0x5A4D and (any of ($opc*))
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ShadowOx Miner RAT

MITRE ATT&CK TABLE

T1012 T1102 T1036 T1047 T1055 T1566
Query Web Service | Masquerading Create or Process Phishing
Registry Modify Systems Injection
T1082 T1564.001
Information Hidden Files
Discovery and
Directories
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https://attack.mitre.org/techniques/T1566/
https://attack.mitre.org/techniques/T1566/

Shadow0x Miner RAT

MITIGATIONS

e Configure firewalls on your network to block incoming and outgoing connections from
suspicious IP addresses. This can prevent RATs from establishing communication
with command and control servers.

e Keep your operating system, applications, and security software up-to-date. Updates
often include patches that fix vulnerabilities exploited by RATS.

e [nstall antivirus and anti-malware software. Perform regular scans to detect and
remove any RAT infections.

e |f not needed, disable remote desktop services. If needed, ensure strong passwords
and proper authentication methods are in place.

e Unplug or disable devices such as webcams, microphones, or USB drives when not
in use. RATs can abuse these devices for surveillance.

e Whenever possible, enable 2FA for all accounts, including email and cloud services.
This can thwart unauthorized access.

e Monitor your system's running processes for any unusual or unfamiliar ones. Use
task managers or specialized tools to detect suspicious activity.

e Ensure strong and unigue passwords for all accounts. Avoid using easily guessable
information.

e Be cautious of unsolicited emails, attachments, or links. RATs can often be delivered
through phishing emails.

e Allow only approved applications to run on your system. This can prevent RATs from
executing even if they manage to infiltrate.

e Regularly review and update your firewall rules to ensure they're effective against
RATSs and other malicious traffic.

e Keep an eye on system performance and behavior. Unexpected slowdowns,
crashes, or unusual network activity could indicate a RAT.
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