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Data on ransomware groups and graph�cal representat�on of the�r act�v�ty th�s month
Emerg�ng vulnerab�l�t�es
Th�s month's r�sk analys�s graph
Graph of product fam�l�es w�th the most patches
Inf�n�tum IT MDR team presents the most common TTPs and the�r descr�pt�ons �n our
customer env�ronment. 
Var�ous attack vectors grouped by r�sk level 
Our current news sect�on w�ll help you stay up to date. 

As Inf�n�tum IT MDR team, we are pleased to prov�de you July trends, current news, the most
common attack vectors and many new developments �n the cyber world, �nclud�ng TTPs used
by APT Groups. Th�s report allows you to follow current events and analyze the s�tuat�on w�th
var�ous graphs.

Th�s report prov�des you ;

Th�s MDR report prov�des an analys�s of threats and secur�ty �nc�dents detected �n our
company's �nformat�on systems. The report covers top�cs such as summary and �mpact of
�nc�dents dur�ng the per�od under rev�ew, type and source of threats, status of secur�ty
measures and recommendat�ons.

MDR REPORTMDR REPORT
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Ransomware GroupsRansomware Groups

LockBit Ransomware Group 

Total Number of Attacks: 39

Attack Graph by Country Attack Graph by Sectors
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The data on LockB�t Ransomware Group's act�v�t�es presents a d�stress�ng p�cture of the
current cybersecur�ty landscape. The group's preference for target�ng the HEALTH sector �s
espec�ally alarm�ng, as �t �nd�cates a w�ll�ngness to explo�t vulnerab�l�t�es that could have d�re
consequences for �nd�v�duals and healthcare systems. W�th cyberattacks �n the HEALTH
sector on the r�se, urgent measures are requ�red to safeguard sens�t�ve pat�ent �nformat�on
and ensure the cont�nu�ty of cr�t�cal med�cal serv�ces. The group's var�ed attacks on sectors
l�ke ENERGY, INDUSTRY, GOVERNMENT, TECHNOLOGY, and CONSTRUCTION reflect a broad
focus on key �nfrastructure, econom�c stab�l�ty, and nat�onal secur�ty. The "OTHER" category's
h�gh number of attacks ra�ses concerns about the potent�al for unant�c�pated and
unconvent�onal targets, h�ghl�ght�ng the need for comprehens�ve cybersecur�ty strateg�es
across all �ndustr�es.

The concentrat�on of attacks on countr�es l�ke the USA, UK, FRANCE, and CANADA
underscores the ransomware group's �nterest �n target�ng developed nat�ons w�th s�gn�f�cant
econom�c and pol�t�cal �nfluence. These attacks not only cause f�nanc�al losses but also create
d�srupt�ons �n cruc�al sectors, result�ng �n a r�pple effect on the global stage. The data also
�nd�cates that LockB�t �s not conf�n�ng �ts operat�ons to well-known targets but �s w�ll�ng to
explore vulnerab�l�t�es �n other countr�es, mak�ng �t a challenge for �nternat�onal efforts to
combat the�r act�v�t�es effect�vely.

1.
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2.  8BASE Ransomware Group 
Total Number of Attacks: 33

Attack Graph by Country Attack Graph by Sectors
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The numer�cal graph�cal data on the 8BASE Ransomware Group sheds l�ght on the�r
target�ng patterns and geograph�cal reach, �nd�cat�ng a s�gn�f�cant and concern�ng cyber
threat. The sectoral attack data reveals that the group has a w�de range of �nterests, w�th the
construct�on, health, energy, and �ndustry sectors all exper�enc�ng three to four attacks each.
Th�s suggests that 8BASE �s �nd�scr�m�nate �n �ts cho�ce of targets, a�m�ng to d�srupt cr�t�cal
�nfrastructure and serv�ces across var�ous �ndustr�es. The s�zeable number of attacks labeled
as "OTHER" further underscores the group's versat�l�ty, �mply�ng that they may be explor�ng
unconvent�onal targets or expand�ng the�r scope beyond trad�t�onal sectors.

When exam�n�ng the country-by-country data, the USA emerges as the pr�mary target,
fac�ng 14 attacks. The USA's prom�nence as a global econom�c and technolog�cal hub makes
�t an attract�ve target for cybercr�m�nals seek�ng f�nanc�al ga�n or a�m�ng to create
w�despread chaos. Canada, the UK, and the UAE have also exper�enced attacks, w�th each
country fac�ng two to three �nc�dents. The presence of countr�es l�ke France, w�th one attack,
h�ghl�ghts the group's w�ll�ngness to cast a w�de net �n the�r act�v�t�es. Add�t�onally, the
s�gn�f�cant number of attacks categor�zed under "OTHER" countr�es suggests that 8BASE �s
act�vely pursu�ng v�ct�ms �n lesser-known reg�ons, potent�ally explo�t�ng weaker cybersecur�ty
defenses �n those areas.
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3.  ALPHV Ransomware Group 
Total Number of Attacks: 27

Attack Graph by Country Attack Graph by Sectors
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The numer�cal graph�cal data on the ALPHV Ransomware Group reveals �nterest�ng trends �n
the�r target�ng strategy, wh�ch d�ffers from the prev�ously d�scussed ransomware groups. The
sectoral attack data �nd�cates that the group has a pronounced focus on the legal sector,
w�th f�ve reported attacks. Target�ng the legal �ndustry �s part�cularly concern�ng, as �t
�nvolves sens�t�ve and conf�dent�al �nformat�on of cl�ents, potent�ally lead�ng to severe
�mpl�cat�ons for data pr�vacy and legal proceed�ngs. Wh�le the construct�on, health, and
serv�ces sectors have each exper�enced two attacks, the major�ty of the�r act�v�t�es are labeled
under "OTHER," suggest�ng a d�verse range of targets that are not expl�c�tly spec�f�ed. Th�s
broad target�ng approach makes �t d�ff�cult to pred�ct the�r next move, pos�ng challenges for
cybersecur�ty experts and organ�zat�ons �n m�t�gat�ng potent�al r�sks.

On the country level, the USA emerges as the pr�mary target, fac�ng 14 attacks. The USA's
status as a global econom�c powerhouse and a hub for var�ous �ndustr�es makes �t an
attract�ve target for ransomware groups seek�ng lucrat�ve opportun�t�es. Malays�a, the UK,
and Italy have also exper�enced attacks, but the�r numbers are relat�vely lower compared to
the USA. The presence of "OTHER" countr�es w�th 6 attacks suggests that ALPHV �s act�vely
expand�ng �ts scope globally and explor�ng vulnerab�l�t�es �n reg�ons that m�ght have less
robust cybersecur�ty �nfrastructure.
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4.  NOESCAPE Ransomware Group 
Total Number of Attacks: 14

Attack Graph by Country Attack Graph by Sectors
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The numer�cal graph�cal data on the NOESCAPE Ransomware Group h�ghl�ghts the�r
select�ve target�ng of spec�f�c sectors and countr�es, s�gn�fy�ng a focused and calculated
approach �n the�r cyberattacks. The sectoral attack data reveals that the manufactur�ng
sector �s the pr�mary target, exper�enc�ng three reported attacks. Manufactur�ng compan�es
often hold valuable �ntellectual property and trade secrets, mak�ng them attract�ve targets
for ransomware groups seek�ng lucrat�ve payouts or opportun�t�es for �ndustr�al esp�onage.
Health and construct�on sectors have each faced two attacks, wh�le the bus�ness sector
exper�enced one attack. The major�ty of the�r act�v�t�es are class�f�ed under "OTHER,"
�nd�cat�ng that NOESCAPE may be explor�ng vulnerab�l�t�es �n var�ous sectors beyond the
spec�f�ed categor�es.

On the country level, the UK emerges as the most targeted, fac�ng three attacks. The UK's
strong economy and presence of key �ndustr�es make �t an appeal�ng target for
cybercr�m�nals seek�ng f�nanc�al ga�ns or a�m�ng to d�srupt cr�t�cal operat�ons. Italy and the
USA have also exper�enced attacks, w�th two and one �nc�dent, respect�vely. Add�t�onally,
Belg�um has faced one attack. The presence of "OTHER" countr�es w�th seven attacks
suggests that NOESCAPE �s act�vely broaden�ng �ts geograph�cal scope, potent�ally seek�ng
targets w�th weaker cybersecur�ty defenses.
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Top Trending CVEs of July 2023Top Trending CVEs of July 2023

CVE CVSS Score Severity Type

CVE-2023-36884 8.3 Important Remote Code Execut�on

Office and Windows HTML Remote Code Execution
Vulnerability

A recently d�scovered unpatched and Important-rated vulnerab�l�ty w�th the �dent�f�er CVE-
2023-36884 has been d�sclosed �n M�crosoft Off�ce and W�ndows. Th�s vulnerab�l�ty has a
CVSS score of 8.3. In response to th�s �ssue, M�crosoft has �ssued gu�dance on the matter,
acknowledg�ng the potent�al r�sk posed by th�s remote code execut�on vulnerab�l�ty
affect�ng both W�ndows and Off�ce products. Accord�ng to M�crosoft's statement, they are
act�vely �nvest�gat�ng reports of several remote code execut�on vulnerab�l�t�es that �mpact
the�r W�ndows and Off�ce software. Add�t�onally, there have been reports of targeted
attacks that a�m to explo�t these vulnerab�l�t�es through spec�ally-crafted M�crosoft Off�ce
documents.

In current attack cha�ns, the use of the Block all Off�ce appl�cat�ons from creat�ng ch�ld processes Attack Surface Reduct�on
Rule w�ll prevent the vulnerab�l�ty from be�ng explo�ted.
Organ�zat�ons who cannot take advantage of these protect�ons can set the
FEATURE_BLOCK_CROSS_PROTOCOL_FILE_NAVIGATION reg�stry key to avo�d explo�tat�on. No OS restart �s requ�red, but
restart�ng the appl�cat�ons that have had the reg�stry key added for them �s recommended �n case the value was already
quer�ed and �s cached. Please note that wh�le these reg�stry sett�ngs would m�t�gate explo�tat�on of th�s �ssue, �t could
affect regular funct�onal�ty for certa�n use cases related to these appl�cat�ons. For th�s reason, we suggest test�ng. To
d�sable the m�t�gat�on, delete the reg�stry key or set �t to “0”.
Add the follow�ng appl�cat�on names to th�s reg�stry key as values of type REG_DWORD w�th data 1.:
Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Pol�c�es\M�crosoft\Internet
Explorer\Ma�n\FeatureControl\FEATURE_BLOCK_CROSS_PROTOCOL_FILE_NAVIGATION
Excel.exe
Graph.exe
MSAccess.exe
MSPub.exe
Powerpnt.exe
V�s�o.exe
W�nProj.exe
W�nWord.exe
Wordpad.exe

Mitigations

https://learn.microsoft.com/en-us/microsoft-365/security/defender-endpoint/attack-surface-reduction-rules-reference?view=o365-worldwide#block-all-office-applications-from-creating-child-processes
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CVE CVSS Score Severity Type

CVE-2023-35365 9.8 Cr�t�cal Remote Code Execut�on

CVE-2023-35366 9.8 Cr�t�cal Remote Code Execut�on

CVE-2023-35367 9.8 Cr�t�cal Remote Code Execut�on

Windows Routing and Remote Access Service (RRAS)
Remote Code Execution Vulnerability

In add�t�on to the aforement�oned unpatched vulnerab�l�ty, there are e�ght cr�t�cal remote
code execut�on (RCE) vulnerab�l�t�es that have been successfully patched. Among these,
three are assoc�ated w�th the W�ndows Rout�ng and Remote Access Serv�ce (RRAS) and
have rece�ved a CVSS v3 base score of 9.8. The �dent�f�ed vulnerab�l�t�es are CVE-2023-35365,
CVE-2023-35366, and CVE-2023-35367. In each case, an attacker has the potent�al to explo�t
these vulnerab�l�t�es by send�ng spec�ally-crafted packets to vulnerable assets, result�ng �n
remote code execut�on.

Fortunately, RRAS �s not automat�cally �nstalled or conf�gured by default, wh�ch prov�des
some level of rel�ef. However, for system adm�n�strators who have enabled RRAS on the�r
W�ndows Server �nstallat�ons, �t �s of utmost �mportance to pr�or�t�ze the appl�cat�on of these
patches to m�t�gate potent�al r�sks and secure the�r systems effect�vely. Sw�ft remed�at�on �s
cruc�al to ensur�ng the protect�on of cr�t�cal assets and data from potent�al explo�tat�on.

Mitigations

Th�s vulnerab�l�ty �s only explo�table on W�ndows Servers that have �nstalled and
conf�gured the Rout�ng and Remote Access Serv�ce (RRAS) role wh�ch �s not �nstalled and
conf�gured by default.
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CVE CVSS Score Severity Type

CVE-2023-32057 9.8 Cr�t�cal Remote Code Execut�on

Microsoft Message Queuing Remote Code Execution
Vulnerability

CVE-2023-32057 �s class�f�ed as a Cr�t�cal vulnerab�l�ty that �mpacts M�crosoft Message
Queu�ng (MSMQ), w�th a CVSS score of 9.8. To explo�t th�s vulnerab�l�ty successfully, an
attacker must send a spec�f�cally crafted mal�c�ous MSMQ packet to a targeted MSMQ server,
wh�ch could result �n remote code execut�on. It's essent�al to note that for a system to be
vulnerable, the "Message Queu�ng" serv�ce must be enabled.

The W�ndows message queu�ng serv�ce, wh�ch �s a W�ndows component, needs to be
enabled for a system to be explo�table by th�s vulnerab�l�ty. Th�s feature can be added v�a
the Control Panel.
You can check to see �f there �s a serv�ce runn�ng named Message Queu�ng and TCP port
1801 �s l�sten�ng on the mach�ne.

Mitigations
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CVE CVSS Score Severity Type

CVE-2023-32049 8.8 Important
Secur�ty Feature

Bypass

Windows SmartScreen Security Feature Bypass
Vulnerability

M�crosoft has recently addressed the secur�ty concern assoc�ated w�th CVE-2023-32049, a
secur�ty feature bypass vulnerab�l�ty �dent�f�ed �n M�crosoft W�ndows SmartScreen. Th�s
vulnerab�l�ty has been rated as Important, w�th a CVSS score of 8.8. The vulnerab�l�ty perm�ts
adversar�es to bypass the standard Open F�le Secur�ty Warn�ng prompt that typ�cally appears
when a user downloads or opens a f�le from the �nternet. It �s �mportant to note that for th�s
vulnerab�l�ty to be explo�ted, user �nteract�on �s requ�red.

Mitigations
M�crosoft has not �dent�f�ed any m�t�gat�ng factors for th�s vulnerab�l�ty.
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July 2023 Risk AnalysisJuly 2023 Risk Analysis
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Based on the numer�cal graph�cal data of the r�sk analys�s for July, we can ga�n valuable �ns�ghts �nto the
prevalent cyber threats that need attent�on. Th�s data sheds l�ght on the d�fferent attack vectors and
techn�ques that potent�al adversar�es may employ dur�ng th�s per�od.
One noteworthy observat�on �s the s�gn�f�cant �ncrease �n the occurrence of Remote Code Execut�on (RCE)
attacks, wh�ch account for 28% of the �dent�f�ed r�sks. RCE �s a part�cularly dangerous threat, as �t allows
mal�c�ous actors to execute code remotely on vulnerable systems, potent�ally lead�ng to unauthor�zed
access, data breaches, or even complete comprom�se of cr�t�cal �nfrastructure. Organ�zat�ons must be
v�g�lant �n mon�tor�ng and patch�ng potent�al vulnerab�l�t�es that could be explo�ted to execute such attacks.

Elevat�on of Pr�v�lege (EoP) stands out as another cons�derable r�sk, represent�ng 25% of the analyzed
threats. EoP attacks �nvolve adversar�es attempt�ng to escalate the�r pr�v�leges w�th�n a system, ga�n�ng
access to resources and capab�l�t�es they should not have. Organ�zat�ons must �mplement strong access
controls and least-pr�v�lege pr�nc�ples to m�t�gate the �mpact of EoP attacks.

On the other hand, Den�al of Serv�ce (DoS) attacks, wh�ch account for 17% of the �dent�f�ed r�sks, cont�nue to
be a prom�nent concern. A DoS attack a�ms to overwhelm a system, network, or appl�cat�on w�th an
excess�ve amount of traff�c, caus�ng �t to become unrespons�ve or unava�lable to leg�t�mate users. M�t�gat�ng
DoS attacks �nvolves robust network capac�ty plann�ng, traff�c f�lter�ng, and employ�ng d�str�buted den�al-of-
serv�ce (DDoS) protect�on mechan�sms.

Informat�on D�sclosure, account�ng for 14% of the �dent�f�ed r�sks, s�gn�f�es the exposure of sens�t�ve data to
unauthor�zed part�es. Whether due to unsecured conf�gurat�ons, weak authent�cat�on, or other
vulnerab�l�t�es, such �nc�dents can lead to severe consequences, �nclud�ng regulatory non-compl�ance,
reputat�on damage, and f�nanc�al losses. Organ�zat�ons should pr�or�t�ze data protect�on through encrypt�on,
access controls, and regular secur�ty assessments.

Lastly, Spoof�ng attacks, at 5% of the �dent�f�ed r�sks, demonstrate the attempt by mal�c�ous actors to
d�sgu�se the�r �dent�ty or forge data packets to dece�ve systems or users. Implement�ng robust
authent�cat�on mechan�sms, such as mult�-factor authent�cat�on, can help m�t�gate the r�sks assoc�ated w�th
Spoof�ng attacks.
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Patches by Product Family, July 2023Patches by Product Family, July 2023
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The data on the product fam�l�es that rece�ved the most patches �n July prov�des valuable
�ns�ghts �nto the focus of M�crosoft's secur�ty updates dur�ng th�s per�od. W�ndows, as the
flagsh�p operat�ng system, understandably rece�ved the h�ghest number of patches, w�th a
s�gn�f�cant count of 104. Th�s emphas�zes the cont�nuous effort to address potent�al
vulnerab�l�t�es and ensure the secur�ty and stab�l�ty of the operat�ng system. Wh�le W�ndows
takes the lead, �t �s �nterest�ng to note that some other product fam�l�es also requ�red attent�on.
M�crosoft Off�ce, a w�dely used su�te of product�v�ty appl�cat�ons, rece�ved 16 patches, �nd�cat�ng
the �mportance of secur�ng these appl�cat�ons due to the�r vast user base and potent�al
exposure to var�ous threats.

Add�t�onally, Extended Secur�ty Updates (ESU), wh�ch prov�de add�t�onal support for older
vers�ons of W�ndows, accounted for 56 patches. Th�s h�ghl�ghts the comm�tment to ensur�ng
the secur�ty of legacy systems, recogn�z�ng that some organ�zat�ons may st�ll rely on older
W�ndows vers�ons. System Center and M�crosoft Dynam�cs, w�th 1 and 3 patches respect�vely,
reflect the attent�on g�ven to secur�ng cr�t�cal management and enterpr�se resource plann�ng
(ERP) solut�ons. These products often handle sens�t�ve data and play cruc�al roles �n bus�ness
operat�ons, mak�ng the�r secur�ty a top pr�or�ty.

On the other hand, Developer Tools and Apps rece�ved 5 and 2 patches, demonstrat�ng the
s�gn�f�cance of secur�ng the tools and appl�cat�ons used by developers and end-users.
Vulnerab�l�t�es �n these areas can have far-reach�ng consequences, from comprom�s�ng the
software development process to �mpact�ng end-user data and exper�ences. Lastly, Azure, a
rap�dly grow�ng cloud comput�ng platform, rece�ved 1 patch. As cloud serv�ces become
�ncreas�ngly �ntegral to modern bus�ness operat�ons, ensur�ng the secur�ty of these platforms �s
paramount to ma�nta�n trust and protect sens�t�ve data.

Overall, th�s data h�ghl�ghts M�crosoft's ongo�ng comm�tment to address�ng secur�ty
vulnerab�l�t�es across var�ous product fam�l�es. It also emphas�zes the �mportance of regular
updates and the proact�ve approach taken to enhance the secur�ty of both w�dely used and
n�che products. Organ�zat�ons that rely on M�crosoft technolog�es should take note of these
patch d�str�but�ons and pr�or�t�ze t�mely updates to bolster the�r cybersecur�ty posture and
protect aga�nst potent�al threats.
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The Most Common TTPsThe Most Common TTPs
Th�s sect�on conta�ns the most common TTPs we have encountered �n the last 30 days �n our own
customer env�ronment.

Malware via PUP

Machine Learning via Sensor-based ML

Custom Intelligence vi Indicator of Compromise

Execution via User Execution

Machine Learning via Adware/PUP

732

237

212

176

64

Our monthly analys�s of the data acqu�red from our customers' cybersecur�ty systems reveals several s�gn�f�cant
�ns�ghts �nto the prevalent Tact�cs, Techn�ques, and Procedures (TTPs) used by cyber attackers. 

Malware and Potent�ally Unwanted Programs (PUP) are the most w�despread threat types, both occurr�ng 732
t�mes. Th�s �nd�cates that trad�t�onal mal�c�ous software and potent�ally harmful appl�cat�ons that users m�ght
unknow�ngly �nstall are common attack vectors. Deal�ng w�th these threats should rema�n a top pr�or�ty �n our
defense strateg�es.

Mach�ne Learn�ng techn�ques, part�cularly those based on sensor data (Sensor-based ML), exh�b�t 237
occurrences. Th�s f�nd�ng h�ghl�ghts the �ncreas�ng soph�st�cat�on of cybercr�m�nals �n employ�ng art�f�c�al
�ntell�gence and mach�ne learn�ng algor�thms to conduct attacks. The�r ab�l�ty to adapt the�r strateg�es and evade
trad�t�onal secur�ty measures requ�res a proact�ve and dynam�c defense approach.

Custom Intell�gence and Ind�cator of Comprom�se both show 212 occurrences. Th�s demonstrates that attackers
are ut�l�z�ng ta�lored �ntell�gence and spec�f�c �nd�cators to target v�ct�ms effect�vely. As a result, we must
cont�nuously enhance our threat �ntell�gence capab�l�t�es to �dent�fy and respond promptly to emerg�ng threats.

Execut�on and User Execut�on, each w�th 176 occurrences, �nd�cate that cybercr�m�nals frequently rely on tact�cs
that �nvolve execut�ng mal�c�ous code or act�ons by users to �nf�ltrate systems. Educat�ng users about potent�al
r�sks and �mplement�ng str�ngent execut�on controls can help m�t�gate these threats.

The comb�nat�on of Mach�ne Learn�ng and Adware/PUP at 64 occurrences ra�ses concerns about attackers
leverag�ng mach�ne learn�ng for the d�str�but�on of unwanted and potent�ally harmful programs. Understand�ng
the underly�ng mechan�sms of these attacks �s essent�al for develop�ng effect�ve countermeasures.

Th�s analys�s h�ghl�ghts the cr�t�cal need for a mult�-layered and proact�ve cybersecur�ty approach. Ident�fy�ng and
address�ng the most prevalent TTPs w�ll allow us to strengthen our customers' defense aga�nst evolv�ng threats
effect�vely. By cont�nually mon�tor�ng and analyz�ng emerg�ng trends, we can stay ahead of cybercr�m�nals and
safeguard our customers' d�g�tal assets and sens�t�ve �nformat�on. Collaborat�on w�th our customers and shar�ng
these �ns�ghts w�th the broader cybersecur�ty commun�ty w�ll further contr�bute to collect�ve res�l�ence aga�nst
cyber threats.
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Common Types Attack VectorsCommon Types Attack Vectors
Risk Severity

Critical High Medium

Blue Box�ng
For decades, attackers have targeted older
telephone sw�tches and trunks w�th a techn�que
known as 'Blue box�ng.' By send�ng a decept�ve
tone that m�m�cs a superv�sor s�gnal, they can
reroute or take control of the l�ne. Although the
US �nfrastructure �s relat�vely res�l�ent to such
attacks, global connect�v�ty through call centers
and outsourc�ng �ntroduces vulnerab�l�t�es. Many
�nternat�onal systems, part�cularly �n countr�es
w�th outdated Telco �nfrastructure, rema�n
suscept�ble to Blue box�ng due to weak
author�zat�on enforcement for adm�n�strat�ve
funct�ons. 

Pharm�ng
In a pharm�ng attack, the target �s
dece�ved �nto �nputt�ng sens�t�ve
�nformat�on �nto seem�ngly rel�able
dest�nat�ons, l�ke an onl�ne bank�ng s�te
or a trad�ng platform. The attacker can
repl�cate these trustworthy s�tes and
red�rect the v�ct�m to the�r fraudulent
s�te �nstead of the �ntended one. Unl�ke
other attacks, pharm�ng does not rely
on scr�pt �nject�ons or the v�ct�m cl�ck�ng
on mal�c�ous l�nks to accompl�sh �ts
object�ve.

Us�ng Mal�c�ous F�les
 

An assa�lant employs dece�tful methods to
�nduce a user or an automated process �nto
download�ng and �nstall�ng hazardous code
that or�g�nates from a source controlled by
the attacker. Th�s attack strategy comes �n
several var�at�ons.

Mal�c�ous Software
Download

Kerberoast�ng
The adversary explo�ts how serv�ce accounts use
Kerberos authent�cat�on w�th Serv�ce Pr�nc�pal
Names (SPNs) to acqu�re and crack the hashed
credent�als of a targeted serv�ce account, ga�n�ng
unauthor�zed pr�v�leges. Kerberos authent�cat�on
rel�es on a t�cket�ng system to request and grant
access to serv�ces. The adversary, authent�cated as a
user, can request Act�ve D�rectory and obta�n a
serv�ce t�cket w�th port�ons encrypted v�a RC4. By
extract�ng and sav�ng the local t�cket to d�sk, they
can then brute force the hashed value to reveal the
target account credent�als.

HTTP Request
Spl�tt�ng

The flex�b�l�ty and d�screpanc�es �n pars�ng
and �nterpret�ng HTTP Request messages
by var�ous �ntermed�ary HTTP agents (such
as load balancer, reverse proxy, web cach�ng
prox�es, appl�cat�on f�rewalls, etc.) are
explo�ted by adversar�es to d�v�de a s�ngle
HTTP request �nto mult�ple unauthor�zed
and mal�c�ous ones d�rected towards a
back-end HTTP agent (e.g., web server).
Poss�ble consequences can be explored
through CanPrecede relat�onsh�ps.

IP Address Block�ng

In th�s attack scenar�o, the adversary
del�berately d�scards packets d�rected to a
spec�f�c target IP address. The object�ve �s
to d�srupt access to the serv�ce hosted at
that part�cular IP address.

Flood�ng

The adversary overwhelms a target by rap�dly
engag�ng �n numerous �nteract�ons, explo�t�ng
weaknesses �n rate l�m�t�ng or flow control. Th�s
type of attack exhausts the target's resources and
can lead to den�al of serv�ce, h�nder�ng leg�t�mate
user access and potent�ally caus�ng the target to
crash. Unl�ke resource deplet�on through leaks or
allocat�ons, flood�ng attacks rely on the volume of
requests, w�th the key factor be�ng the number of
requests the adversary can make �n a g�ven t�me
per�od. A h�gher volume �ncreases the l�kel�hood
of success aga�nst the target.

Content Spoof�ng

Content spoof�ng refers to the act of mod�fy�ng
content to d�splay someth�ng d�fferent from the
or�g�nal �ntent�on, wh�le ma�nta�n�ng the
appearance of the leg�t�mate source. Commonly
seen �n web pages, �t can affect var�ous forms of
content l�ke ema�ls, f�le transfers, or other network
commun�cat�on protocols. Spoof�ng can occur at
the source or dur�ng trans�t, and adversar�es often
try to conceal the�r mod�f�cat�ons. However, �n
cases l�ke web s�te defacement, they may not
h�de the�r act�ons. Content spoof�ng can lead to
malware exposure, f�nanc�al fraud, pr�vacy
v�olat�ons, and other undes�red consequences.

Shared Resource
Man�pulat�on

An adversary explo�ts a shared resource, l�ke an
appl�cat�on pool or hardware p�ns, to
man�pulate behav�or. Th�s shared resource �s
accessed by mult�ple appl�cat�ons or threads.
By co-opt�ng one of the appl�cat�ons or threads,
the adversary can man�pulate the shared
resource. As a result, other appl�cat�ons or
threads may trust the comprom�sed resource,
lead�ng to �nval�d trust assumpt�ons, corrupt�on
of data, or even crashes and comprom�ses �n
the shar�ng appl�cat�ons.
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MDR Health CheckMDR Health Check

Us�ng Mal�c�ous F�les
 

Us�ng Mal�c�ous F�les

https://www.�nf�n�tum�t.com.tr/ucrets�z-mdr-health-check/

ThreatBlade prov�des real-t�me malware s�mulat�ons on your �nventory w�th exper�enced experts and
�nnovat�ve technology. The free MDR Health Check �s l�ke a stress test to measure how robust your
sh�eld �s aga�nst threats you may face �n the f�eld. Our test results show how much of your secur�ty
serv�ce �s alert to real-world threats. Th�s valuable �nformat�on helps you f�nal�ze and �mprove your
secur�ty strateg�es and protocols.

As Inf�n�tumIT, at the end of MDR Health Check, we prov�de you w�th a custom�zed report. Th�s report
w�ll evaluate the performance, effect�veness and matur�ty level of the SOC or MDR serv�ce you have
prov�ded. The report prov�des deta�led �nformat�on on gaps, �mprovements and potent�al threats. As a
result, you can clar�fy the l�m�ts of your secur�ty measures and d�rect your secur�ty �nvestments �n the
most effect�ve way.

Cl�ck the l�nk below to take advantage of our free MDR Health Check serv�ce.

ThreatBladeThreatBlade  

Sn�ff�ng Attacks

The automated platform
helps red teams to be more

eff�c�ent; they can run
automated test�ng

operat�ons at scale and
benef�t from the r�ch

performance data that scaled
automat�on br�ngs.

 

Use the platform to reduce
your compl�ance and
regulatory burden by

mapp�ng regulatory and
compl�ance controls,

conduct�ng cont�nuous tests,
mapp�ng the data from those

tests to your compl�ance
framework, and tra�n�ng your

aud�tors.
 

Use the MITRE ATT&CK
framework and up-to-date
threat �ntell�gence about

adversary tact�cs, techn�ques,
and procedures to fac�l�tate

threat-�nformed defense
operat�ons across the

enterpr�se, ga�n�ng data-
dr�ven control over your

secur�ty program to ensure
that you detect and prevent
the adversary when the t�me

comes.

Th�s test prov�des the benef�t
of exper�enc�ng a

soph�st�cated targeted attack
w�thout the actual damage of

a real �nc�dent.
 

ThreatBlade’s Ransomware                              
Defense Assessment

evaluates your organ�zat�on’s
ab�l�ty to detect, conta�n, and

remed�ate ransomware
w�th�n your env�ronment—

before �t produces costly
harm.

 

Teams use ThreatBlade’s
l�brary of adversary

emulat�ons to exerc�se and
val�date spec�f�c secur�ty
controls, bu�ld�ng on the

MITRE ATT&CK framework
and ThreatBlade l�brary w�th
new threat �ntell�gence from

the outs�de or wh�ch the
secur�ty team �tself generates.

Security OperationsAudit and ComplianceAutomated Testing

Ransomware Defense
Assessment

Red, Blue, and Purple Teams Adversary Emulation
Exercise

https://www.infinitumit.com.tr/ucretsiz-mdr-health-check/
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Cyberattack on Microsoft
Exposes Email Theft from
Multiple US Agencies

On July 14, M�crosoft announced that a
Ch�na-based threat actor known as Storm-
0558 executed a cyber-attack to steal ema�ls
from over 20 U.S. organ�zat�ons. The
attackers explo�ted a software vulnerab�l�ty,
ga�n�ng unauthor�zed access to M�crosoft
ema�l accounts. They acqu�red an �nact�ve
MSA consumer s�gn�ng key and used �t to
forge authent�cat�on tokens, access�ng OWA
and Outlook.com. The spec�f�c method of
obta�n�ng the �nact�ve MSA key �s under
�nvest�gat�on. M�crosoft patched the
vulnerab�l�ty after the breach. Storm-0558
successfully exf�ltrated ema�l data, �nclud�ng
ema�ls, attachments, and conversat�ons
from the comprom�sed accounts.

Patchwork Group Exploits
EyeShell Backdoor to
Target Chinese Research
Organizations

A hack�ng group called Patchwork
has been target�ng un�vers�t�es and
research organ�zat�ons �n Ch�na
us�ng a backdoor named EyeShell.
The group �s suspected to operate on
behalf of Ind�a and has been act�ve
s�nce at least December 2015,
focus�ng on Pak�stan and Ch�na w�th
custom �mplants. Patchwork shares
tact�cal s�m�lar�t�es w�th other Ind�an-
related cyber-esp�onage groups.
Meta prev�ously took down 50
Patchwork-operated accounts on
Facebook and Instagram, wh�ch
were used to collect data from
v�ct�ms �n mult�ple countr�es. The
group used f�ct�t�ous personas and
mal�c�ous apps to tr�ck users �nto
cl�ck�ng on l�nks. Some of the�r
act�v�t�es have been reported under
the name Mod�f�edElephant, l�nked
to surve�llance aga�nst human r�ghts
act�v�sts �n Ind�a. EyeShell, detected
alongs�de BADNEWS, �s a .NET-based
backdoor w�th var�ous capab�l�t�es.
Another group called B�tter has also
been launch�ng ph�sh�ng attacks �n
South As�a, target�ng aerospace,
m�l�tary, enterpr�ses, government,
and un�vers�t�es us�ng the
ORPCBackdoor.

NewsNews    

IBM Report: Data Breach
Expenses Surge by 15%

IBM's recent report reveals that the cost of
data breaches has r�sen by 15% �n the past
three years, reach�ng $4.45 m�ll�on per breach
for affected bus�nesses. Surpr�s�ngly, 57% of
bus�nesses prefer pass�ng the burden to
consumers �nstead of �nvest�ng �n stronger
cybersecur�ty. Th�s approach leads to
consumers fac�ng the consequences of both
lax data protect�on and h�gher costs. IBM
suggests that organ�zat�ons can enhance
data secur�ty by �nvest�ng more �n
cybersecur�ty and collaborat�ng w�th law
enforcement, but 37% of breached
compan�es refused to �nvolve author�t�es.
Wh�le cybersecur�ty solut�ons are read�ly
ava�lable, some bus�nesses fa�l to pr�or�t�ze �t,
wh�ch could be detr�mental to the�r
reputat�on and customer trust.




