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As Inf�n�tum IT MDR team, we are pleased to prov�de you January trends, current news, the
most common attack vectors and many new developments �n the cyber world, �nclud�ng TTPs
used by APT Groups. Th�s report allows you to follow current events and analyze the s�tuat�on
w�th var�ous graphs.

Th�s report prov�des you ;

Data on ransomware groups and graph�cal representat�on of the�r act�v�ty th�s month
Emerg�ng vulnerab�l�t�es
Th�s month's r�sk analys�s graph
Graph of product fam�l�es w�th the most patches
Inf�n�tum IT MDR team presents the most common TTPs and the�r descr�pt�ons �n our
customer env�ronment. 
Var�ous attack vectors grouped by r�sk level 
Our current news sect�on w�ll help you stay up to date. 

Th�s MDR report prov�des an analys�s of threats and secur�ty �nc�dents detected �n our
company's �nformat�on systems. The report covers top�cs such as summary and �mpact of
�nc�dents dur�ng the per�od under rev�ew, type and source of threats, status of secur�ty
measures and recommendat�ons.

MDR REPORTMDR REPORT

MDR Ins�ghts - "January"



Other
38.3%

Turkey
20.8%

United States
15.8%

Germany
10%

United Kingdom
8.3%

France
6.7%

Other
48%

Healthcare
15%

Finance
12%

Production
10%

Public Services
8%

Technology
7%

03

Ransomware GroupsRansomware Groups

1. Lockbit Ransomware Group 

Attack Graph by Country Attack Graph by Sectors

To compl�cate matters, the term LockB�t refers not only to the malware, but
also to the group that developed �t. LockB�t, wh�ch f�rst appeared �n 2019, �s a
type of malware des�gned to be secretly embedded �ns�de organ�zat�ons.
However, unl�ke other malware, LockB�t operates as ransomware �nstead of
steal�ng data.

Instead of steal�ng valuable data, LockB�t encrypts �t, prevent�ng leg�t�mate
users from access�ng �t. A ransom �s then demanded from v�ct�ms to rega�n
access to th�s data; otherw�se, �t cannot be accessed aga�n. If they don't pay the
ransom, they are threatened w�th the stolen data be�ng leaked onl�ne, wh�ch �s
often referred to as a double extort�on. The countdown t�mer on LockB�t's blog
on the dark web makes th�s threat even more d�re.

There �s a lack of �nformat�on about the LockB�t group and the group does not
have a spec�f�c pol�t�cal aff�l�at�on. Unl�ke some other cybercr�me groups, the
LockB�t group does not l�m�t the number of members and �s h�ghly secret�ve.
Th�s has created a k�nd of ve�l of secrecy about the group that �s d�ff�cult to
understand.
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2. Play Ransomware Group 

Attack Graph by Country Attack Graph by Sectors

S�nce �ts �ncept�on, the Play ransomware group has attracted attent�on by spec�f�cally target�ng bus�nesses
and government organ�sat�ons �n the US, UK, Canada, the Netherlands, Braz�l, Argent�na, Germany,
Belg�um and Sw�tzerland. Secur�ty experts bel�eve that the Play ransomware group �s l�nked to Russ�a. The
group �s also known by the name PlayCrypt and was created by the Balonfly team, wh�ch Symantec �s
mon�tor�ng. The ransomware locks v�ct�ms' f�les by add�ng the ".play" extens�on after encrypt�ng the f�les.

The ransom note conta�ns the word "PLAY" and contact deta�ls left by the group respons�ble for the attack.
The group used two new tools spec�ally developed to support the�r attacks: The f�rst �s the Volume Shadow
Copy Serv�ce (VSS) and the second �s Gr�xbat.

As the Play ransomware group rema�ns act�ve �n the ransomware env�ronment, the�r act�ons have not
been stat�c. In-depth research has unve�led a clear pattern of the group cont�nuously ref�n�ng the�r tact�cs
and enhanc�ng the�r toolk�t. Th�s pers�stence underscores the�r comm�tment to perpetuate the�r presence
and expand the�r �nfluence.

In the�r quest to ach�eve these object�ves, the Play ransomware group has exh�b�ted an adeptness at
leverag�ng new vulnerab�l�t�es and �ncorporat�ng fresh tools �nto the�r attacks. Notably, they have targeted
vulnerab�l�t�es such as ProxyNotShell, OWASSRF, and M�crosoft Exchange Server Remote Code Execut�on.
Furthermore, they have �ntroduced �nnovat�ve components �nto the�r arsenal, �nclud�ng Gr�xba, a
propr�etary network scanner and �nformat�on-stealer, as well as the open-source VSS management tool
AlphaVSS.
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3. Alphv Ransomware Group 

Attack Graph by Country Attack Graph by Sectors

The Alphv ransomware group �s a cybercr�me group that f�rst emerged �n
November 2021 and has been descr�bed as the f�rst major ransomware fam�ly
wr�tten �n the Rust programm�ng language. The group targets organ�zat�ons
all over the world, but w�th a part�cular focus on compan�es �n North Amer�ca,
Europe and As�a. Targeted sectors �nclude healthcare, f�nance, ut�l�t�es and
energy.

Alphv uses a var�ety of methods to carry out �ts attacks. These �nclude
mal�c�ous ema�l, ph�sh�ng attacks and secur�ty vulnerab�l�t�es. After carry�ng
out the attacks, the group demands a ransom from v�ct�ms to retr�eve the
encrypted data. Ransom demands are usually �n the range of several m�ll�on
dollars.
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4.  8BASE Ransomware Group 

Attack Graph by Country Attack Graph by Sectors

The 8Base ransomware group f�rst showed �ts face �n early 2023. The group trans�t�oned to
var�ous ransom models, �nclud�ng a TOR-based v�ct�m blogg�ng s�te �n May 2023, but traces
of the operat�on can be traced back to smaller-scale campa�gns �n 2022. 8Base ransomware
has some surface-level s�m�lar�t�es w�th other ransomware fam�l�es such as Phobos,
RansomHouse and H�ve, but no off�c�al l�nk or relat�onsh�p has yet been conf�rmed.

Ransomware campa�gns operate across a broad spectrum, target�ng a var�ety of sectors
�nclud�ng f�nance, manufactur�ng, �nformat�on technology and healthcare. So far, most of the
8Base campa�gns have affected v�ct�ms �n the US and Braz�l. Wh�le the methods of f�rst
access used �n the campa�gns vary, del�very v�a ph�sh�ng ema�l or the use of f�rst access tools
(IABs) have been commonly observed.

Furthermore, the ransomware was d�str�buted as data at a later stage �n SmokeLoader and
s�m�lar campa�gns. The group's ab�l�ty to target a w�de range of doma�ns through these
methods has led cybersecur�ty experts and organ�zat�ons to be more v�g�lant and strengthen
the�r defense strateg�es.
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CVEs Publ�shed Descr�pt�on

CVE-2024-
23771

2024-01-
22

darkhttpd before 1.15 uses strcmp (which is not constant time) to verify authentication, which
makes it easier for remote attackers to bypass authentication via a timing side channel.

CVE-2024-
23731

2024-01-
21

The OpenAPI loader in Embedchain before 0.1.57 allows attackers to execute arbitrary code,
related to the openapi.py yaml.load function argument.

CVE-2024-
23687

2024-01-
19

Hard-coded credentials in FOLIO mod-data-export-spring versions before 1.5.4 and from 2.0.0
to 2.0.2 allows unauthenticated users to access critical APIs, modify user data, modify

configurations including single-sign-on, and manipulate fees/fines.

CVE-2024-
23679

2024-01-
19

Enonic XP versions less than 7.7.4 are vulnerable to a session fixation issue. An remote and
unauthenticated attacker can use prior sessions due to the lack of invalidating session

attributes.

C
ritical
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Top Trending CVEs ofTop Trending CVEs of  
January 2023January 2023
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CVEs Publ�shed Descr�pt�on

CVE-2024-
23768

2024-01-
22

Dremio before 24.3.1 allows path traversal. An authenticated user who has no privileges on
certain folders (and the files and datasets in these folders) can access these folders, files, and
datasets. To be successful, the user must have access to the source and at least one folder in

the source. Affected versions are: 24.0.0 through 24.3.0, 23.0.0 through 23.2.3, and 22.0.0
through 22.2.2. Fixed versions are: 24.3.1 and later, 23.2.4 and later, and 22.2.3 and later.

CVE-2024-
23689

2024-01-
19

Exposure of sensitive information in exceptions in ClichHouse's clickhouse-r2dbc,
com.clickhouse:clickhouse-jdbc, and com.clickhouse:clickhouse-client versions less than 0.4.6

allows unauthorized users to gain access to client certificate passwords via client exception
logs. This occurs when 'sslkey' is specified and an exception, such as a ClickHouseException

or SQLException, is thrown during database operations; the certificate password is then
included in the logged exception message.

CVE-2024-
23683

2024-01-
19

Artemis Java Test Sandbox versions less than 1.7.6 are vulnerable to a sandbox escape when
an attacker crafts a special subclass of InvocationTargetException. An attacker can abuse this

issue to execute arbitrary Java when a victim executes the supposedly sandboxed code.

CVE-2024-
23682

2024-01-
19

Artemis Java Test Sandbox versions less than 1.7.6 are vulnerable to a sandbox escape when
an attacker crafts a special subclass of InvocationTargetException. An attacker can abuse this

issue to execute arbitrary Java when a victim executes the supposedly sandboxed code.

H
ig

h
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CVEs Publ�shed Descr�pt�on

CVE-2024-
23675

2024-01-
22

In Splunk Enterprise versions below 9.0.8 and 9.1.3, Splunk app key value store (KV Store)
improperly handles permissions for users that use the REST application programming interface

(API). This can potentially result in the deletion of KV Store collections.

CVE-2024-
23659

2024-01-
19

SPIP before 4.1.14 and 4.2.x before 4.2.8 allows XSS via the name of an uploaded file. This is
related to javascript/bigup.js and javascript/bigup.utils.js.

CVE-2024-
23525

2024-01-
18

The Spreadsheet::ParseXLSX package before 0.30 for Perl allows XXE attacks because it
neglects to use the no_xxe option of XML::Twig.

CVE-2024-
23179

2024-01-
12

An issue was discovered in the GlobalBlocking extension in MediaWiki before 1.40.2. For a
Special:GlobalBlock?uselang=x-xss URI, i18n-based XSS can occur via the parentheses

message. This affects subtitle links in buildSubtitleLinks.

M
ed

iu
m
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January 2023 Risk AnalysisJanuary 2023 Risk Analysis

Draw�ng upon the numer�cal data der�ved from our January r�sk analys�s, we can d�scern cr�t�cal trends and
emerg�ng threats that demand �mmed�ate attent�on. Th�s data prov�des a comprehens�ve perspect�ve on the
array of attack vectors and techn�ques that potent�al adversar�es may explo�t dur�ng th�s spec�f�c t�meframe.

RCE attacks now account for a s�gn�f�cant 23% of the �dent�f�ed r�sks. RCE rema�ns a ser�ous concern as �t grants
mal�c�ous actors the ab�l�ty to execute code on vulnerable systems remotely, potent�ally result�ng �n
unauthor�zed access, data breaches, or even the complete comprom�se of cr�t�cal �nfrastructure. Hence,
organ�zat�ons must ma�nta�n v�g�lant mon�tor�ng and sw�ft remed�at�on of potent�al RCE vulnerab�l�t�es.

Elevat�on of Pr�v�lege (EoP) emerges as another s�gn�f�cant r�sk, const�tut�ng 20% of the analyzed threats. EoP
attacks �nvolve threat actors attempt�ng to escalate the�r pr�v�leges w�th�n a system, seek�ng access to resources
and capab�l�t�es beyond the�r author�zed level. To m�t�gate the �mpact of EoP attacks, organ�zat�ons should
r�gorously enforce robust access controls and adhere to the pr�nc�ple of least pr�v�lege.

Meanwh�le, Den�al of Serv�ce (DoS) attacks, contr�but�ng to 27% of the �dent�f�ed r�sks, cont�nue to pose a
substant�al threat. DoS attacks a�m to overwhelm a system, network, or appl�cat�on w�th an excess�ve volume of
traff�c, render�ng �t unrespons�ve or �naccess�ble to leg�t�mate users. Effect�vely counter�ng DoS attacks requ�res
met�culous network capac�ty plann�ng, traff�c f�lter�ng, and the deployment of d�str�buted den�al-of-serv�ce
(DDoS) protect�on mechan�sms.

Informat�on D�sclosure, mak�ng up 20% of the �dent�f�ed r�sks, s�gn�f�es the �nadvertent or unauthor�zed
exposure of sens�t�ve data to unauthor�zed ent�t�es. Such �nc�dents can result from unsecured conf�gurat�ons,
weak authent�cat�on, or other vulnerab�l�t�es, potent�ally lead�ng to regulatory non-compl�ance, reputat�onal
damage, and f�nanc�al losses. Organ�zat�ons must pr�or�t�ze data protect�on through robust encrypt�on, access
controls, and regular secur�ty assessments.

Lastly, Spoof�ng attacks, contr�but�ng to 10% of the �dent�f�ed r�sks, encompass mal�c�ous actors' attempts to
conceal the�r �dent�t�es or man�pulate data packets to dece�ve systems or users. Implement�ng robust
authent�cat�on mechan�sms, such as mult�-factor authent�cat�on, �s cruc�al �n m�t�gat�ng the r�sks assoc�ated
w�th Spoof�ng attacks.

Nav�gat�ng the ever-evolv�ng cybersecur�ty landscape �n January demands v�g�lance, adaptab�l�ty, and proact�ve
measures. Stay�ng ahead of emerg�ng threats and vulnerab�l�t�es �s essent�al for safeguard�ng organ�zat�onal
assets and ensur�ng robust secur�ty posture.raw�ng upon the numer�cal data der�ved from our January r�sk
analys�s, we can d�scern cr�t�cal trends and emerg�ng threats that demand �mmed�ate attent�on. Th�s data
prov�des a comprehens�ve perspect�ve on the array of attack vectors and techn�ques that potent�al adversar�es
may explo�t dur�ng th�s spec�f�c t�meframe.
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Patches by Product Family, January 2023Patches by Product Family, January 2023

Cr�t�cal Vulnerab�l�t�es �n Kerberos and M�crosoft Hyper-V
CVE-2024-20674 �s a secur�ty feature bypass vulnerab�l�ty that can allow a remote attacker to �ntercept
a val�d Kerberos authent�cat�on message from the authent�cat�on server and use �t to �mpersonate the
authent�cat�on server to the v�ct�m mach�ne. Th�s relat�onsh�p can then be leveraged to �ntercept val�d
Kerberos authent�cat�on sess�ons and enable the attacker to harvest credent�als from the v�ct�m to
�mpersonate the v�ct�m to other serv�ces covered by the Kerberos s�ngle s�gn-on �mplementat�on. 

Accord�ng to M�crosoft, th�s vulnerab�l�ty has an adjacent attack vector, mean�ng the adversary must
f�rst be on the restr�cted network to �ntercept these messages. Though M�crosoft does not have data to
suggest th�s vulnerab�l�ty has been explo�ted �n the w�ld, they have noted that explo�tat�on �s very l�kely
after th�s announcement. 

CVE-2024-20700 �s a remote code execut�on vulnerab�l�ty w�th h�gh attack complex�ty present �n the
W�ndows Hyper-V subsystem. L�ttle �s publ�cly revealed about th�s vulnerab�l�ty. However, g�ven that
Hyper-V �s the bu�lt-�n hyperv�sor for all W�ndows platforms, th�s vulnerab�l�ty should be patched w�th
haste. 

Not All Relevant Vulnerab�l�t�es Have Patches: Cons�der M�t�gat�on Strateg�es
As we have learned w�th other notable vulnerab�l�t�es, such as Log4j, not every h�ghly explo�table
vulnerab�l�ty can be eas�ly patched. As �s the case for the ProxyNotShell vulnerab�l�t�es, �t’s cr�t�cally
�mportant to develop a response plan for how to defend your env�ronments when no patch�ng protocol
ex�sts. 

Regular rev�ew of your patch�ng strategy should st�ll be a part of your program, but you should also look
more hol�st�cally at your organ�zat�on’s methods for cybersecur�ty and �mprove your overall secur�ty
posture. 

MDR Ins�ghts - "January"
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The Most Common TTPsThe Most Common TTPs
Th�s sect�on conta�ns the most common TTPs we have encountered �n the last 30 days �n our own
customer env�ronment.

In th�s monthly MDR report, we present an analys�s of the data obta�ned from our customers' cybersecur�ty systems. The
graph�c �ncludes �nformat�on on the Detect�on Counts for var�ous categor�es:

1. Mach�ne Learn�ng v�a Sensor-based ML (1063):
Th�s h�gh number, 1063, �nd�cates there have been a substant�al number of attacks detected us�ng mach�ne learn�ng models �ntegrated w�th var�ous
sensors. These sensors could be:

Network secur�ty tools mon�tor�ng traff�c for susp�c�ous act�v�ty.
Endpo�nt secur�ty software watch�ng for malware behav�or on �nd�v�dual dev�ces.
Industr�al control system sensors detect�ng anomal�es �n operat�onal data.
2. Malware v�a PUP (55):
Th�s data po�nt shows there have been 55 attacks where Potent�ally Unwanted Programs (PUPs) were used as a del�very mechan�sm for malware. PUPs are
often seem�ngly harmless appl�cat�ons that bundle w�th malware, tr�ck�ng users �nto �nstall�ng both un�ntent�onally.

3. Mach�ne Learn�ng v�a Adware/PUP (52):
S�m�lar to the prev�ous po�nt, th�s �nd�cates 52 attacks ut�l�zed adware or PUPs alongs�de mach�ne learn�ng algor�thms. Th�s could �nvolve us�ng adware for
reconna�ssance, spread�ng malware through ad networks, or employ�ng mach�ne learn�ng embedded w�th�n the PUPs for mal�c�ous purposes.

4. Mach�ne Learn�ng v�a Cloud-based ML (52):
Match�ng the number for Adware/PUP, we see 52 attacks used cloud-based mach�ne learn�ng. Th�s could �nvolve:

Ut�l�z�ng cloud-based malware detect�on serv�ces.
Attackers tra�n�ng the�r own models on cloud �nfrastructure.
Explo�t�ng vulnerab�l�t�es �n cloud platforms for mal�c�ous purposes.
5. Custom Intell�gence Ind�cator of Attack (44):
Th�s lower number suggests there have been 44 attacks detected based on custom �nd�cators of attack (IOAs) developed spec�f�cally for spec�f�c threats or
threat actors. Th�s h�ghl�ghts the �mportance of threat �ntell�gence and ta�lored secur�ty solut�ons for address�ng un�que and emerg�ng threats.

Overall, th�s data po�nts towards a trend of attackers �ncreas�ngly us�ng mach�ne learn�ng �n the�r strateg�es. Integrat�ng sensor-based detect�on, leverag�ng
seem�ngly harmless PUPs, and ut�l�z�ng cloud �nfrastructure are all concern�ng tact�cs. However, the presence of custom IOAs �nd�cates defenders are also
adapt�ng and develop�ng targeted countermeasures.

Th�s monthly analys�s prov�des valuable �ns�ghts �nto the effect�veness of our cybersecur�ty measures, showcas�ng a proact�ve and mult�-faceted approach
to safeguard�ng our cl�ents' env�ronments.

MDR Ins�ghts - "January"



Subvert�ng Env�ronment
Var�able Values

The assa�lant man�pulates the
env�ronment var�ables that e�ther d�rectly
or �nd�rectly �nfluence the target software.
The object�ve of the attacker �s to �nduce
a dev�at�on �n the expected behav�or of
the target software, ult�mately favor�ng
the attacker, w�thout d�srupt�ng �ts core
funct�onal�ty.

Overflow B�nary
Resource F�le

Th�s type of attack cap�tal�zes on a buffer overflow
vulnerab�l�ty w�th�n the process�ng of b�nary
resources, wh�ch can encompass var�ous f�le types
such as MP3 for mus�c or JPEG for �mages, among
others. Perpetrators may explo�t these
vulnerab�l�t�es d�screetly, potent�ally �nf�ltrat�ng a
cl�ent mach�ne w�thout ra�s�ng susp�c�on, such as
when a web browser loads what appears to be a
harmless JPEG f�le. Th�s explo�tat�on grants the
adversary access to the execut�on stack, enabl�ng
the execut�on of arb�trary code w�th�n the targeted
process.

An attacker employs rad�o no�se or s�gnals to
�nterfere w�th commun�cat�ons, a�m�ng to
d�srupt the normal flow. Through
del�berately flood�ng system resources w�th
unauthor�zed traff�c, leg�t�mate traff�c from
author�zed users �s den�ed access.

Jamm�ngSyml�nk Attack

An attacker strateg�cally places a symbol�c
l�nk �n a way that leads the targeted user
or appl�cat�on to access the endpo�nt of
the l�nk, m�stakenly bel�ev�ng �t �s
access�ng a f�le w�th the l�nk's name.

Spear Ph�sh�ng

An attacker performs a CAPEC-98-spec�f�c Ph�sh�ng
attack by target�ng a spec�f�c user or group, focus�ng
on max�mum attent�on and decept�on ab�l�ty. Spear
Ph�sh�ng �s a soph�st�cated Ph�sh�ng attack targeted at
a spec�f�c user or group, and the qual�ty of the targeted
ema�l �s often enhanced by show�ng that �t comes
from a fam�l�ar or trusted source. If a trusted ent�ty's
ema�l account has been comprom�sed, the message �s
usually d�g�tally s�gned. The message conta�ns
�nformat�on spec�f�c to the target users, mak�ng them
more l�kely to follow the URL to the comprom�sed s�te.
Once the user follows the �nstruct�ons, the attack
proceeds as a standard Ph�sh�ng attack.

Intercept�on
An attacker mon�tors data streams to or from the
target for �nformat�on gather�ng. Th�s may �nvolve
sn�ff�ng network or other data streams, such as
rad�o s�gnals, e�ther act�vely �n�t�at�ng or pass�vely
observ�ng commun�cat�ons. The attacker �s not
the �ntended rec�p�ent of the data and pos�t�ons
themselves to observe expl�c�t channels, l�ke
network traff�c. Unl�ke other �nformat�on
gather�ng methods, th�s attack does not �nvolve
alter�ng or forward�ng commun�cat�on content,
d�st�ngu�sh�ng �t from a Adversary-In-the-M�ddle
(CAPEC-94) attack.
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Common Types Attack VectorsCommon Types Attack Vectors
Risk Severity

Critical High Medium

Us�ng Mal�c�ous F�les

Typ�cally, these f�les are manually ed�ted
and escape the scrut�ny of system
adm�n�strators. Any capab�l�ty on the part
of attackers to man�pulate such f�les, such
as those w�th�n a CVS repos�tory, bestows
unauthor�zed access d�rectly to the
appl�cat�on, on par w�th the pr�v�leges of
author�zed users.

Man�pulat�ng Wr�teable
Conf�gurat�on F�les

Excess�ve Allocat�on

The attacker performs an attack that d�srupts the
target's resources by over-allocat�on. It �s usually
centred on memory allocat�on, but may also affect
bandw�dth, process�ng cycles or other resources.
The attack a�ms to overload the target's resources
us�ng one or several carefully formatted requests,
often explo�t�ng a fault of the target, caus�ng �t to
allocate more resources than usual.

In th�s attack scenar�o, the attacker observes
network traff�c between nodes �n a publ�c or
mult�cast network w�th the a�m of captur�ng
sens�t�ve �nformat�on at the protocol level. Network
sn�ff�ng tools can expose deta�ls of TCP/IP, DNS,
Ethernet, and other low-level network
commun�cat�ons. The attacker adopts a pass�ve
role, merely observ�ng and analyz�ng the traff�c.
Wh�le the attacker may �nfluence the content of
the observed transact�on, they are not the
�ntended rec�p�ent of the target �nformat�on

Sn�ff�ng Network Traff�c
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MDR Health CheckMDR Health Check

Us�ng Mal�c�ous F�lesUs�ng Mal�c�ous F�les

https://www.�nf�n�tum�t.com.tr/ucrets�z-mdr-health-check/

ThreatBlade prov�des real-t�me malware s�mulat�ons on your �nventory w�th exper�enced experts and
�nnovat�ve technology. The free MDR Health Check �s l�ke a stress test to measure how robust your
sh�eld �s aga�nst threats you may face �n the f�eld. Our test results show how much of your secur�ty
serv�ce �s alert to real-world threats. Th�s valuable �nformat�on helps you f�nal�ze and �mprove your
secur�ty strateg�es and protocols.

As Inf�n�tumIT, at the end of MDR Health Check, we prov�de you w�th a custom�zed report. Th�s report
w�ll evaluate the performance, effect�veness and matur�ty level of the SOC or MDR serv�ce you have
prov�ded. The report prov�des deta�led �nformat�on on gaps, �mprovements and potent�al threats. As a
result, you can clar�fy the l�m�ts of your secur�ty measures and d�rect your secur�ty �nvestments �n the
most effect�ve way.

Cl�ck the l�nk below to take advantage of our free MDR Health Check serv�ce.

ThreatBladeThreatBlade  

The automated platform
helps red teams to be more

eff�c�ent; they can run
automated test�ng

operat�ons at scale and
benef�t from the r�ch

performance data that scaled
automat�on br�ngs.

Use the platform to reduce
your compl�ance and
regulatory burden by

mapp�ng regulatory and
compl�ance controls,

conduct�ng cont�nuous tests,
mapp�ng the data from those

tests to your compl�ance
framework, and tra�n�ng your

aud�tors.

Use the MITRE ATT&CK
framework and up-to-date
threat �ntell�gence about

adversary tact�cs, techn�ques,
and procedures to fac�l�tate

threat-�nformed defense
operat�ons across the

enterpr�se, ga�n�ng data-
dr�ven control over your

secur�ty program to ensure
that you detect and prevent
the adversary when the t�me

comes.

Th�s test prov�des the benef�t
of exper�enc�ng a

soph�st�cated targeted attack
w�thout the actual damage of

a real �nc�dent.

ThreatBlade’s Ransomware                              
Defense Assessment

evaluates your organ�zat�on’s
ab�l�ty to detect, conta�n, and

remed�ate ransomware
w�th�n your env�ronment—

before �t produces costly
harm.

Teams use ThreatBlade’s
l�brary of adversary

emulat�ons to exerc�se and
val�date spec�f�c secur�ty
controls, bu�ld�ng on the

MITRE ATT&CK framework
and ThreatBlade l�brary w�th
new threat �ntell�gence from

the outs�de or wh�ch the
secur�ty team �tself generates.

Security OperationsAudit and ComplianceAutomated Testing

Ransomware Defense
Assessment

Red, Blue, and Purple Teams Adversary Emulation
Exercise
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AllaKore RAT Malware Targeting Mexican Firms with Financial Fraud Scams Exposed

A new ph�sh�ng campa�gn target�ng Mex�can f�nanc�al �nst�tut�ons conta�ns a mod�f�ed vers�on of the AllaKore RAT. The campa�gn, carr�ed
out by an unknown Lat�n Amer�ca-based threat actor, has been ongo�ng s�nce at least 2021. The AllaKore RAT �s used �n attacks a�med at
target�ng large compan�es. The attacks cover the reta�l, agr�culture, publ�c sector, manufactur�ng, transportat�on, commerc�al serv�ces,
cap�tal goods and bank�ng sectors. The campa�gn starts w�th a .NET downloader that ver�f�es the geograph�c locat�on of Mex�co and
�nfects the v�ct�m's mach�ne w�th the AllaKore RAT. The RAT �s capable of remote control, keystroke logg�ng, screenshott�ng,
upload�ng/download�ng f�les, but new funct�ons have been added, such as bank�ng fraud and target�ng Mex�can banks. The threat actor's
relat�onsh�p w�th Lat�n Amer�ca �s ev�dent through Mex�can Starl�nk IPs and �nstruct�ons �n Span�sh. The actor has cons�stently attacked
Mex�can �nst�tut�ons for f�nanc�al ga�n, and th�s act�v�ty has been ongo�ng for over two years.

North Korean Hackers Weaponize
Research Traps to Propagate RokRAT

Backdoor

In November 2023, a North Korea-l�nked threat actor
called ScarCruft launched a campa�gn target�ng
experts. Accord�ng to Sent�nelOne, ScarCruft uses
techn�cal threat research reports to tr�ck cybersecur�ty
profess�onals. The attack targets a North Korea-related
expert, prompt�ng them to open a ZIP arch�ve f�le
conta�n�ng mal�c�ous W�ndows shortcut f�les.
Researchers found that LNK f�les are part of the
plann�ng and test�ng processes, suggest�ng that
ScarCruft has effect�vely adjusted �ts tact�cs. ScarCruft's
comm�tment to obta�n�ng strateg�c �ntell�gence �s
ongo�ng, and �t cont�nues �ts efforts to understand how
the �nternat�onal commun�ty perce�ves developments
�n North Korea.

Critical Jenkins Vulnerability Leaves
Servers Open to Remote Code Execution

Attacks Update Now

A cr�t�cal vulnerab�l�ty �n Jenk�ns' open source CI/CD
automat�on software poses a potent�al r�sk of remote code
execut�on (RCE) on systems. The vulnerab�l�ty, �dent�f�ed as
CVE-2024-23897, �s caused by the ab�l�ty to read arb�trary f�les
v�a Jenk�ns' bu�lt-�n command-l�ne �nterface (CLI). Th�s
feature, wh�ch �s enabled by default �n older vers�ons of
Jenk�ns, could allow attackers to remotely �ntervene.
Although th�s vulnerab�l�ty, d�scovered by secur�ty researcher
Yan�v N�zry, has been closed w�th the latest vers�ons of
Jenk�ns, system adm�n�strators should qu�ckly apply th�s
update and turn off CLI access as a workaround. Otherw�se,
attackers may f�nd the opportun�ty to carry out a var�ety of
dangerous attacks. Therefore, �t �s cr�t�cal that secur�ty
measures are taken �mmed�ately, as �t �s of utmost
�mportance for Jenk�ns users to qu�ckly apply secur�ty
updates.
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