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As Inf�n�tum IT MDR team, we are pleased to prov�de you November trends, current news, the
most common attack vectors and many new developments �n the cyber world, �nclud�ng TTPs
used by APT Groups. Th�s report allows you to follow current events and analyze the s�tuat�on
w�th var�ous graphs.

Th�s report prov�des you ;

Data on ransomware groups and graph�cal representat�on of the�r act�v�ty th�s month
Emerg�ng vulnerab�l�t�es
Th�s month's r�sk analys�s graph
Graph of product fam�l�es w�th the most patches
Inf�n�tum IT MDR team presents the most common TTPs and the�r descr�pt�ons �n our
customer env�ronment. 
Var�ous attack vectors grouped by r�sk level 
Our current news sect�on w�ll help you stay up to date. 

Th�s MDR report prov�des an analys�s of threats and secur�ty �nc�dents detected �n our
company's �nformat�on systems. The report covers top�cs such as summary and �mpact of
�nc�dents dur�ng the per�od under rev�ew, type and source of threats, status of secur�ty
measures and recommendat�ons.

MDR REPORTMDR REPORT
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Ransomware GroupsRansomware Groups

1. NoEscape Ransomware Group 

Total Number of Attacks: 30

Attack Graph by Country Attack Graph by Sectors

The latest data for November unve�ls a s�gn�f�cant transformat�on �n the ransomware
landscape, part�cularly w�th the emergence of NoEscape, follow�ng �n the footsteps of
the notor�ous Avaddon ransomware that surfaced �n early 2019. Avaddon was known
for �ts double-extort�on tact�cs, threaten�ng to release stolen data wh�le encrypt�ng
v�ct�ms' f�les. It targeted a w�de array of sectors, �nclud�ng health, government,
f�nance, law, hosp�tal�ty, educat�on, and reta�l. Interest�ngly, some of Avaddon's
aff�l�ates targeted �nd�v�dual ent�t�es rather than major corporat�ons.

Avaddon had mechan�sms to avo�d attacks �n spec�f�c countr�es w�th�n the former
Sov�et Un�on, part�cularly those al�gned w�th Russ�a. However, �n 2021, Avaddon
ceased operat�ons, prov�d�ng decrypt�on keys to all v�ct�ms. Th�s pause marked the
emergence of NoEscape �n June 2023, showcas�ng str�k�ngly s�m�lar tact�cs and
operat�ons to Avaddon.

November's data h�ghl�ghts the resurgence of ransomware threats. NoEscape's
emergence ra�ses ser�ous concerns �n the cybersecur�ty realm. Th�s strateg�c sh�ft
emphas�zes the need to strengthen cybersecur�ty measures not only �n prom�nent
nat�ons but also �n reg�ons where vulnerab�l�t�es often go unnot�ced.
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2.  8Base Ransomware Group 

Total Number of Attacks: 42

Attack Graph by Country Attack Graph by Sectors

Recent data regard�ng the 8BASE Ransomware Group �n November sheds l�ght on the�r
evolv�ng target�ng patterns and global reach, reflect�ng a s�gn�f�cant and concern�ng cyber
threat. Exam�nat�on of sectoral attack data for November �nd�cates a w�de array of �nterests,
w�th the construct�on, health, energy, and �ndustry sectors each exper�enc�ng three to four
attacks. Th�s suggests 8BASE cont�nues �ts �nd�scr�m�nate target�ng, a�m�ng to d�srupt cr�t�cal
�nfrastructure and serv�ces across d�verse �ndustr�es. The notable number of attacks
categor�zed as "OTHER" h�nts at potent�al explorat�on of unconvent�onal targets or an
expans�on beyond trad�t�onal sectors, �nd�cat�ve of the�r adaptab�l�ty.

Analyz�ng country-spec�f�c data for November h�ghl�ghts the USA as the pr�mary target,
encounter�ng 14 attacks. The USA's stand�ng as a global econom�c and technolog�cal hub
renders �t an appeal�ng target for cybercr�m�nals seek�ng f�nanc�al ga�n or �ntend�ng to sow
w�despread chaos. Meanwh�le, Canada, the UK, and the UAE faced two to three �nc�dents
each, underscor�ng the group's �nternat�onal �mpact. S�ngular attacks �n countr�es l�ke France
emphas�ze the group's w�ll�ngness to d�vers�fy targets. Moreover, the cons�derable number of
attacks attr�buted to "OTHER" countr�es po�nts to 8BASE's act�ve pursu�t of v�ct�ms �n lesser-
known reg�ons, poss�bly explo�t�ng weaker cybersecur�ty defenses prevalent �n those areas
dur�ng November.
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3. Play Ransomware Group 

Total Number of Attacks: 53

Attack Graph by Country Attack Graph by Sectors

S�nce �ts �ncept�on, the Play ransomware group has attracted attent�on by spec�f�cally target�ng bus�nesses
and government organ�sat�ons �n the US, UK, Canada, the Netherlands, Braz�l, Argent�na, Germany,
Belg�um and Sw�tzerland. Secur�ty experts bel�eve that the Play ransomware group �s l�nked to Russ�a. The
group �s also known by the name PlayCrypt and was created by the Balonfly team, wh�ch Symantec �s
mon�tor�ng. The ransomware locks v�ct�ms' f�les by add�ng the ".play" extens�on after encrypt�ng the f�les.

The ransom note conta�ns the word "PLAY" and contact deta�ls left by the group respons�ble for the attack.
The group used two new tools spec�ally developed to support the�r attacks: The f�rst �s the Volume Shadow
Copy Serv�ce (VSS) and the second �s Gr�xbat.

As the Play ransomware group rema�ns act�ve �n the ransomware env�ronment, the�r act�ons have not
been stat�c. In-depth research has unve�led a clear pattern of the group cont�nuously ref�n�ng the�r tact�cs
and enhanc�ng the�r toolk�t. Th�s pers�stence underscores the�r comm�tment to perpetuate the�r presence
and expand the�r �nfluence.

In the�r quest to ach�eve these object�ves, the Play ransomware group has exh�b�ted an adeptness at
leverag�ng new vulnerab�l�t�es and �ncorporat�ng fresh tools �nto the�r attacks. Notably, they have targeted
vulnerab�l�t�es such as ProxyNotShell, OWASSRF, and M�crosoft Exchange Server Remote Code Execut�on.
Furthermore, they have �ntroduced �nnovat�ve components �nto the�r arsenal, �nclud�ng Gr�xba, a
propr�etary network scanner and �nformat�on-stealer, as well as the open-source VSS management tool
AlphaVSS.

To protect aga�nst th�s evolv�ng threat landscape and the potent�al t�es to other ransomware fam�l�es,
organ�zat�ons must rema�n v�g�lant, cont�nuously update the�r secur�ty measures, and leverage threat
�ntell�gence as an essent�al defense mechan�sm. Stay�ng proact�ve and �nformed �s paramount �n fort�fy�ng
defenses aga�nst the mult�faceted and �nterconnected threats presented by ransomware groups l�ke Play.
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4.  LockBit Ransomware Group 

Total Number of Attacks: 104

Attack Graph by Country Attack Graph by Sectors

In today's d�g�tal age, cyber secur�ty threats are becom�ng �ncreas�ngly soph�st�cated and one
of the lead�ng names among these threats �s the LockB�t ransomware group. LockB�t �s
known as a type of ransomware that �nf�ltrates computer systems, encrypts f�les and then
demands a ransom. Th�s malware group stands out as a player �n many cyber attacks known
for �ts mal�c�ous act�ons.

The LockB�t ransomware group �s notable for �ts advanced techn�cal sk�lls and constantly
evolv�ng attack strateg�es. Th�s group �s generally known for �ts soph�st�cat�on �n the methods
used to �nf�ltrate and encrypt target systems. They are also known for the�r ab�l�ty to qu�ckly
target weaknesses d�scovered by cyber secur�ty experts.

They often target large-scale corporate networks and organ�se attacks aga�nst compan�es
operat�ng �n f�nance, healthcare, energy and other cr�t�cal sectors. Th�s group has the ab�l�ty
to create a global �mpact, often d�rect�ng the�r attacks at mult�ple �nternat�onal compan�es.

It �nf�ltrates target systems us�ng soc�al eng�neer�ng tact�cs. They use methods such as ema�l
spoof�ng, mal�c�ous l�nks, and mal�c�ous f�le attachments to tr�ck users �nto logg�ng �nto
systems. They also use soph�st�cated encrypt�on algor�thms to render f�les �naccess�ble and
then attempt to ga�n f�nanc�al ga�n from v�ct�ms by transm�tt�ng ransom demands.



CVE CVSS Score Severity Type

CVE-2023-36025 8.2 H�gh Secur�ty Feature Bypass 
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Top Trending CVEs ofTop Trending CVEs of  
November 2023November 2023

Windows SmartScreen Security Feature Bypass
Vulnerability

The vulnerab�l�ty allows for a threat actor to bypass W�ndows Defender SmartSceen check
and the�r assoc�ated prompts. To successfully explo�t th�s vulnerab�l�ty a threat actor would
need to soc�al eng�neer a v�ct�m �nto cl�ck�ng a spec�ally crafted Internet Shortcut (.URL) or
a hyperl�nk po�nt�ng to a comprom�sed Internet Shortcut f�le.  

M�crosoft has released a secur�ty update to address th�s vulnerab�l�ty. Install�ng th�s
update w�ll help prevent th�s vulnerab�l�ty from be�ng explo�ted.

W�ndows SmartScreen �s a bu�lt-�n secur�ty feature that evaluates appl�cat�ons for the�r
trustworth�ness. Enabl�ng th�s feature can help prevent mal�c�ous software or other
secur�ty r�sks from be�ng �nstalled on a computer.

Only download appl�cat�ons from trusted sources. Appl�cat�ons downloaded from
untrusted sources may conta�n mal�c�ous software.

A f�rewall or secur�ty software can help protect your computer from mal�c�ous software
and other secur�ty threats.

Mitigations



CVE CVSS Score Severity Type

CVE-2023-36033 7.8 H�gh Elevat�on of Pr�v�lege
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 Windows Desktop Window Manager (DWM) Local
Privilege Escalation Vulnerability

CVE-2023-36033 �s a cr�t�cal secur�ty vulnerab�l�ty �n the W�ndows Desktop W�ndow
Manager (DWM) that could allow an attacker to elevate the�r pr�v�leges on a vulnerable
system. Th�s vulnerab�l�ty could allow an attacker to take control of a system, �nstall
malware, or steal sens�t�ve data.

Th�s vulnerab�l�ty �s caused by a flaw �n the way the DWM handles certa�n types of memory
requests. An attacker could explo�t th�s vulnerab�l�ty by send�ng spec�ally crafted requests
to the DWM, wh�ch could cause the DWM to elevate the attacker's pr�v�leges.

Th�s vulnerab�l�ty �s remotely explo�table, mean�ng that an attacker could explo�t �t from a
remote locat�on. An attacker could explo�t th�s vulnerab�l�ty by send�ng spec�ally crafted
requests to the DWM v�a a web page, ema�l, or other remote resource.

Mitigations

M�crosoft has released a secur�ty update to address th�s vulnerab�l�ty. Install�ng th�s
update w�ll help prevent th�s vulnerab�l�ty from be�ng explo�ted.

A f�rewall or secur�ty software can help protect your computer from mal�c�ous software
and other secur�ty threats.

Do not cl�ck on l�nks or open attachments from unknown senders.

Make sure you have the latest updates for all of your software, �nclud�ng your operat�ng
system, web browser, and secur�ty software.



CVE CVSS Score Severity Type

CVE-2023-36036 7.8 H�gh Elevat�on of Pr�v�lege
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Windows Cloud Files Mini Filter Driver Elevation of
Privilege Vulnerability

CVE-2023-36036 �s a cr�t�cal secur�ty vulnerab�l�ty �n the W�ndows Cloud F�les M�n� F�lter
Dr�ver that could allow an attacker to elevate the�r pr�v�leges on a vulnerable system. Th�s
vulnerab�l�ty could allow an attacker to take control of a system, �nstall malware, or steal
sens�t�ve data.

Th�s vulnerab�l�ty �s caused by a flaw �n the way the Cloud F�les M�n� F�lter Dr�ver handles
certa�n types of requests. An attacker could explo�t th�s vulnerab�l�ty by send�ng spec�ally
crafted requests to the dr�ver, wh�ch could cause the dr�ver to elevate the attacker's
pr�v�leges.

Th�s vulnerab�l�ty �s remotely explo�table, mean�ng that an attacker could explo�t �t from a
remote locat�on. An attacker could explo�t th�s vulnerab�l�ty by send�ng spec�ally crafted
requests to the dr�ver v�a a web page, ema�l, or other remote resource.

The best way to m�t�gate th�s vulnerab�l�ty �s to �nstall the secur�ty update from M�crosoft.
Th�s update w�ll patch the flaw �n the Cloud F�les M�n� F�lter Dr�ver that �s explo�ted by th�s
vulnerab�l�ty.

              To �nstall the secur�ty update, follow these steps:
                    Cl�ck the Start button.
                    Select Sett�ngs.
                    Select Update & Secur�ty.
                    Select W�ndows Update.
                    Check for updates.

A f�rewall or secur�ty software can help protect your computer from mal�c�ous software
and other secur�ty threats. A f�rewall can help prevent mal�c�ous software from enter�ng
your computer by f�lter�ng network traff�c. Secur�ty software �ncludes a var�ety of tools
des�gned to protect your computer from mal�c�ous software and other threats.

Make sure you have the latest updates for all of your software, �nclud�ng your operat�ng
system, web browser, and secur�ty software. These updates often �nclude secur�ty
patches that can help protect your computer from vulnerab�l�t�es l�ke CVE-2023-36036.

Mitigations



CVE CVSS Score Severity Type

CVE-2023-36028 9.8 Cr�t�cal Remote Code Execut�on
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Microsoft Protected Extensible Authentication
Protocol (PEAP) Remote Code Execution Vulnerability

CVE-2023-36028 �s a cr�t�cal secur�ty vulnerab�l�ty �n the M�crosoft Protected Extens�ble
Authent�cat�on Protocol (PEAP) that could allow an attacker to execute arb�trary code on a
vulnerable system. Th�s vulnerab�l�ty could allow an attacker to take control of a system,
�nstall malware, or steal sens�t�ve data.

Th�s vulnerab�l�ty �s caused by a flaw �n the way the PEAP protocol handles certa�n types of
requests. An attacker could explo�t th�s vulnerab�l�ty by send�ng spec�ally crafted requests to
a PEAP server, wh�ch could cause the server to execute arb�trary code.

Th�s vulnerab�l�ty �s remotely explo�table, mean�ng that an attacker could explo�t �t from a
remote locat�on. An attacker could explo�t th�s vulnerab�l�ty by send�ng spec�ally crafted
requests to a PEAP server v�a a web page, ema�l, or other remote resource.

Mitigations

If you do not need to use PEAP authent�cat�on, you can d�sable �t to m�t�gate th�s
vulnerab�l�ty. To d�sable PEAP authent�cat�on, follow these steps:

              
              1.Open the Group Pol�cy Ed�tor.
              2.Nav�gate to the follow�ng path:

              Computer Conf�gurat�on\Pol�c�es\Adm�n�strat�ve Templates\Network\Network    
Connect�ons\IEEE 802.1X\PEAP

               3. Double-cl�ck the "Allow PEAP authent�cat�on" pol�cy.
               4. Set the pol�cy to "D�sabled".
               5. Cl�ck "Apply" and "OK".

A f�rewall or secur�ty software can help protect your computer from mal�c�ous software
and other secur�ty threats. A f�rewall can help prevent mal�c�ous software from enter�ng
your computer by f�lter�ng network traff�c. Secur�ty software �ncludes a var�ety of tools
des�gned to protect your computer from mal�c�ous software and other threats.



CVE CVSS Score Severity Type

CVE-2023-36397 9.8 Cr�t�cal Remote Code Execut�on
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Windows Pragmatic General Multicast (PGM) Remote
Code Execution Vulnerability

CVE-2023-36397 �s a cr�t�cal secur�ty vulnerab�l�ty �n the W�ndows Pragmat�c General
Mult�cast (PGM) protocol that could allow an attacker to execute arb�trary code on a
vulnerable system. Th�s vulnerab�l�ty could allow an attacker to take control of a system,
�nstall malware, or steal sens�t�ve data.

Th�s vulnerab�l�ty �s caused by a flaw �n the way the PGM protocol handles certa�n types of
messages. An attacker could explo�t th�s vulnerab�l�ty by send�ng spec�ally crafted messages
to a PGM server, wh�ch could cause the server to execute arb�trary code.

Mitigations
If you do not need to use PGM, you can d�sable �t to m�t�gate th�s vulnerab�l�ty. To d�sable
PGM support, follow these steps:

                 1. Open the Group Pol�cy Ed�tor.
                 2. Nav�gate to the follow�ng path:

  Computer Conf�gurat�on\Pol�c�es\Adm�n�strat�ve Templates\Network\Network
Connect�ons\W�ndows Sockets (W�nsock)

                 3. Double-cl�ck the "Enable IPv6 for all �nterfaces" pol�cy.
                 4. Set the pol�cy to "D�sabled".
                 5. Cl�ck "Apply" and "OK".

A f�rewall or secur�ty software can help protect your computer from mal�c�ous software
and other secur�ty threats. A f�rewall can help prevent mal�c�ous software from enter�ng
your computer by f�lter�ng network traff�c. Secur�ty software �ncludes a var�ety of tools
des�gned to protect your computer from mal�c�ous software and other threats.

                 To conf�gure a f�rewall, follow these steps:
                 1. Open the Control Panel.
                 2. Select System and Secur�ty.
                 3. Select W�ndows F�rewall.
                4. Select Allow an app or feature through W�ndows F�rewall (or Allow an app through
W�ndows F�rewall w�th Advanced Secur�ty).
                5. Select Change sett�ngs.
                6. Allow the app or feature that you want to allow through the f�rewall.



Information Disclosure
25

Remote Code Execution
25

Denial of Service
20

Elevation of Privilege
15

Spoofing
15

12

November 2023 Risk AnalysisNovember 2023 Risk Analysis

Draw�ng upon the numer�cal data der�ved from our November r�sk analys�s, we can d�scern cr�t�cal trends and
emerg�ng threats that demand �mmed�ate attent�on. Th�s data prov�des a comprehens�ve perspect�ve on the
array of attack vectors and techn�ques that potent�al adversar�es may explo�t dur�ng th�s spec�f�c t�meframe.

RCE attacks now account for a s�gn�f�cant 25% of the �dent�f�ed r�sks, represent�ng a concern�ng upt�ck �n the�r
prevalence. RCE rema�ns a ser�ous concern as �t grants mal�c�ous actors the ab�l�ty to execute code on
vulnerable systems remotely, potent�ally result�ng �n unauthor�zed access, data breaches, or even the complete
comprom�se of cr�t�cal �nfrastructure. Hence, organ�zat�ons must ma�nta�n v�g�lant mon�tor�ng and sw�ft
remed�at�on of potent�al RCE vulnerab�l�t�es.

Elevat�on of Pr�v�lege (EoP) emerges as another s�gn�f�cant r�sk, const�tut�ng 15% of the analyzed threats. EoP
attacks �nvolve threat actors attempt�ng to escalate the�r pr�v�leges w�th�n a system, seek�ng access to resources
and capab�l�t�es beyond the�r author�zed level. To m�t�gate the �mpact of EoP attacks, organ�zat�ons should
r�gorously enforce robust access controls and adhere to the pr�nc�ple of least pr�v�lege.

Meanwh�le, Den�al of Serv�ce (DoS) attacks, contr�but�ng to 20% of the �dent�f�ed r�sks, cont�nue to pose a
substant�al threat. DoS attacks a�m to overwhelm a system, network, or appl�cat�on w�th an excess�ve volume of
traff�c, render�ng �t unrespons�ve or �naccess�ble to leg�t�mate users. Effect�vely counter�ng DoS attacks requ�res
met�culous network capac�ty plann�ng, traff�c f�lter�ng, and the deployment of d�str�buted den�al-of-serv�ce
(DDoS) protect�on mechan�sms.

Informat�on D�sclosure, mak�ng up 25% of the �dent�f�ed r�sks, s�gn�f�es the �nadvertent or unauthor�zed
exposure of sens�t�ve data to unauthor�zed ent�t�es. Such �nc�dents can result from unsecured conf�gurat�ons,
weak authent�cat�on, or other vulnerab�l�t�es, potent�ally lead�ng to regulatory non-compl�ance, reputat�onal
damage, and f�nanc�al losses. Organ�zat�ons must pr�or�t�ze data protect�on through robust encrypt�on, access
controls, and regular secur�ty assessments.

Lastly, Spoof�ng attacks, contr�but�ng to 15% of the �dent�f�ed r�sks, encompass mal�c�ous actors' attempts to
conceal the�r �dent�t�es or man�pulate data packets to dece�ve systems or users. Implement�ng robust
authent�cat�on mechan�sms, such as mult�-factor authent�cat�on, �s cruc�al �n m�t�gat�ng the r�sks assoc�ated
w�th Spoof�ng attacks.

Nav�gat�ng the ever-evolv�ng cybersecur�ty landscape �n November demands v�g�lance, adaptab�l�ty, and
proact�ve measures. Stay�ng ahead of emerg�ng threats and vulnerab�l�t�es �s essent�al for safeguard�ng
organ�zat�onal assets and ensur�ng robust secur�ty posture.
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Patches by Product Family, November 2023Patches by Product Family, November 2023

The d�str�but�on of M�crosoft secur�ty updates �n November 2023 reveals a sl�ghtly d�fferent
p�cture than prev�ously analyzed. Wh�le W�ndows st�ll holds the top spot w�th 32 patches,
showcas�ng M�crosoft's cont�nued focus on safeguard�ng �ts flagsh�p operat�ng system, other
product fam�l�es demonstrate �ncreased attent�on.

Developer Tools, essent�al for bu�ld�ng the software we rely on da�ly, saw a substant�al �ncrease
to 6 patches, h�ghl�ght�ng M�crosoft's comm�tment to secur�ng the development ecosystem.
S�m�larly, Exchange Server, a cr�t�cal commun�cat�on tool for many organ�zat�ons, rece�ved 4
patches, emphas�z�ng �ts secur�ty �mportance.

M�crosoft Off�ce, a commonly targeted product�v�ty su�te, rece�ved 5 patches, demonstrat�ng
M�crosoft's ongo�ng efforts to protect �ts users from potent�al attacks. Interest�ngly, System
Center, a platform for manag�ng IT �nfrastructure, rece�ved 2 patches, suggest�ng a focus on
enhanc�ng the secur�ty of IT env�ronments.

Other product fam�l�es, �nclud�ng M�crosoft Dynam�cs, Azure, and ESU, also rece�ved patches,
contr�but�ng to the total of 17. Th�s d�verse d�str�but�on �nd�cates M�crosoft's ded�cat�on to
address�ng secur�ty vulnerab�l�t�es across a broad spectrum of products and serv�ces.

Overall, the updated data reaff�rms M�crosoft's unwaver�ng comm�tment to secur�ty.
Organ�zat�ons should rema�n v�g�lant and pr�or�t�ze t�mely updates for all the�r M�crosoft
products, regardless of the�r perce�ved popular�ty, to ma�nta�n a robust cybersecur�ty posture
and m�t�gate potent�al threats.
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Malware via PUP

Execution via PowerShell

Machine Learning via Cloud-based ML

Execution via User Execution

Custom Intelligence via Indicator of Attack
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The Most Common TTPsThe Most Common TTPs
Th�s sect�on conta�ns the most common TTPs we have encountered �n the last 30 days �n our own
customer env�ronment.

In th�s monthly MDR report, we present an analys�s of the data obta�ned from our customers' cybersecur�ty systems. The
graph�c �ncludes �nformat�on on the Detect�on Counts for var�ous categor�es:

Custom Intell�gence v�a Ind�cator of Comprom�se: 873

Th�s category represents �nstances where our custom �ntell�gence, based on �nd�cators of comprom�se, detected and responded to potent�al secur�ty
threats. The h�gh count suggests a s�gn�f�cant focus on threat �ntell�gence.

Mach�ne Learn�ng v�a Sensor-based ML: 299

Sensor-based Mach�ne Learn�ng played a cruc�al role, w�th 299 �nstances of threat detect�on. Th�s reflects the effect�veness of our mach�ne learn�ng
algor�thms deployed �n the cl�ent env�ronments.

Malware v�a PUP (Potent�ally Unwanted Program): 126

Detect�on of malware through Potent�ally Unwanted Programs �nd�cates v�g�lance aga�nst unwanted and potent�ally harmful software, w�th 126 �nstances
�dent�f�ed.

Execut�on v�a PowerShell: 117

Instances of execut�on v�a PowerShell represent potent�al secur�ty r�sks assoc�ated w�th th�s powerful scr�pt�ng tool. The count of 117 suggests a focus on
mon�tor�ng and m�t�gat�ng PowerShell-related threats.

Mach�ne Learn�ng v�a Cloud-based ML: 91

Our Cloud-based Mach�ne Learn�ng systems contr�buted to threat detect�on, w�th 91 �nstances. Th�s reflects the �mportance of cloud-based �ntell�gence �n
�dent�fy�ng and respond�ng to emerg�ng threats.

Execut�on v�a User Execut�on: 89

Detect�on of execut�on v�a user act�ons �nd�cates a focus on �dent�fy�ng threats that �nvolve user �nteract�on. The count of 89 suggests attent�on to potent�al
r�sks �n�t�ated by user act�ons.

Custom Intell�gence v�a Ind�cator of Attack: 85

Instances of custom �ntell�gence based on �nd�cators of attack further emphas�ze our comm�tment to proact�vely �dent�fy�ng and m�t�gat�ng potent�al
cybersecur�ty threats. The count of 85 reflects a targeted approach to threat detect�on.

Th�s monthly analys�s prov�des valuable �ns�ghts �nto the effect�veness of our cybersecur�ty measures, showcas�ng a proact�ve and mult�-faceted approach
to safeguard�ng our cl�ents' env�ronments.



Cross S�te Trac�ng

Cross S�te Trac�ng (XST) allows a
mal�c�ous actor to p�lfer the user's
sess�on cook�e and potent�ally
acqu�re other authent�cat�on
credent�als found �n the HTTP
request header. Th�s occurs dur�ng
the commun�cat�on between the
v�ct�m's browser and the web server
of the target system.

Reflect�on Inject�on

An attacker prov�des a value to the target
appl�cat�on, ut�l�zed by reflect�on methods to
�dent�fy a class, method, or f�eld. In Java, reflect�on
l�brar�es enable �nspect�ng, load�ng, and �nvok�ng
classes by name. If the adversary controls the
�nput, �nclud�ng class/method/f�eld names or
method parameters, they can man�pulate the
appl�cat�on to �nvoke �ncorrect methods, access
random f�elds, or load mal�c�ous classes they
created. Th�s may result �n the appl�cat�on
expos�ng sens�t�ve data, produc�ng �naccurate
results, or allow�ng the adversary to take control.

An attacker �mplants a mal�c�ous vers�on of a
Dynam�c-L�nk L�brary (DLL) �n the W�ndows
S�de-by-S�de (W�nSxS) d�rectory, dece�v�ng
the operat�ng system �nto load�ng the
mal�c�ous DLL �nstead of a leg�t�mate one.
Programs typ�cally �nd�cate DLL locat�ons
through W�nSxS man�fests or DLL
red�rect�on. If not spec�f�ed, W�ndows
searches predef�ned d�rector�es, mak�ng
appl�cat�ons suscept�ble to s�de-load�ng �f
DLL requ�rements are �mproperly def�ned or
W�nSxS man�fests lack expl�c�t DLL
character�st�cs.

DLL S�de-Load�ngPhys�cally Hack�ng
Hardware

An adversary takes advantage of access
control vulnerab�l�t�es to ga�n entry to the
currently �nstalled hardware. Subsequently,
they proceed to make alterat�ons or covertly
replace a hardware component,
comprom�s�ng the system's �ntegr�ty w�th
the �ntent�on of execut�ng an attack.

DNS Cache Po�son�ng

A DNS server translates doma�n names
(e.g., www.example.com) �nto IP addresses
for �nternet commun�cat�on. An adversary
man�pulates a publ�c DNS cache, caus�ng
spec�f�c names to resolve to �ncorrect
addresses they control. As a result, cl�ent
appl�cat�ons rely�ng on the targeted cache
are d�rected to an address d�fferent from
the leg�t�mate one. Th�s can be explo�ted
by adversar�es to gu�de cl�ents to
mal�c�ous s�tes, �nstall�ng malware or
part�c�pat�ng �n Pharm�ng attacks.

Protocol
Man�pulat�on

An adversary man�pulates a
commun�cat�on protocol to execute an
attack, potent�ally enabl�ng
�mpersonat�on, d�sclosure of sens�t�ve
�nformat�on, sess�on outcome control, or
other mal�c�ous act�v�t�es. Th�s form of
attack focuses on explo�t�ng faulty
assumpt�ons �n protocol �mplementat�on,
�ncorrect protocol �mplementat�ons, or
vulnerab�l�t�es �nherent �n the protocol.
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Common Types Attack VectorsCommon Types Attack Vectors
Risk Severity

Critical High Medium

Us�ng Mal�c�ous F�les

The attacker obta�ns code s�gn�ng credent�als
from a product�on env�ronment and uses them to
s�gn mal�c�ous content w�th the developer's key.
Developers often use s�gn�ng keys to s�gn code,
and when users or appl�cat�ons ver�fy the
s�gnatures, they trust that the code �s from the
key owner and hasn't been altered. By extract�ng
s�gn�ng credent�als, the attacker can s�gn the�r
own code, lead�ng users or ver�f�cat�on tools to
bel�eve �t's from the leg�t�mate developer. Th�s
allows the adversary to execute arb�trary code on
the v�ct�m's computer, d�st�nct from CAPEC-673
as the adversary �s perform�ng the code s�gn�ng

S�gn�ng Mal�c�ous Code

Evercook�e
An attacker deploys an except�onally pers�stent
cook�e that rema�ns on the user's dev�ce even after
attempted removal. Th�s cook�e �s stored �n over
ten locat�ons, and when the v�ct�m clears the
cook�e cache us�ng convent�onal browser
methods, the operat�on el�m�nates the cook�e from
some locat�ons but not all. Mal�c�ous code then
reproduces the cook�e from the rema�n�ng
locat�ons, pers�st�ng across var�ous storage po�nts.
Notably, fa�lure to delete the cook�e �n just one
locat�on leads to �ts resurrect�on everywhere. The
evercook�e �s des�gned to endure across d�fferent
browsers by leverag�ng shared stores, such as
Local Shared Objects.

An attacker reg�sters a doma�n name that
phonet�cally resembles a trusted doma�n
but �s spelled d�fferently. A
SoundSquatt�ng attack cap�tal�zes on user
confus�on between the two words,
red�rect�ng Internet traff�c to dest�nat�ons
controlled by the adversary.
SoundSquatt�ng doesn't necess�tate an
attack on the trusted doma�n or �ntr�cate
reverse eng�neer�ng

SoundSquatt�ng



Sn�ff�ng Attacks
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MDR Health CheckMDR Health Check

Us�ng Mal�c�ous F�lesUs�ng Mal�c�ous F�les

https://www.�nf�n�tum�t.com.tr/ucrets�z-mdr-health-check/

ThreatBlade prov�des real-t�me malware s�mulat�ons on your �nventory w�th exper�enced experts and
�nnovat�ve technology. The free MDR Health Check �s l�ke a stress test to measure how robust your
sh�eld �s aga�nst threats you may face �n the f�eld. Our test results show how much of your secur�ty
serv�ce �s alert to real-world threats. Th�s valuable �nformat�on helps you f�nal�ze and �mprove your
secur�ty strateg�es and protocols.

As Inf�n�tumIT, at the end of MDR Health Check, we prov�de you w�th a custom�zed report. Th�s report
w�ll evaluate the performance, effect�veness and matur�ty level of the SOC or MDR serv�ce you have
prov�ded. The report prov�des deta�led �nformat�on on gaps, �mprovements and potent�al threats. As a
result, you can clar�fy the l�m�ts of your secur�ty measures and d�rect your secur�ty �nvestments �n the
most effect�ve way.

Cl�ck the l�nk below to take advantage of our free MDR Health Check serv�ce.

ThreatBladeThreatBlade  

The automated platform
helps red teams to be more

eff�c�ent; they can run
automated test�ng

operat�ons at scale and
benef�t from the r�ch

performance data that scaled
automat�on br�ngs.

Use the platform to reduce
your compl�ance and
regulatory burden by

mapp�ng regulatory and
compl�ance controls,

conduct�ng cont�nuous tests,
mapp�ng the data from those

tests to your compl�ance
framework, and tra�n�ng your

aud�tors.

Use the MITRE ATT&CK
framework and up-to-date
threat �ntell�gence about

adversary tact�cs, techn�ques,
and procedures to fac�l�tate

threat-�nformed defense
operat�ons across the

enterpr�se, ga�n�ng data-
dr�ven control over your

secur�ty program to ensure
that you detect and prevent
the adversary when the t�me

comes.

Th�s test prov�des the benef�t
of exper�enc�ng a

soph�st�cated targeted attack
w�thout the actual damage of

a real �nc�dent.

ThreatBlade’s Ransomware                              
Defense Assessment

evaluates your organ�zat�on’s
ab�l�ty to detect, conta�n, and

remed�ate ransomware
w�th�n your env�ronment—

before �t produces costly
harm.

Teams use ThreatBlade’s
l�brary of adversary

emulat�ons to exerc�se and
val�date spec�f�c secur�ty
controls, bu�ld�ng on the

MITRE ATT&CK framework
and ThreatBlade l�brary w�th
new threat �ntell�gence from

the outs�de or wh�ch the
secur�ty team �tself generates.

Security OperationsAudit and ComplianceAutomated Testing

Ransomware Defense
Assessment

Red, Blue, and Purple Teams Adversary Emulation
Exercise

https://www.infinitumit.com.tr/ucretsiz-mdr-health-check/


SecuriDropper: New Android Dropper
Service Bypassing Google's Defenses

Secur�ty researchers have �dent�f�ed Secur�Dropper, a new dropper
serv�ce for Andro�d that d�str�butes malware by c�rcumvent�ng
Google's latest secur�ty measures. Secur�Dropper, wh�ch a�ms to
bypass the secur�ty measures �ntroduced by Andro�d 13, manages
to bypass restr�ct�ons such as L�m�ted Sett�ngs to prevent
s�deloaded apps from obta�n�ng perm�ss�ons w�thout be�ng
detected. Dropper d�sgu�ses �tself as a harmless app, us�ng names
l�ke "com.appd.�nstll.load" for Google and Google Chrome.
Secur�Dropper �mplements a d�fferent �nstallat�on procedure us�ng
a new Andro�d API and fac�l�tates the �nstallat�on of the mal�c�ous
payload by mak�ng v�ct�ms cl�ck the "Reload" button w�th�n the app.
Such dropper serv�ces are emerg�ng as effect�ve tools used by
cybercr�m�nals to c�rcumvent Andro�d secur�ty and d�str�bute
malware.

New WailingCrab Malware Loader Spread
Through Cargo-themed Emails

IBM X-Force researchers exam�ned soph�st�cated malware
called Wa�l�ngCrab, wh�ch spreads v�a cargo-themed ema�ls and
d�str�butes the Ursn�f trojan. Developed by the TA544 threat
actor, the malware establ�shes C2 commun�cat�on us�ng the
MQTT protocol by secretly stor�ng �ts components on popular
platforms such as D�scord. The attacks start v�a ema�ls w�th PDF
attachments and are des�gned to download and run the
�nstaller hosted on D�scord v�a URLs conta�n�ng JavaScr�pt f�les.
Recent vers�ons rece�ve shellcode-based payloads v�a C2 d�rectly
over the MQTT protocol.

SideCopy Exploits WinRAR Vulnerability in
Attacks

The S�deCopy threat actor, assoc�ated w�th Pak�stan, has been
conduct�ng attacks aga�nst Ind�an government agenc�es w�th
remote access trojans explo�t�ng the W�nRAR vulnerab�l�ty.
S�deCopy, known as the Transparent Tr�be (APT36) subgroup, has
been act�ve s�nce at least 2019 and has been act�ng aggress�vely
aga�nst Ind�a. In May, S�deCopy part�c�pated �n a ph�sh�ng
campa�gn us�ng headers d�rected at the Defence Research and
Development Organ�sat�on of Ind�a (DRDO). In attacks target�ng
L�nux and W�ndows, malware such as Ares RAT was d�str�buted
us�ng a Golang-based ELF b�nary. Wh�le S�deCopy cont�nues to
target Ind�an defence organ�sat�ons us�ng zero-day vulnerab�l�ty,
APT36 �s try�ng to expand �ts L�nux plot and contr�but�ng to the
spread of Ares, a Python RAT.

New Variant of Agent Tesla Malware Utilizes
ZPAQ Compression Technique in Email

Attacks

A new vers�on of Agent Tesla malware uses the ZPAQ
compress�on format to carry out ema�l attacks. Attacks usually
�nclude a ZPAQ f�le attachment that looks l�ke a PDF document.
When the f�le �s opened, a bloated .NET appl�cat�on appears and
art�f�c�ally �ncreases �ts s�ze to bypass secur�ty measures. The
malware uses common f�le extens�ons to d�sgu�se traff�c and
�nfects the endpo�nt us�ng a leg�t�mate code protect�on software
called .NET Reactor. Command and control commun�cat�on takes
place over Telegram. Th�s development shows that threat actors
are attempt�ng to d�str�bute malware us�ng unusual f�le formats,
so users should be caut�ous and keep the�r systems up to date.
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