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As Inf�n�tum IT MDR team, we are pleased to prov�de you December trends, current news, the
most common attack vectors and many new developments �n the cyber world, �nclud�ng TTPs
used by APT Groups. Th�s report allows you to follow current events and analyze the s�tuat�on
w�th var�ous graphs.

Th�s report prov�des you ;

Data on ransomware groups and graph�cal representat�on of the�r act�v�ty th�s month
Emerg�ng vulnerab�l�t�es
Th�s month's r�sk analys�s graph
Graph of product fam�l�es w�th the most patches
Inf�n�tum IT MDR team presents the most common TTPs and the�r descr�pt�ons �n our
customer env�ronment. 
Var�ous attack vectors grouped by r�sk level 
Our current news sect�on w�ll help you stay up to date. 

Th�s MDR report prov�des an analys�s of threats and secur�ty �nc�dents detected �n our
company's �nformat�on systems. The report covers top�cs such as summary and �mpact of
�nc�dents dur�ng the per�od under rev�ew, type and source of threats, status of secur�ty
measures and recommendat�ons.

MDR REPORTMDR REPORT



United States
27.3%

United Kingdom
22.7%

Germany
18.2%

Canada
13.6%

Italy
9.1%

Other
9.1%

Healthcare
25%

Service Providers
25%

Education
20%

Energy
15%

Production
15%

03

Ransomware GroupsRansomware Groups

1. ALPHV Ransomware Group 

Attack Graph by Country Attack Graph by Sectors

The Alphv ransomware group �s a cybercr�me group that f�rst emerged �n
November 2021 and has been descr�bed as the f�rst major ransomware fam�ly
wr�tten �n the Rust programm�ng language. The group targets organ�zat�ons
all over the world, but w�th a part�cular focus on compan�es �n North Amer�ca,
Europe and As�a. Targeted sectors �nclude healthcare, f�nance, ut�l�t�es and
energy.

Alphv uses a var�ety of methods to carry out �ts attacks. These �nclude
mal�c�ous ema�l, ph�sh�ng attacks and secur�ty vulnerab�l�t�es. After carry�ng out
the attacks, the group demands a ransom from v�ct�ms to retr�eve the
encrypted data. Ransom demands are usually �n the range of several m�ll�on
dollars.
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2. Play Ransomware Group 

Attack Graph by Country Attack Graph by Sectors

S�nce �ts �ncept�on, the Play ransomware group has attracted attent�on by spec�f�cally target�ng bus�nesses
and government organ�sat�ons �n the US, UK, Canada, the Netherlands, Braz�l, Argent�na, Germany,
Belg�um and Sw�tzerland. Secur�ty experts bel�eve that the Play ransomware group �s l�nked to Russ�a. The
group �s also known by the name PlayCrypt and was created by the Balonfly team, wh�ch Symantec �s
mon�tor�ng. The ransomware locks v�ct�ms' f�les by add�ng the ".play" extens�on after encrypt�ng the f�les.

The ransom note conta�ns the word "PLAY" and contact deta�ls left by the group respons�ble for the attack.
The group used two new tools spec�ally developed to support the�r attacks: The f�rst �s the Volume Shadow
Copy Serv�ce (VSS) and the second �s Gr�xbat.

As the Play ransomware group rema�ns act�ve �n the ransomware env�ronment, the�r act�ons have not
been stat�c. In-depth research has unve�led a clear pattern of the group cont�nuously ref�n�ng the�r tact�cs
and enhanc�ng the�r toolk�t. Th�s pers�stence underscores the�r comm�tment to perpetuate the�r presence
and expand the�r �nfluence.

In the�r quest to ach�eve these object�ves, the Play ransomware group has exh�b�ted an adeptness at
leverag�ng new vulnerab�l�t�es and �ncorporat�ng fresh tools �nto the�r attacks. Notably, they have targeted
vulnerab�l�t�es such as ProxyNotShell, OWASSRF, and M�crosoft Exchange Server Remote Code Execut�on.
Furthermore, they have �ntroduced �nnovat�ve components �nto the�r arsenal, �nclud�ng Gr�xba, a
propr�etary network scanner and �nformat�on-stealer, as well as the open-source VSS management tool
AlphaVSS.
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3.  GhostLocker Ransomware Group 

Attack Graph by Country Attack Graph by Sectors

GhostLocker �s a soph�st�cated Ransomware-as-a-Serv�ce (RaaS) software �ntroduced by
hackt�v�st group GhostSec. Unl�ke trad�t�onal ransomware der�vat�ves, GhostLocker �s
des�gned as an enterpr�se-grade lockdown software that pr�or�t�ses secur�ty and eff�c�ency
above all else. Th�s cutt�ng-edge encryptor �s marketed to �nf�ltrate well-establ�shed
telecommun�cat�ons compan�es, surve�llance systems and Internet of Th�ngs (IoT) dev�ces.

GhostLocker's un�que sell�ng po�nts �nclude encrypt�on capab�l�t�es, m�l�tary-grade secur�ty
measures, and a control panel that fac�l�tates the creat�on of ransomware encryptors and
decryptors. The ransomware encrypts data w�th the .ghost extens�on and self-deletes �tself
when encrypt�on �s complete.

Key features �nclude �ts undetectable nature, strong encrypt�on and ease of negot�at�on by
the GhostLocker team. In part�cular, �t features advanced web panels, faster encrypt�on w�th
reduced f�le s�zes and �ncreased recovery cost �f payment �s not made w�th�n 2 days.Fa�lure to
pay leads to permanent delet�on of data.The malware �nvolves the creat�on of a mal�c�ous
executable f�le w�th�n a Temp d�rectory after execut�on. 

After execut�on, the malware generates a mal�c�ous executable, Python modules, and DLL
f�les w�th�n a Temp d�rectory. The d�rectory hosts the executable f�le alongs�de the requ�s�te
l�brar�es for �ts funct�on�ng. Python modules are �ntegrated �nto the executable f�le w�th�n the
Temp d�rectory, enabl�ng encrypt�on operat�ons ut�l�z�ng Python l�brar�es. Th�s strategy a�ms to
reduce the detect�on rate by secur�ty products.

GhostLocker f�de software restr�cts �ts use �n med�cal or educat�onal systems. There �s no
spec�f�c country where �t �s �nfected, �t allows w�despread use between var�ous countr�es and
systems.
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4.  LockBit Ransomware Group 

Attack Graph by Country Attack Graph by Sectors

December 2023 has been very act�ve for the ransomware group LockB�t. The�r focus on the
healthcare sector �s of part�cular concern, demonstrat�ng the�r w�ll�ngness to explo�t
weaknesses that can have ser�ous consequences for �nd�v�duals and healthcare systems. The
�ncreas�ng frequency of Cyber attacks �n the healthcare sector h�ghl�ghts the need for urgent
measures to protect sens�t�ve pat�ent �nformat�on and ensure the un�nterrupted del�very of
cr�t�cal med�cal serv�ces.

LockB�t's var�ous attacks on sectors such as energy, �ndustry, government, technology and
construct�on show that they target �nfrastructure, econom�c stab�l�ty and nat�onal secur�ty.
The h�gh number of attacks categor�zed as "OTHER" ra�ses poss�ble concerns about
unexpected and non-trad�t�onal targets. Th�s h�ghl�ghts the urgent need for comprehens�ve
cybersecur�ty strateg�es across all �ndustr�es to m�t�gate effect�ve r�sks.

The focus of LockB�t attacks on countr�es w�th developed econom�c and pol�t�cal �nfluence,
such as the US, UK, France and Canada, demonstrates the group's w�ll�ngness to target these
countr�es. These attacks not only cause f�nanc�al losses, but also affect key sectors �n the
global arena, caus�ng a range of problems. Furthermore, LockB�t's w�ll�ngness to d�scover
weaknesses �n other countr�es poses a challenge for �nternat�onal efforts to effect�vely
d�srupt �ts act�v�t�es. Th�s h�ghl�ghts the �mportance of global cooperat�on and cybersecur�ty
measures to counter the chang�ng threat landscape posed by groups l�ke ransomware.

The examples exper�enced �n December 2023 show how act�ve and dangerous LockB�t �s �n
the cybersecur�ty landscape. Organ�zat�ons should be v�g�lant about �mplement�ng strong
cybersecur�ty measures to protect themselves from ransomware attacks.
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CVEs Publ�shed Descr�pt�on

CVE-2023-
6190

2023-12-
27

Improper Input Validation vulnerability in İzmir Katip Çelebi University University Information
Management System allows Absolute Path Traversal.This issue affects University Information

Management System: before 30.11.2023.

CVE-2022-
34267

2023-12-
25

An issue was discovered in RWS WorldServer before 11.7.3. Adding a token parameter with
the value of 02 bypasses all authentication requirements. Arbitrary Java code can be uploaded

and executed via a .jar archive to the ws-api/v2/customizations/api endpoint.

CVE-2022-
34268

2023-12-
25

An issue was discovered in RWS WorldServer before 11.7.3. /clientLogin deserializes Java
objects without authentication, leading to command execution on the host.

CVE-2023-
31224

2023-12-
25 

There is broken access control during authentication in Jamf Pro Server before 10.46.1.

C
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Top Trending CVEs ofTop Trending CVEs of  
December 2023December 2023



CVEs Publ�shed Descr�pt�on

CVE-2023-
52096

2023-12-
26

SteVe Community ocpp-jaxb before 0.0.8 generates invalid timestamps such as ones with
month 00 in certain situations (such as when an application receives a StartTransaction Open
Charge Point Protocol message with a timestamp parameter of 1000000). This may lead to a

SQL exception in applications, and may undermine the integrity of transaction records.

CVE-2023-
52086

2023-12-
26

resumable.php (aka PHP backend for resumable.js) 0.1.4 before 3c6dbf5 allows arbitrary file
upload anywhere in the filesystem via ../ in multipart/form-data content to upload.php. (File
overwrite hasn't been possible with the code available in GitHub in recent years, however.)

CVE-2023-
50968

2023-12-
26

Arbitrary file properties reading vulnerability in Apache Software Foundation Apache OFBiz
when user operates an uri call without authorizations. The same uri can be operated to realize

a SSRF attack also without authorizations. Users are recommended to upgrade to version
18.12.11, which fixes this issue.

CVE-2012-
10017

2023-12-
26

A vulnerability was found in BestWebSoft Portfolio Plugin up to 2.04 on WordPress. It has been
classified as problematic. This affects an unknown part. The manipulation leads to cross-site

request forgery. It is possible to initiate the attack remotely. Upgrading to version 2.06 is able to
address this issue. The patch is named 68af950330c3202a706f0ae9bbb52ceaa17dda9d. It is

recommended to upgrade the affected component. The associated identifier of this vulnerability
is VDB-248955.
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CVEs Publ�shed Descr�pt�on

CVE-2023-
49438

2023-12-
26

An open redirect vulnerability in the python package Flask-Security-Too <=5.3.2 allows
attackers to redirect unsuspecting users to malicious sites via a crafted URL by abusing the ?

next parameter on the /login and /register routes.

CVE-2023-
48003

2023-12-
26

An open redirect through HTML injection in user messages in Asp.Net Zero before 12.3.0
allows remote attackers to redirect targeted victims to any URL via the '<meta http-

equiv="refresh"' in the WebSocket messages.

CVE-2023-
6268

2023-12-
26

The JSON Content Importer WordPress plugin before 1.5.4 does not sanitise and escape the
tab parameter before outputting it back in the page, leading to a Reflected Cross-Site Scripting

which could be used against high privilege users such as admin

CVE-2023-
46711

2023-12-
26

VR-S1000 firmware Ver. 2.37 and earlier uses a hard-coded cryptographic key which may
allow an attacker to analyze the password of a specific product user.

M
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December 2023 Risk AnalysisDecember 2023 Risk Analysis

Draw�ng upon the numer�cal data der�ved from our December r�sk analys�s, we can d�scern cr�t�cal trends and
emerg�ng threats that demand �mmed�ate attent�on. Th�s data prov�des a comprehens�ve perspect�ve on the
array of attack vectors and techn�ques that potent�al adversar�es may explo�t dur�ng th�s spec�f�c t�meframe.

RCE attacks now account for a s�gn�f�cant 23% of the �dent�f�ed r�sks, represent�ng a concern�ng upt�ck �n the�r
prevalence. RCE rema�ns a ser�ous concern as �t grants mal�c�ous actors the ab�l�ty to execute code on
vulnerable systems remotely, potent�ally result�ng �n unauthor�zed access, data breaches, or even the complete
comprom�se of cr�t�cal �nfrastructure. Hence, organ�zat�ons must ma�nta�n v�g�lant mon�tor�ng and sw�ft
remed�at�on of potent�al RCE vulnerab�l�t�es.

Elevat�on of Pr�v�lege (EoP) emerges as another s�gn�f�cant r�sk, const�tut�ng 15% of the analyzed threats. EoP
attacks �nvolve threat actors attempt�ng to escalate the�r pr�v�leges w�th�n a system, seek�ng access to resources
and capab�l�t�es beyond the�r author�zed level. To m�t�gate the �mpact of EoP attacks, organ�zat�ons should
r�gorously enforce robust access controls and adhere to the pr�nc�ple of least pr�v�lege.

Meanwh�le, Den�al of Serv�ce (DoS) attacks, contr�but�ng to 15% of the �dent�f�ed r�sks, cont�nue to pose a
substant�al threat. DoS attacks a�m to overwhelm a system, network, or appl�cat�on w�th an excess�ve volume of
traff�c, render�ng �t unrespons�ve or �naccess�ble to leg�t�mate users. Effect�vely counter�ng DoS attacks requ�res
met�culous network capac�ty plann�ng, traff�c f�lter�ng, and the deployment of d�str�buted den�al-of-serv�ce
(DDoS) protect�on mechan�sms.

Informat�on D�sclosure, mak�ng up 18% of the �dent�f�ed r�sks, s�gn�f�es the �nadvertent or unauthor�zed
exposure of sens�t�ve data to unauthor�zed ent�t�es. Such �nc�dents can result from unsecured conf�gurat�ons,
weak authent�cat�on, or other vulnerab�l�t�es, potent�ally lead�ng to regulatory non-compl�ance, reputat�onal
damage, and f�nanc�al losses. Organ�zat�ons must pr�or�t�ze data protect�on through robust encrypt�on, access
controls, and regular secur�ty assessments.

Lastly, Spoof�ng attacks, contr�but�ng to 29% of the �dent�f�ed r�sks, encompass mal�c�ous actors' attempts to
conceal the�r �dent�t�es or man�pulate data packets to dece�ve systems or users. Implement�ng robust
authent�cat�on mechan�sms, such as mult�-factor authent�cat�on, �s cruc�al �n m�t�gat�ng the r�sks assoc�ated
w�th Spoof�ng attacks.

Nav�gat�ng the ever-evolv�ng cybersecur�ty landscape �n December demands v�g�lance, adaptab�l�ty, and
proact�ve measures. Stay�ng ahead of emerg�ng threats and vulnerab�l�t�es �s essent�al for safeguard�ng
organ�zat�onal assets and ensur�ng robust secur�ty posture.
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Patches by Product Family, December 2023Patches by Product Family, December 2023

December 2023 Patch 
The f�nal Patch Tuesday of 2023 saw a flurry of f�xes, w�th var�ous product fam�l�es gett�ng the�r share of
TLC. Wh�le the number of patches was lower than usual, the sever�ty of some addressed vulnerab�l�t�es
shouldn't be underest�mated.

M�crosoft ESU Takes the Lead: Extended Secur�ty Updates, keep�ng older W�ndows vers�ons al�ve,
rece�ved the most attent�on w�th 18 patches. Th�s h�ghl�ghts the ongo�ng need for secur�ty even �n
outdated systems.

W�ndows Holds Its Ground: Desp�te ESU steal�ng the spotl�ght, W�ndows �tself rece�ved 7 cruc�al
patches, address�ng vulnerab�l�t�es �n core components l�ke network�ng and kernel dr�vers.

Cloud Concerns Addressed: Azure, M�crosoft's cloud platform, saw 3 patches tackl�ng potent�al
�nformat�on d�sclosure and elevat�on of pr�v�lege �ssues. Cybersecur�ty �n the cloud rema�ns paramount.

Off�ce Gets Pol�shed: Although only 3 patches, Off�ce updates focused on f�x�ng cr�t�cal remote code
execut�on (RCE) vulnerab�l�t�es, espec�ally concern�ng Word and Excel. Keep�ng product�v�ty tools
secure �s essent�al.

Beyond M�crosoft: Adobe also jo�ned the patch�ng party, address�ng 13 cr�t�cal vulnerab�l�t�es across
var�ous software, �nclud�ng Flash Player (f�nally!).

The Numbers Game: In total, December 2023 saw 34 vulnerab�l�t�es patched, �nclud�ng a s�ngle publ�cly
d�sclosed zero-day affect�ng AMD processors. Wh�le lower than average, the sever�ty of some flaws
emphas�zes the �mportance of t�mely patch�ng.

Remember: Patch�ng �sn't just about numbers. Pr�or�t�ze cr�t�cal f�xes and focus on h�gh-�mpact
products w�th�n your env�ronment.

Stay v�g�lant: December may be over, but the patch�ng journey cont�nues. Keep your systems updated
and be prepared for future vulnerab�l�t�es.
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The Most Common TTPsThe Most Common TTPs
Th�s sect�on conta�ns the most common TTPs we have encountered �n the last 30 days �n our own
customer env�ronment.

In th�s monthly MDR report, we present an analys�s of the data obta�ned from our customers' cybersecur�ty systems. The
graph�c �ncludes �nformat�on on the Detect�on Counts for var�ous categor�es:

Mach�ne Learn�ng v�a Sensor-based ML: 425

Sensor-based Mach�ne Learn�ng played a cruc�al role, w�th 158 �nstances of threat detect�on. Th�s reflects the effect�veness of our mach�ne learn�ng
algor�thms deployed �n the cl�ent env�ronments.

Custom Intell�gence v�a Ind�cator of Attack: 143

Instances of custom �ntell�gence based on �nd�cators of attack further emphas�ze our comm�tment to proact�vely �dent�fy�ng and m�t�gat�ng potent�al
cybersecur�ty threats. The count of 140reflects a targeted approach to threat detect�on.

Malware v�a PUP (Potent�ally Unwanted Program): 70

Detect�on of malware through Potent�ally Unwanted Programs �nd�cates v�g�lance aga�nst unwanted and potent�ally harmful software, w�th 62 �nstances
�dent�f�ed.

Mach�ne Learn�ng v�a Adware/PUP: 61

Adware (advert�s�ng-supported software) and PUPs (Potent�ally Unwanted Programs) are typ�cally cons�dered unwanted software because they often
d�splay �ntrus�ve advert�sements or collect user data w�thout clear consent. 

Th�s monthly analys�s prov�des valuable �ns�ghts �nto the effect�veness of our cybersecur�ty measures, showcas�ng a proact�ve and mult�-faceted approach
to safeguard�ng our cl�ents' env�ronments.



Adversary �n the
M�ddle (A�TM)

An attacker typ�cally targets the
commun�cat�on between cl�ent and
server, a�m�ng to mod�fy or extract
data from transact�ons. A common
approach �s for the attacker to
pos�t�on themselves �n the
commun�cat�on channel, usually
between the cl�ent and the server.

XSS Target�ng Non-
Scr�pt Elements

Th�s type of attack falls under Cross-S�te Scr�pt�ng (XSS),
where mal�c�ous scr�pts are �njected �nto elements that
are typ�cally not expected to host scr�pts (for example,
<�mg> �mage tags, < !-CDATA-> comments �n XML
documents, etc.). These spec�al tags may not typ�cally be
subject to the same �nput val�dat�on, output val�dat�on
and other content f�lter�ng processes, allow�ng the
attacker to pass through appl�cat�on components and
launch an XSS attack through unexpected elements. L�ke
all remote attacks, the d�fference between the ab�l�ty to
launch an attack and the remote attacker's ab�l�ty to
collect and �nterpret the results of that attack �s
�mportant.

The attacker targets users w�th a ph�sh�ng
attack to prov�de account passwords or
sens�t�ve �nformat�on. Vo�ce Ph�sh�ng �s a
soc�al eng�neer�ng techn�que where the
attack �s �n�t�ated w�th a vo�ce call �nstead of
an ema�l. The user �s tr�cked �nto prov�d�ng
sens�t�ve �nformat�on verbally by a person
pos�ng as a leg�t�mate employee of the
organ�zat�on the attacker cla�ms to be. Vo�ce
Ph�sh�ng d�ffers from standard Ph�sh�ng
attacks �n that typ�cally the user does not
�nteract w�th a webs�te to prov�de sens�t�ve
�nformat�on.

Vo�ce Ph�sh�ngInstall Mal�c�ous
Extens�on

An attacker �nstalls a mal�c�ous plug�n
d�rectly �nto ex�st�ng trusted software or
tr�cks the user �nto �nstall�ng �t. Th�s �s
�ntended to ach�eve var�ous negat�ve
techn�cal effects.

Man�pulat�ng State

The attacker changes the state �nformat�on stored by
the target software or causes a state trans�t�on �n the
hardware. When successful, the target uses th�s
affected state to operate �n an un�ntended way. State
management �n software appl�cat�ons conta�ns
�mportant �nformat�on about the user, such as
usernames, payment �nformat�on, brows�ng h�story.
An attacker can man�pulate th�s �nformat�on and use
�t to elevate pr�v�leges, perform fraudulent operat�ons
or change the flow of the appl�cat�on. In case of a
log�c error �n the hardware, the attacker can cause an
undef�ned state on the system, wh�ch can lead to
serv�ce �nterrupt�on or leakage of secur�ty data

Ema�l Inject�on

An attacker man�pulates the headers and
content of an ema�l message us�ng
protocol-spec�f�c del�m�ter characters to
�nject data.
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Common Types Attack VectorsCommon Types Attack Vectors
Risk Severity

Critical High Medium

Us�ng Mal�c�ous F�les

The attacker �njects data �nto the command l�ne
us�ng standard SQL �nject�on methods. Th�s can
be done d�rectly by m�suse of d�rect�ves such as
MSSQL_xp_cmdshell, or �nd�rectly by �nject�ng the
data �nto the database �n a way that �s acceptable.
Then, an uneth�cal backend appl�cat�on (or �t
could be part of the funct�onal�ty of the same
appl�cat�on) pulls the �njected data stored �n the
database and uses �t as command l�ne arguments
w�thout proper val�dat�on. The mal�c�ous data
escapes from the data plane to be executed on
the host by host�ng new commands.

Command L�ne Execut�on
through SQL Inject�on

F�le Man�pulat�on

By chang�ng f�le contents or propert�es, the
attacker causes the appl�cat�on to malfunct�on.
These attacks a�m to destab�l�ze appl�cat�ons,
expose sens�t�ve �nformat�on and execute arb�trary
code w�th appl�cat�on pr�v�leges.

An attacker �ntends to create a DoS (Den�al
of Serv�ce) by send�ng large packets to
Bluetooth-enabled dev�ces over the L2CAP
protocol us�ng Bluetooth flood�ng. Th�s
attack must be performed �n close
prox�m�ty to a Bluetooth-enabled dev�ce.

BlueSmack�ng
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MDR Health CheckMDR Health Check

Us�ng Mal�c�ous F�lesUs�ng Mal�c�ous F�les

https://www.�nf�n�tum�t.com.tr/ucrets�z-mdr-health-check/

ThreatBlade prov�des real-t�me malware s�mulat�ons on your �nventory w�th exper�enced experts and
�nnovat�ve technology. The free MDR Health Check �s l�ke a stress test to measure how robust your
sh�eld �s aga�nst threats you may face �n the f�eld. Our test results show how much of your secur�ty
serv�ce �s alert to real-world threats. Th�s valuable �nformat�on helps you f�nal�ze and �mprove your
secur�ty strateg�es and protocols.

As Inf�n�tumIT, at the end of MDR Health Check, we prov�de you w�th a custom�zed report. Th�s report
w�ll evaluate the performance, effect�veness and matur�ty level of the SOC or MDR serv�ce you have
prov�ded. The report prov�des deta�led �nformat�on on gaps, �mprovements and potent�al threats. As a
result, you can clar�fy the l�m�ts of your secur�ty measures and d�rect your secur�ty �nvestments �n the
most effect�ve way.

Cl�ck the l�nk below to take advantage of our free MDR Health Check serv�ce.

ThreatBladeThreatBlade  

The automated platform
helps red teams to be more

eff�c�ent; they can run
automated test�ng

operat�ons at scale and
benef�t from the r�ch

performance data that scaled
automat�on br�ngs.

Use the platform to reduce
your compl�ance and
regulatory burden by

mapp�ng regulatory and
compl�ance controls,

conduct�ng cont�nuous tests,
mapp�ng the data from those

tests to your compl�ance
framework, and tra�n�ng your

aud�tors.

Use the MITRE ATT&CK
framework and up-to-date
threat �ntell�gence about

adversary tact�cs, techn�ques,
and procedures to fac�l�tate

threat-�nformed defense
operat�ons across the

enterpr�se, ga�n�ng data-
dr�ven control over your

secur�ty program to ensure
that you detect and prevent
the adversary when the t�me

comes.

Th�s test prov�des the benef�t
of exper�enc�ng a

soph�st�cated targeted attack
w�thout the actual damage of

a real �nc�dent.

ThreatBlade’s Ransomware                              
Defense Assessment

evaluates your organ�zat�on’s
ab�l�ty to detect, conta�n, and

remed�ate ransomware
w�th�n your env�ronment—

before �t produces costly
harm.

Teams use ThreatBlade’s
l�brary of adversary

emulat�ons to exerc�se and
val�date spec�f�c secur�ty
controls, bu�ld�ng on the

MITRE ATT&CK framework
and ThreatBlade l�brary w�th
new threat �ntell�gence from

the outs�de or wh�ch the
secur�ty team �tself generates.

Security OperationsAudit and ComplianceAutomated Testing

Ransomware Defense
Assessment

Red, Blue, and Purple Teams Adversary Emulation
Exercise

https://www.infinitumit.com.tr/ucretsiz-mdr-health-check/


Russian APT28 Hackers Target 13 Countries
in Ongoing Cyber Espionage Campaign

The Russ�an state-sponsored cyber threat actor APT28, or ITG05, has
been observed us�ng decept�ve tact�cs �n a cyber esp�onage
campa�gn l�nked to the Israel-Hamas confl�ct. ITG05 �s known by
var�ous al�ases and uses a spec�al backdoor called "HeadLace". The
campa�gn targets organ�zat�ons �n at least 13 countr�es, w�th APT28
th�s t�me target�ng European organ�zat�ons affect�ng human�tar�an
a�d allocat�on. The attackers are us�ng forged documents that
appear to be assoc�ated w�th the Un�ted Nat�ons, the Bank of Israel,
the US Congress�onal Research Serv�ce, the European Parl�ament, a
Ukra�n�an th�nk tank and the Azerba�jan-Belarus Intergovernmental
Comm�ss�on. The campa�gn explo�ts the W�nRAR bug (CVE-2023-
38831) �n RAR arch�ves to del�ver the HeadLace backdoor. Th�s �s a
dev�at�on from APT28's prev�ous tact�cs. These events h�ghl�ght
APT28's efforts to obta�n advanced �nformat�on on �nternat�onal
secur�ty and human�tar�an �ssues.

FBI Releases Free Decryption Tool Disabling
BlackCat Ransomware

The US Department of Just�ce (DoJ) announced the BlackCat
ransomware operat�on and released a decrypt�on tool for more
than 500 v�ct�ms to rega�n access to the�r f�les. The FBI used an
undercover human resource to hack the BlackCat group, ga�n�ng
access to the web panel controlled by the group where the v�ct�ms
were controlled. Th�s �nternat�onal operat�on, w�th legal ass�stance
and cooperat�on from the Un�ted States, Germany, Denmark,
Austral�a, the Un�ted K�ngdom, Spa�n, Sw�tzerland and Austr�a, �s an
example of a counter-ransomware operat�on. The FBI's �ntervent�on
comes as BlackCat has become one of the most w�despread
ransomware �n the world. As part of the operat�on, the FBI
announced that �t had recovered $68 m�ll�on �n ransom demands
and ga�ned s�gn�f�cant �ns�ght �nto BlackCat's computer network. It
was also observed to have var�ous effects, �nclud�ng d�sabl�ng TOR
s�tes by collect�ng 946 publ�c/pr�vate key pa�rs.

Kyivstar - Ukraine's Largest Telecom Operator
Suffers Massive Cyber Attack

Ukra�ne's lead�ng telecom operator Ky�vstar has suffered a severe
cyber attack, caus�ng d�srupt�ons to mob�le and �nternet serv�ces
to customers. The attack affected the ent�re country and had a
s�gn�f�cant �mpact on the cap�tal. Ky�vstar expla�ned that the
attack was a consequence of the ongo�ng war w�th Russ�a and
reported the �nc�dent to law enforcement and state serv�ces. The
company has not yet prov�ded deta�ls on the nature and effects
of the attack. It says subscr�bers' personal data was not breached.
Ky�vstar sa�d �t would compensate all subscr�bers and corporate
customers as soon as serv�ces return to normal. The pro-Russ�an
hackt�v�st group K�llNet and the secur�ty serv�ce Solntsepyok
cla�med respons�b�l�ty for the attack v�a Telegram, but d�d not
prov�de add�t�onal ev�dence to support these cla�ms. Ky�vstar
warns users to be wary of fraud attempts and emphas�zes that
off�c�al news w�ll come from the company's off�c�al pages.

QakBot Malware Reappears: Targeting the
Hospitality Industry with Innovative Tactics

M�crosoft tarafından keşfed�len yen� b�r QakBot zararlı yazılım saldırısı,
komuta kontrol (C2) ağının çökert�lmes�nden üç aydan fazla b�r süre sonra
tesp�t ed�ld�. 11 Aralık 2023'te başlayan bu kampanya, konaklama
endüstr�s�n� hedef almıştır. Saldırı, kullanıcılara IRS çalışanını takl�t eden
b�r�nden gelen ph�sh�ng mesajlarıyla gerçekleş�yor. Mesajlarda bulunan
PDF, QakBot'u �çeren d�j�tal �mzalı b�r W�ndows Installer dosyasını �nd�ren
b�r URL �çer�yor. Kampanyanın �lk gününde oluşturulan yük, daha önce
görülmem�ş 0x500 sürümüyle yapılandırılmıştır. QakBot'un ger�
döndüğünü ve AES ş�frelemes�n� kullanan b�r 64-b�t �k�l� olduğunu bel�rten
Zscaler ThreatLabz, QakBot'un yen� takt�klerle tekrar ortaya çıktığını �fade
ed�yor. Daha önce etk�s�z hale get�r�len Operat�on Duck Hunt çabasının b�r
parçası olan QakBot, bu kez öncek� kampanyalardak� hac�m ve ölçekte
olmadan ger� dönmüştür. Uzmanlar, kolluk kuvvet� müdahales�n�n
QakBot'un operasyonları üzer�nde hala etk�l� olduğunu bel�rt�yorlar. Bu
olaylar, organ�zasyonların ph�sh�ng kampanyalarına karşı d�kkatler�n�
artırmalarını ve güvenl�k önlemler�n� güncel tutmalarını vurgulamaktadır.
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