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Attack Chain of Bunny Botnet



About Bunny Botnet

A newmalware-as-a-service (MaaS) called 'BunnyBotnet' was first spotted
on a dark web forum. The software has a low detection rate and
incorporates many features. These can be summarized as follows: Botnet,
Stealer, Botnet, Reverse Shell, Clipper, Keylogger. Each feature contains
multiple capabilities.

The first version of “BunnyBotnet” also known as “BunnyBotnet” was
published on September 4. And since then, the developer called
“PLAYER_BL” publishes new features and it remains updated

.



Features of Bunny Botnet

The software 'BunnyBotnet' has its own unique web panel. The features on
the web panel include a distinctive dark mode design, 5 different sections,
Trojan download capability, Stealer execution capability, Clipper feature,
and a self-cleaning feature. On the client side, it offers anti-analysis, virus
download either as fileless or through dropping, execution of reverse shell
commands, execution of tasks sent from the panel, and reporting whether
the infected system is connected or disconnected to the panel.

With the new versions, features continue to improve. In the latest version of
'BunnyBotnet,' measures have been taken against the detection of
antivirus software like Eset NOD32 and Microsoft Defender, precautions
have been implemented to prevent detection via signatures, the FileLess
execution size has been increased, and software bugs have been resolved.



Bunny Botnet From The Eyes Of Attackers

The "BunnyBotnet" software does not have its own specific server or panel.
After purchasing the software, the user is provided with a tool to set up the
panel, and the panel is installed on the user's server.

Access to the BunnyBotnet software's panel can be obtained after the
panel software is installed.



The “Clients” feature gives the information of Country, IP, Hostname,
Version, System, Privilege, Status, Antivirus, Date Time and Action.

The “Action” part allows the “BunnyBotnet” user to run commands on the
victim PC. This is the reverse shell feature of “BunnyBotnet”



The tasks allow the client to perform operations. Like the "Run Stealer"
command, the client will steal data and transmit it back to user’s CnC

The Settings allows the client to clear all clients, inactive clients, active
clients, active tasks and stealer logs



The Stealer Logs allows the client to manage stealer logs that have been
arrived from the client PC.

All stealer logs can be downloaded on the local PC. “Information.txt” logs
information about system. The “Browser” directory contains
“Passwords.txt”,”Autofills.txt”. The “Passwords.txt” logs password
information stored on the victim’s browser and “Autofills.txt” logs autofill
keyboard inputs.



Basic Analysis of Bunny Botnet

“BunnyBotnet” has developed and compiled in C++. The stub has 1.39MB of
file size which is quite large for a malware. By default it comes without
being packed.

The strings of the malicious file contain visible URLs. However, there is no
specific IP address for the C2 panel; the user sets it up on their own server.
Therefore, this IP belongs to the personal server of the developer using the
alias "PLAYER_BL."
Also, it can be observed that “BunnyBotnet” uses APIs from the URLs,
http://ip-api.com/csv and http://api.ipify.org in the links displayed in the
strings.



In the whois lookup of 37.139.129.145, it is displayed that the IP address
belongs to the telecommunication company named NETERRA. NETERRA
provides VDS servers through data centers.

The IP of api.ipify.org is 173.231.16.77. Although it is not mandatory, this ip
address can be blocked by the local system user. If blocked, even if the
BunnyBotnet software infects the system, the IP and related information of
the local system user cannot be transferred to the C2 panel of the
BunnyBotnet software. But it should be remembered that this system can
also be used by non-malicious software. In this case, if non-malicious
software is using this system, problems may occur in the operation of that
software.



The IP address of ip-api.com is 208.95.112.1. This IP also can be blocked by
the system user but it should be remembered that these kinds of systems
can be used by non-malicious software. In case of blocking this IP can
cause inability to function properly of non-malicious software.

The stub also is being infected on UEFI. This means that even if a system
that’s been infected by the BunnyBotnet formats the PC, the malicious
software will still be infected on the system.



The stub has a notably low detection rate. It maintains a detection rate of
7/40 even without being packed, and it is capable of bypassing widely used
antivirus programs such as Kaspersky, Microsoft Defender, Comodo,
Sophos, McAfee, Avast, IKARUS, Eset NOD32 and more.



IOCs

IP:

IOC Type IOC

IPV4 37.139.129[.]145

IPV4 188.241.240[.]172

HASH:

IOC Type IOC

SHA256 55858d5ab444fa3d08f24287f7900deac0ed5b76781cfd97e6415452216e11cc

SHA256 bbee98e1a45df6a04ff8f8c0de0550ad0baa91d873165bc20ce907302dba2c25

SHA256 9ac43068071a2bca79ca02b68f3bdf1b6e432881af22d441361b3d54b1fbdc37

SHA256 c15dbdd05315741d4099dc04f37e03f788ab65e4890b371016b8505fa6267558

SHA256 fe325af53d8e401b7c8202e2e1d7638167341a68f70843c87d3ceff3d2bc5fba

SHA256 3a1ccb42cbb712b9e6ca63ee9c4543b2c01907c068a0e199db7f2d864bee2b44

SHA256 3a1ccb42cbb712b9e6ca63ee9c4543b2c01907c068a0e199db7f2d864bee2b44

Categorization of Bunny Botnet

Malware Family APT Group Threat Category

Bodegun No APT group Trojan










