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Upwork Uzerinden Freelance
Calisanlari Hedef Alan Saldirilar

internet (zerinden giinde milyonlarca uygulama, makale vb. dosyanin indiriimesi ile Trojan
yazilimlarinda ¢ok rahat bulastigi bu dénemde hacker gruplari hedefini freelance is bulma
sitelerine g¢evirmektedir. Blue team ekibimiz tarafindan Upwork Global Inc. Gzerinden
freelance cgalisanlari hedef alan zararl yazilim elde etmistir. Bu yazilim bir klasor icerisinde
gizlenmis bir sekilde bulunmakta ve bu klasérin igerisinde bir adet word ikonu ile
degistiriimis .exe uzantili .NET dosyasi, klasor icerisine gizlenmis bir adet C++ ile yaziimis
.exe uzantil ¢alistirilabilir bir dosya ve bes adet .jpg dosyasi bulunmaktadir.

Akis su sekildedir; ilk olarak word ikonu konularak gizlenen .Net dosyasi kurban tarafindan
calistinliyor. Bu dosyanin amaci bulundugu dizindeki tim .exe uzantili dosyalari bulup onlari
tek tek calistirmaktir. Ayni klasérde bulunan diger .exe uzantili gizli dosya kullanici izni
olmadan arka planda galismaktadir.

Bu zararli ilk olarak kurban sistemde ¢alismasi icin gerekli dll dosyalarini yukltyor. Ardindan
bulundugu dizinde “dbghelp” adinda bir dIl dosyasini ariyor. Daha sonra OpenSSL Uzerinde
islemler yapabilmek igin yapilandirma dosyasi olan “openssl.cnf’ ariyor. Kurban sistemde
bulunan tim tarayicilarin “Google Chrome, Microsoft Edge, Opera vs.” c¢erezlerinin
bulundugu “Cookies” dosyalarini tariyor. Devaminda ise ekranin anlik gérintisini alabilmek
icin screenCapture adi verilen bir program yukleyip kurban cihazin ekraninin anlhk
g6rintistni almaktadir.

Zararli bu islemlerinin ardindan tim topladigi verileri .txt uzantili dosyalarin igerisine ayri ayri
yazip kurban sistemin internet saglayicisinin “Turk Telekom, Turkcell vs.” IP adresi ile
isimlendirilen “C:\\Users\*\AppData\Local’ dizinine bir klasér olusturmakta ve tim bu
topladigi verileri olusturdugu klasérin igerisine atmaktadir. Ardindan bu klaséri sikistirarak
TCP baglantisi kurup Telegram Utzerinden yollamakta ve daha sonra kurban cihazdan bu .zip
uzantili dosyay silmektedir. Tim bu islemlerin ardindan TCP baglantisini koparip islemini
sonlandirmaktadir.

Zararli dosyanin analizi sirasinda Windows 7,8,8.1 gibi sistemlerde zararli islemler
gerceklestirmedigi, Windows 10 ve Uzeri sistemlerde zararl islemlerini gerceklestirdigi tespit
edilmigtir.
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Hacker ile Kurulan lletisim

ilk olarak zararl aktérler teklif yollayarak kurbanlarla iletisime gegmektedir. Ardindan
zararl dosyayi kurbanlara yollayip incelemek amaciyla actirmaktadir. Zararh aktorler
ile kurulan iletisim su sekildedir :

Upwork Find Work ~ My Jobs ~ Reports ~ Messages Q Search
Q. Sear .es e i ]
i Schedule a meeting Record with Loom View Contract
. run ads on facebook —

. sent an offer

Rate: $50.00/hr
Limit: 20 hrs/week
View details

accepted an offer ]

. Hi, when should we start running facebook ads? Can you give the details of the
job?

| View details

Upwork Find Work ~ My Jobs ~ Reports ~ Messages Q, search

9:01 AM GMT+1

5/17/2 Schedule a meeting Record with Loom View Contract
. run ads on facebook

. Hi,

i want to run ads on facebook
Do you have experience running Facebook ads?

. yes, of course & | have been in this business for 4 years

Is the company that we will publish ads from an e-commerce site or from the
service sector?

| have experience from both

. this is my facebook page and website

https://www.facebook.com/ElectricBikeScooterCarUK/
https://www.electricbikescootercar.co.uk/

UpWOrk Find Work ~ My Jobs ~ Reports ~ Messages Q search
. o 9:01 AM GMT+1 ;o
i Schedule a meeting Record with Loom View Contract
. run ads on facebook e ey
J . okey, great.

Have you done advertising work before, will it be your first? Do you have an existing
advertising account?

l yes

My company's goal is to reach customers, office workers, middle and high income
people

The goal of this project is to increase sales

i want to run ads on facebook and budget will be 8000-10000% a month

We already have an ad account

I can invite you to our business group on facebook and i will send you the project
details,| have prepared a file that includes .project information. and articles .images
. and the campaign stats from the beginning of the year to now

can i have your email address?



Upwork Find Work ~ My Jobs ~ Reports ~ Messages Q search

- W—
Q  search o 9:02 AM GMT+1 run ads on facebook r o
| 5M7/23 Schedule a meeting Record with Loom View Contract
run ads on facebook
 11:43 AM

You: i don't understand? . .

L]
e
L

can you forward the mail to this address?

11:44 AM
sure

please check our email, invitation and project data.
You need to extract the file by winrar with password 312123 to see the details.
check the project details and come back here , all right . thank you

- B 11:45 AM
Ok, I'llcheck and get back to you. thanks

11:45 AM
okay
Upwork Find Work ~ My Jobs v Reports + Messages Q search
- -
Q  search - 9:03 AM GMT+1 run ads on facebook r o
- 517723 Schedule a meeting Record with Loom View Contract
. run ads on facebook - S
You: i don't understand? - 1202PN

-

The transmitted file is in exe format, could you please forward the word version?

12:.08 PM

Itis the application created to protect the archive and organize the planning
projects

we programmed to avoid theft by rival company, just open the file the doc file will
open

we have security settings for the project to avoid stealing from rival company , hope
you understand

| can't take data out of security without permission sir

B 12:49 PM

Unfortunately, the file cannot be opened this way, | could not understand the
problem.

U‘pwork Find Work ~ My Jobs ~ Reports v Messages Q search
- —
Q  search - 9:04 AM GMT+1 run ads on facebook r o
5M7/23 Schedule a meeting Record with Loom View Contract
. run ads on facebook

You: | don't understand? i

- 1:03 PM

The file appears to be empty. | think it takes my ip address and desktop screenshot
and sends it to you. Why do you need this?

R 116 PM

Chrome password information, cookie information, system information,
screenshots, ip address. You collect them, zip them and send them to yourself via
the api telegram. | will report you.

- W ended the contract 120 PM

View details

Wed, May 17



9:08 AM GMT+1 (2 h behind)
&= run ads on facebook

Q United Kingdom (2 h behind)

Go to 1:1 Room

Block




Zararl Dosyaya Genel Bakis

| & = Manage Electric Bike Scooter UK Marketing Project - F — [m] *

Home Share Wiew Picture Tools o
3 Quick access '

™ » Electric Bike Scooter UK Marketing Project - F
N
[ Desktop m \?\‘
a - ;
& Downloads T | o
Viowan “ o ——

|5 Documents
— Digital Marketing ES-N4.jpg F9X.jpg M2 Kids OX1-4jpg VB2 Electric
=] Pictures Plan - Facebook e-Scooter!jpg Folding Bike.jpg
N Advertising
M
J‘ use Campaign 2023...

v 0 O Search Electric Bike S...

Program Files

Drrnrann Eilar £261

Sekil 1- Zararl dosyanin bulundugu klasér

Elde edilen dosyaya ilk bakista bir adet word ve bes adet .jpg uzantili dosya oldugu
gorulmektedir.

v Digital Marketing Plan - Facebook Advertising Campaign 2023 ...
Security Details Previous Versions
G | ibili igi i . . s s
Compy Dt Suees Ancak biraz incelendiginde word dosyasi gibi

EI [1an - Facebook Advertisng Campaign 2023 - 1.exe gérinen dosyanin aslinda .exe wuzantili bir
e i Aoploston (e16) gallstlrllgb.lllr. dosya oldlug.u. ve |i:o"nu nun Yvord
Description:  EXECaller belgelerinin iconu ile degistirildigi gérilmektedir.
Location: C:iUsers'ucy_\OneDrive'\Desktop'Electric Bike Sc
Size: 17.7 KB (18,160 bytes)
Size on disk:  20.0 KB (20,480 bytes)

Sekil 2- Word dosyasi gibi gériinen calistirilabilir dosya

Electric Bike Scooter UK Marketing Project - F Properties

General Sharng Secunty Previous Versions  Customize

Klasér biraz daha incelendiginde
48.4MB oldugu goérilmektedir. Ancak
icerisindeki dosyalarin  boyutlar ile

Blectric Bike Scooter UK Marketing Project - F

Type: File folder karsilastirilinca bu boyutu
Location: C:wUserstucy_\OneDrive’\Desktop karsilamadigi gorilmektedir.
Size: 43 4 MB (50,738 565 bytes)

Size on disk: 48.4 MB (50,806,784 bytes)

Contains: 7 Files, 0 Folders

Sekil 3- Zararli klas6rin igerigi




|| - Manage

. TH Preview peffe &) Extralarge icons =] Large icons

=fi Smallicons BE List
Navigation [TH Details pane = m=
pane~ si= Tiles E= Content

Panes Layout

3 vownl . o

& Downloads
“i| Documents
Digital Marketing Digital Marketing
Plan - Facebook Plan - Facebook
. Advertising Advertising
M
b Music Campaign 2023.. |  Campaign 2023..,

L S .

= Pictures

Program Files
Program Files (x86)
B Videos

ZE Medium icons I [
== Details

Electric Bike Scooter UK Marketing Project - F

Group by *

[] ttem check boxes EI

Add columns [w] File name extensions

Sort Hide selected  Options

by~ Size all columns to fit _ [lw] Hidden items items =

Current view Show/hide
~ Ll y
T ' ) vt e,
' - 0
e £2 5 : .
ES-N4.jpg FeX.jpg M2 Kids 0X1-4jpg VB2 Electric

e-Scooter!.jpg Folding Bike.jpg

Sekil 4- Klasor icerisinde gizlenen zararl dosya

Ardindan gizli dosya olabilecedi dusUndlerek gizli dosyalarin géranarliga acgildiginda ise

work iconuna sahip bir gizli dosya

nin oldugu gorilmektedir.

v Digital Marketing Plan - Facebook Advertising Campai...

General Compatibilty Securty Details Previous Versions

m |'Ian - Facebook Advertising Campaign 2023 - 2.exe|

Type of file:  Application {.exe)

Description:  Mode js JavaScript Runtime

Location: C:iUsers\ucy_\OneDrive'\Desktop'Blectric Bike Sc
Size: 47.7 MB (50,062,875 bytes)
Size on disk: 477 MB (50,065,408 bytes)

Created: Thursday, May 11, 2023, 2:20:55 FM
Modified: Tuesday, May 9, 2023, 11:25:06 FM

Accessed: Today, May 16, 2023, 12 minutes ago

Attributes: [ Read-only Hidden Advanced...

Sekil 5- Word dosyasi gibi gériinen diger

*

Tekrardan bu dosyada incelendiginde ise bu dosyanin
ilk bulunan dosya gibi word iconuna sahip ancak
47.7MB boyutunda .exe uzantili ¢alistirilabilir bir dosya

oldugu goérilmektedir.

zararl dosya



EXECaller.exe Analizi

Statik Analiz

ik olarak klasor icerisinde bulunan gizli olmayan dosyanin analiz islemine baslanmistir.

Adi Digital Marketing Plan - Facebook Advertising Campaign 2023 - 1.exe

MD5 e50c75046¢cbal3d78eeal37cafe11610bb

SHA256 d6549c64b044ec6391dd9cf96307df6234f56c2357f18db5a52461381
79cae25

Dosya Turu PE32 / Exe

Offset
00000000
00000200
00001000
0000100

Diagram

Offset

Size
00000200
0000000
0000000
00000200

00000000

not packed(30%)

Entropy Status

268428 not packed
5.06737 not packed
291702 not packed
0.08436 not packed

MName

PE Header
Section(0)['.text']
Section(1)['.rsrc’]

Section(2)['.reloc']

Sekil 6- EXECaller’'in paketleme isleminin ve entropy degerinin analizi

Dosyanin statik analizi yapilirken paketleme isleminin yapilip yapiimadi kontrol edilmistir ve

paketleme isleminin yapilmadigi tespit edilmistir.




Digital Marketing Plan - Face =

Property Value
- File Mame ChUsersh lucy_\OneDrive\Desktop'\Electric Bike Scooter UK Marketing...

File Type Portable Executable 32 \MET Assembly
File Info Microsoft Wisual Studio NET
File Size 17.73 KB (18160 bytes)
PE Size 2,00 KB (8192 bytes)

FileDescription EXECaller

FileWersion 1.0.0.0

InternalMame EXECaller.exe

LegalCepyright

Copyright © 2023

LegalTradernarks

OriginalFilename EXECaller.exe
ProductMame EXECaller
ProductVersion 1.0.0.0

Sekil 7- EXECaller Uizerinde yapilan statik analiz

Dosyanin statik analizi yapilirken .NET ile yazilmis oldugu goérilmektedir. Ardindan biraz

daha incelendiginde ise orjinal isminin aslinda “EXECaller” oldugu dikkat ¢ekmistir.



B'Dig'rtal Marketing Plan - Facebook Advertising Campaign 2023 - 1.exe
B'Dig'rtal Marketing Plan - Facebook Advertising Campaign 2023 - 1.exe
B'Dig'rtal Marketing Plan - Facebook Advertising Campaign 2023 - 1.exe
B'Dig'rtal Marketing Plan - Facebook Advertising Campaign 2023 - 1.exe
B'Dig'rtal Marketing Plan - Facebook Advertising Campaign 2023 - 1.exe
B'Dig'rtal Marketing Plan - Facebook Advertising Campaign 2023 - 1.exe

6924 <2Load Image
6924 <2 Load Image
6924 7 Createfile

C:\Windows'System 32 ntdll dll
C:\Windows'\SysWOW6E4\ntdll.dl
C:\Windows"\Prefetch\DIGITAL MARKETING PLAN - FACE-51AD6557 pf

6924 ‘s QueryStandardinformationFile C:\Windows'\Prefetch\DIGITAL MARKETING PLAN - FACE-51AD6557 pf

6924 '+ ReadFile
6924 v CloseFile

Sekil 8- Zararlinin .pf uzantil dosya olusturmasi

C:\Windows'\Prefetch\DIGITAL MARKETING PLAN - FACE-51AD6557 pf
C:\Windows'\Prefetch\DIGITAL MARKETING PLAN - FACE-51AD6557 pf

EXECaller “C:\\Windows\Prefetch” dizinine “DIGITAL MARKETING PLAN-FACE-51AD6557"

adinda .pf uzantil bir dosya olugturup bu dosyanin igerigini okudugu gorulmektedir.

. ol Digital Marketing Plan - Facebook Advertising Campaign 2023 - 1.exe
. ol Digital Marketing Plan - Facebook Advertising Campaign 2023 - 1.exe
. ol Digital Marketing Plan - Facebook Advertising Campaign 2023 - 1.exe
. ol Digital Marketing Plan - Facebook Advertising Campaign 2023 - 1.exe
. B'Dig‘rlal Marketing Plan - Facebook Advertising Campaign 2023 - 1.exe
. B'Dig‘rlal Marketing Plan - Facebook Advertising Campaign 2023 - 1.exe

6924 ¢ load Image
6924 ¢ load Image
6924 ¢ load Image
6924 % Load Image
6924 < Load Image
6924 < Load Image

CAWindows\Microsoft. NET\Framework \w4.0.3031 5 wcir dll
CAWindows W SysWIOW 64 userd2 dil
CAWindows W SysVWIOW 64 win 32u dll
CAWindows\WSys\WOW 64 \gdid2 dil
CAWindows'\SysWOW 64'gdi32full d
CAWindows W SysWOW 64 \msvcp _win.dil

. B'Dig‘rlal Marketing Plan - Facebook Advertising Campaign 2023- 1exe 6924 < Load Image CAWindows\SysWOW 64 \wertbase.dll

Sekil 9- DIl yuklemesi

Zararli dosya, islemlerini gerceklestirebilmek icin bir¢cok dll dosyasini yukledigi gérulmektedir.

‘EliDigial Maeling Plan - Facebook Advertisng Campaign 2023 - 1exe 6924 ' Createfile A\ Usersucy_AppDataLocal Microsol Windows Caches \cversions. 1.d5 SUCCESS i
GDigtal Marketing Plan - Facebook Advertisng Campaign 2023- 1.exe 6924 s CreateFileMapping C:\Users'lucy_\AppData'\Local\Microsolt\Windows' Caches \cuersions. 1.db FILE LOCKED WITH ONLY READERS {
GDigtal Marketing Plan - Facebock Advertisng Campaign 2023 - 1.exe 6924 s QueryStandandinfomnation il C:\Users\lucy _\App Data'\Local \Microset \Windows\Caches \cversions. 1.db ICCESS 1

W Digital Marketing Plan - Facebook Advertising Campaign 2023 - 1.exs 6924 s CreateFileMapping CAUsers'lucy_\ppData'Local\Microsoft \Windows'Caches \cversions. 1.db SUCCESS
o Digital Marketing Plan - Facebook Advertising Campaign 2023 - 1.exe 6924 s ClascFile CA\Users ucy_\AppData'Local\Microsoft \Windows'Caches \cversions. 1.do SUCCESS
o@iDigital Marketing Plan - Facebook Advertising Campaign 2023- 1.exe 6924 s CreateFile €\ Users ucy_\AppData®Local\Microsoft \Windows'Caches \{AFBFSF 1A-BEEB-4C 77-AF 34-CB47E37CAODS). 1 verlb0000000000000004 db SUCCESS 1
ogiDigtal Marketing Plan - Facebook Advertising Campaign 2023+ 1.exe 6924 s QueryStandardinformationFie C:\ Users\ucy_\AppDatahLocal\Microsoft \Windows'Caches \{AFBFOF 1 A-8EEB-AC 77-AF 34-C64 TE37CADD ). 1 ver(h:000000000D000D04. db SUCCESS 4
ogDigtal Marketing Plan - Facebook Advertising Campaign 2023 - 1.exe 6924 s CreateFileMapping €2\ Userslucy_\AppData'Local\Microsoft \Windows'Caches \{AFBFSF 1A BEEB-4C 77-AF34-C647E37CAODS). 1.ver(:0000000000000004. db FILE LOCKED WITH ONLY READERS §

ndDigtal Marketing Plan - Facebook Advertising Campaign 2023- 1.exe 6924 s QueryStandardinfornationFie: C:\ Users\lucy_\AppData'Local\Microsoft \Windows \Caches \(AFBFOF 1A-BEES-4C 77-AF 34-C647E37CAND ). 1.ver(0000000000000004. do SUCCESS
C\Users lucy_\AppData"Local\Migrosoft \Windows'Caches \(AFBFSF 1A-8EEB-4C 77-AF 34-C647E37CAIDS). 1 verlk0000000000000004.db SUCCESS
C:\Users'lucy_\AppData\Local\Microsoft \Windows'Caches \{AFBFSF 1A-8EEG-ACT/-AF 24-C64 FE3CAODS) 1 ver(k000000000D000004 b

G Digital Marketing Plan - Facebook Advertising Campaign 2023 - 1.exe 6324 s CreateFileMapping
 Digital Marketing Plan - Facebook Advertising Campaign 2023 - 1.exe i s¢

SUCCESS

Sekil 10- Zararlinin .db uzantill birgok database dosyasi olusturmasi

“C:\\Users\*\AppData\Local\Windows\Caches” dizininde birden fazla .db uzantih dosya

olusturdugu goérulmektedir. Bu dosyalari sadece okuyucu izni ile kilitledigi gorilmektedir.

A LIS IMGINGLI I 1 1GH - | GUEULUN MUYGIUN Y GIINGIG VA T LEAT Vet H 1ICYTRSHINGY

gugna\ Marketing Plan - Facebook Advertising Campaign 2023- 1.exe 6324 <2 Process Create

A 1 A T 11 TS | G0
C:\Users'lucy_*OneDive" Desktop*Bectric Bike Scooter UK Marketing Project - F\Digkal Marketing Plan - Facebook Advertising Campaign 2023 - 2 exe
Digtal Marketing Plan - Facebook Advertising Campaign 2023- 2exe 4312 2 Process Start
Digital Marketing Plan - Facebook Advertising Campaign 2023 - 2exe 4312 <2 Thread Create

Sekil 11- Zararli islemler igin yeni bir process olusturma

Zararli daha sonra ayni dizinde bulunan diger .exe uzantili dosyalari ¢alistirmak icin yeni bir

process olusturur.



Dinamik Analiz

Sekil 12- Kod karmasikhgi analizi

EXECaller dosyasinin kaynak kodu incelendiginde ise kod karmasikhgi (obfuscate) igleminin

uygulanmadigi, fonksiyon ve parametre adlarinin direk okunabildigi gérilmektedir.

EXECaller dosyasinin genel yapisi
incelendiginde tek bir modulin
b =B Type References bulundugu basit bir program oldugu

[* --B References gOrulmektedir.
b{} -
4 {} EXECaller

Sekil 13- Zararli dosyanin genel yapisi

Sekil 14- Dizin icerisinde bulunan dosyalarin listelenmesi

Kaynak kodun dinamik analiz islemi sirasinda “Get()” metodu bulunur ve bu metot, mevcut

dizindeki tim dosyalari bulur ve bu dosyalarin listesini dondrdr.



Sekil 15- Kaynak kodun analizi

[T}

Ardindan “cur()” metodu bulunmaktadir. Bu metot mevcut uygulamanin adini alir ve “x

karakterlerini tekrardan “x” karakteri ile degigtirir.

Sekil 16- Ana fonksiyonun analizi

Devaminda Main fonksiyonu yer almaktadir. Bu fonksiyon incelendiginde ise try catch yapisi
kullanildigi gortlmektedir. Main fonksiyonunda ilk olarak “Get()” metodunu gagirarak mevcut
dizindeki tum .exe uzantilli dosyalari bulur. Ardindan mevcut dizinde bulunan tim .exe

uzantili dosyalari kullanici izni olmadan tek tek galistirir.



Node.exe Analizi

Ardindan ayni dizinde bulunan node.exe olarak adlandirnlan gizli dosyanin analizine
baslanmistir.

Adi Digital Marketing Plan - Facebook Advertising Campaign 2023 - 2.exe

MD5 57339648bb57b052146d70ba601afe71

SHA256 572366fbe92b4cd5d6a753ab0247fdd883b3b118ee0bf2f1d6e1c9e2a
debd119

Dosya Turl PE64 / Exe

4 ﬂ Digital Marketing Plan - Fa... 11812 635 1.69 MB/s 6259 MB  LUCY\Jucy_ Mode,js JavaScript Runtirme
E¥ conhost.exe TTod 0.06 14 kB/s 6.56 MB  LUCY\lucy_ Conscle Window Host

Sekil 17- Zararli dosyanin kurban sistemde olusturdugu process tree

Offset Size Count Size Ii
Reload
00000000 35 =0

Save diagram

not packed{80%)

Regions

Offset Size Entropy Status NET T
00000000 00000200 268428 not packed PE Header
00000200 0000000 5.06737 not packed Section(0)[".text']
00001000 00000eDD 2.91702 not packed Section(1)[".rsrc']
0000700 00000200 0.08436 not packed Section(2)[".reloc']

Diagram

Sekil 18- Ana zararlinin paketleme igleminin ve entropy degerinin analizi

Dosyanin statik analizi yapilirken paketleme isleminin yapilip yapiimadi kontrol edilmigtir ve

paketleme igsleminin yapiimadigi tespit edilmistir.



v A » This PC » Local Disk (C:) » Windows » Prefetch » v O

MName Date modified Type Size
ck S 18T BT A . -
aceess [7] DIGITAL MARKETING PLAN - FACE-65031FDC.pf  5/18/2022 5:17 AM PF File 28 KB
wltnn B e i e imm 4 = = mem mm—— e — e —— -
Digital Marketing Plan - Facebook Adverising Campaign 2023 - Zexe 4312 'w CreateFile C\Windows\Prefetch\DIGITAL MARKETING PLAN - FACE-65031FDC pf
Diigital Marketing Plan - Facebook Advertising Campaign 2023 - 2exe 4312 ' GueryStandardinformationFile C:"Windows'\Prefetch \DIGITAL MARKETING PLAN - FACE-65031FDC pf
Digital Marketing Plan - Facebook Advertising Campaign 2023 - Zexe 4312 = ReadFile C\Windows\Prefetch\DIGITAL MARKETING PLAN - FACE-65031FDC pf
. _Digilal Marketing Plan - Facebook Advertising Campaign 2023 - 2exe 4312 n CloseFile C:\Windows\Prefetch \DIGITAL MARKETING FLAN - FACE-65031FDC pf

Sekil 19- Zararlinin .pf uzantih dosya olusturmasi

Zararli “C:\\Windows\Prefetch” dizinine “DIGITAL MARKETING PLAN-FACE-65031FDC”

adinda .pf uzantil bir dosya olugturup bu dosyanin igerigini okudugu goérulmektedir.

Diaital Marketina Plan - Facebook Ad\tertisina Cami:nai;n 2023-2exe 4312 H-L';;’Thr:ead Crea'Ee

Digital Marketing Plan - Facebook Advertising Campaign 2023 - 2exe 4312 < Load Image C\Windows \System32ws2_32.dIl
Digital Marketing Plan - Facebook Advertising Campaign 2023 - 2exe 4312 <®Load Image C:\Windows'\System32\mpertd dil
Digital Marketing Plan - Facebook Advertising Campaign 2023 - 2exe 4312 <% Load Image C\WindowsSystem 32 psapi dil
Digital Marketing Plan - Facebook Advertising Campaign 2023 - 2exe 4312 < Load Image C:\Windows'\System 32 advapi32 dll
Digital Marketing Plan - Facebook Advertising Campaign 2023 - 2exe 4312 <2 Load Image CAWindows \System3Z\msvert dll

Sekil 20- Zararlinin dll yiklemesi

Zararl dosya, iglemlerini gerceklestirebilmek igin bircok dIl dosyasini ylkledigi gorilmektedir.

... IgliLhgtal Marketing Hlan - Facebook Adverising Lampaign £UZ3 - Zexe 4314 P HegUueryvalue HELM \aystem \eumentLontrolset \Lontrolession ManageroateLilsearch Mode
Digital Marketing Plan - Facebook Advertising Campaign 2023 - Zexe 4312 'm CreateFile C:\Usersucy_“OneDrive‘\Desktop\Hectric Bike Scooter UK Marketing Project - Frdbghelp dil
Digital Marketing Plan - Facebook Advertising Campaign 2023 - 2exe 4312 <2 Load Image C:\Windows"\System32'wcrtbase dll

Sekil 21- DIl taramasi

Zararli bulundugu dizinde “dbghelp” gibi birgcok farkli dll dosyasi aramaktadir ancak ayni
dizinde bulunmadigi icin NAME NOT FOUND déndirmektedir.

o
. Il Digital Marketing Plan - Facsbook Advertising Campaign 2023 - 2exe 4312 < Thread Create SUCCESS
Digttal Marketing Plan - Facebook Advettising Campaign 2023 - 2exe 4312 & CreateFile C:\Program Files\Common Files\S5L \openssl enf PATH NOT FOUND
Digital Marketing Flan - Facebook Adverising Campaign 2023 - 2exe 4312 ' CreateFie C:\Program Files\Common Files\S5L \openssl cnf PATH NOT FOUND

Sekil 22- Openssl Uizerinde islemler

Zararli dosya, kurban cihazda openssl yapilandirma dosyasi olan “openssl.cnf’ dosyasini

aramaktadir.



Digital Marketing Plan - Facebook Advertising Campaign 2023 - 2exe 4312 s Createfile CAUsers'lucy_\AppData’Local\ Temp'pkg'e 1d820be 3932547 deB0c(f240937d4367cact 37c2cef 321
Digital Marketing Flan - Facebook Advertising Campaign 2023 - 2exe 4312 s QueryBasiclfomnationFile  C:\Users\ucy_\AppData’\Local\Temp \pkg'e 1d820be 19398ae83c 3932947c 95codBdeBbe 2408374486 Toac 37c 20ef 821

Digital Marketing Plan - Facebook Advertising Campaign 2023 - 2exe 4312 s CloseFile € \Userstlucy_\AppData’Local\ Temp'pkg\e 1d820be 1999826830 3932947 95cc A48de Boc0f 24b 537d486 Teact 3c 2eef 821
Digital Marketing Plan - Facebook Advertising Campaign 2023 - 2exe 4312 s CreateFile € \Users\lucy_\AppData’Local\ Temp'pkg\e 1d820be 1999856830 393294 7 95cc 4 8de Boc0f 24b 5374486 Teact 3 2eef 821
Digttal Marketing Plan - Facebook Advertising Campaign 2023 - 2exe 4312 s QueryAllinformation File C\Users\lucy_\AppData’Local\Temp \pkg\e 1d820be 193985e83c 1932947 95 d4867cack 3Tc 2cef82 1
Digttal Marketing Plan - Facebook Advertising Campaign 2023 - 2exe 4312 7 QuerylnformationVolume  C\UsersMucy_\AppData’\Local\ Temp\pkg'e 1d820be 1993822 83c 3133294 e 95 486 Tcack e 2cef 821
Digtal Marketing Plan - Facebook Advertising Campaign 2023 - 2exe 4312 7 CloseFile € \Users\ucy_\AppData\Local\ Temp'pkg\e 1d820be 1993826 83393294 7c 95 4486 7caci 37c 2cef 821
Digital Marketing Plan - Faceback Advertising Campaign 2023 - 2exe 4312 7 Createfile C\Users\ucy_\AppData\Local\ Temp'pkg\e 1d820be 199982 83c 393294 7c 95 4486 Tcack 37c 2cef 821 \win-protect
Digital Marketing Plan - Faceback Advertising Campaign 2023 - 2exe 4312 7 QueryBasiclnforationFile  C:\Users\ucy_\AppData‘Local\ Temp'\pkg'e 1d820be 199982 83c 393294 7c 95 4486 7cack 37c 2cef 821 \win-protect
Digital Marketing Plan - Facebaok Advertising Campaign 2023 - 2exe 4312 7 CloseFile C\Users\lucy_\AppData’Local\ Temp'pkg'e 1d820be 393294 2409374486 7cact 37c 2cef82 1 win-protect
Digital Marketing Plan - Facebook Advertising Campaign 2023 - 2exe 4312 T Createfile C\UsersMucy_\AppData'Local\Temp“pkg'e 1d820be 1999883393294 7c S5cc 4 8de B (f24b 937d486 Teacf 37 2cef 82 1 \win-protect
Digital Marketing Plan - Facebook Advertising Campaign 2023 - 2exe 4312 s QueryAllinformation File € \Userstlucy_\AppData’Local\ Temp'pkg\e 1d820be 1999826830 353294 7c 95cc 4 8de Boc0f 24b 537d486 Teact 3c 2eef 82 T'win protect
Digital Marketing Plan - Facebook Advertising Campaign 2023 - 2exe 4312 s QuerylnformationVolume  C:\Users\ucy_\AppData’\Local\Temp'pkg'e 1d820be 1393822 83c 3133254 TcS5cc SdeSbeF24b 9370 486 Teact 17c2cef 821 \win protect
Digttal Marketing Plan - Facebook Advertising Campaign 2023 - 2exe 4312 s CloseFile C\Users\lucy_\AppData’Local\Temp \pkg\e 1d820be 193985e83c 1932947 95 d4867cack 37c 2cef B2 T\win-protect
Mame Date modified Size
win-protect 2023 4:24 AM File folder
Sekil 23- Win-Protect kurulumu
Digital Marketing Plan - Facebook Advertising Campaign 2023 - 2exe 4312 s CreateFile C:\Usersilucy_\AppData'Local\Temp'pkg\ Ab52b 7817086 06502406608 1384be b 72e53e 1 1d ToBal 7b49dd4 17eb 78a0 1
Digtal Marketing Plan - Facebook Advertising Campaign 2023 - 2exe 4312 % QueryBasicinformationFile C:\Users\ucy_\AppData\Local\Temp'\pkg\ Ab52b 7817090065c 24006081394be b 722 5 e 11d7cB20f b 49dd417b78a01
Digital Marketing Plan - Facebook Advertising Campaign 2023 - 2Zexe 4312 & CloseFie C:\Users\lucy_‘\AppData‘Local\Temp'pkg\ #b52b 7817090 065c240b6b 8 1394bebe 722532 11d 7cBalf b 45dd4 17eb 78a01
Digital Marketing Plan - Facebook Advertising Campaign 2023 - 2exe 4312 ¥ CreateFile C:\Users\ucy_\AppData'\Local'\Temp'pkg\ Ab52b 7817090065c 24006081394be be 722 5¥e 11d7c Belf b 49dd417eb78a01
Digital Marketing Plan - Facebook Advertising Campaign 2023 - 2exe 4312 s QueryAllinformationFile C:\Users\lucy_\AppData‘Local\Temp'plkg\ Ab52b 781705 065c240b6b8 1394be be 72e53e11d 7cBelf Th45dd4 17eb 78a01
Digital Marketing Plan - Facebook Advertising Campaign 2023 - 2exe 4312 s QueryinformationVolume C:\Users\ucy_\AppData‘\Local\Temp‘pkg\ Ab52b 7817050 065c240b6b8 1394be be 72253 e 11d 7cBelf Th45dd4 17eb 78a01
Digital Marketing Plan - Facebook Advertising Campaign 2023 - 2.exe 4312 4 CloseFie C:\Users\lucy_AppData\Local\Temp'\pkg\ Ab52b 781709b065¢ 240b6b81394be b 722 5% 11d T Be i 7o 49ddd 1 7eb 78a01
Digital Marketing Plan - Facebook Advertising Campaign 2023 - 2exe 4312 s CreateFile C:\Usersilucy_\AppData'Local\Temp'pkg\ Ab52b 7817086 06502406608 1384be b 72e53e 1 1d ToBalf 7h45dd4 17eb 78a0 1 salited
Digtal Marketing Plan - Facebook Advertising Campaign 2023 - 2exe 4312 % QueryBasicinformationFile C:\Users\ucy_“AppData‘Local\Temp'pkg\ Ab52b 7817090065¢ 24006081394be 6e 722 5¥e 11d7c8e0f b 49dd417eb 78201 sqlte 3
Digital Marketing Plan - Facebook Advertising Campaign 2023 - 2exe 4312 7 CloseFile C:\Usersilucy_\AppData'Local\Temp\pkg\ Ab52b 7817086 0656240b6081384be b 72e53e 1 1d To8al 7h45dd417eb 78a0 1 salite3
Digtal Marketing Plan - Facebook Advertising Campaign 2023 - 2exe 4312 ' CreateFile C:\Users\ucy_\AppData\Local\Temp'pkg\ Ab52b 7817090065c 24006081394be 6722 5¥e 11d7c8e0f b 45dd4172b 70201 \sqlte 3
Digital Marketing Plan - Facebook Advertising Campaign 2023 - 2exe 4312 s QueryAllirformationFile C:\Users\lucy_\AppDataiLocal\Temp'pkg\Ab52b 781709b065¢240b6b81394be be 722531 1d TeSeli Tb49ddd 1 7eb 78al 1 sqlte3
Digital Marketing Plan - Facebook Advertising Campaign 2023 - 2exe 4312 s QuerylnformationVolume  C:\Users'ucy_\AppData'Local\Temp \pkg\Ab52b 781709065¢ 24 0b6b81394be 6e 726 53¢ 11d 7c8el b 49dd417eb 78aD  \sqlie 3
Digital Marketing Plan - Facebook Advertising Campaign 2023 - 2.exe 4312 4 CloseFile C:\Users\lucy_AppData\Local\Temp'pkg\ Ab52b 7817095065 240b6681394be be 722 5% 1 1d TeBe i Tb 49ddd 1 7eb 78a0 1 \sqlte 3
Fal
MName Date modified Type Size

L

sqlite3 2023 4:24 AM File folder

Sekil 24- Sqlite3 Kurulumu

Kurban cihazda, sqlite3 ve win-protect kurulumu yaptigi tespit edilmistir.

Digital Marketing Plan - Facebook Advertising Campaign 2023 - 2exe 4312 'w CreateFile C:hUsersilucy_\AppData‘Local'Google Chrome'\User Data'\Defaul\Network \Cockies
Digital Marketing Plan - Facebook Advertising Campaign 2023 - 2exe 4312 'm CreateFile C:\Users\lucy \AppDatatLocal"Google\Chrome\User Data'\Default \Network \Cockies
Digital Marketing Plan - Facebook Advertising Campaign 2023 - 2.exe 4312 ‘& QueryAttribute TagFile C:\UsersMucy_\AppData‘LocalGoogle Chrome'\User Data'\Default\Network \Cookies
Digital Marketing Plan - Facebook Advertising Campaign 2023 - 2exe 4312 'm CloseFile Ch\UsersMucy_\AppDatatLocal'Google’\Chrome\User Data\Default\Login Data_

Digital Marketing Plan - Facebook Advertising Campaign 2023 - 2exe 4312 ‘s QueryStandardinformationFile C:\Userstucy_‘\AppData‘Local\Google"Chrome\User Data‘\Default\Network \Cookies
Digital Marketing Plan - Facebook Advertising Campaign 2023 - 2exe 4312 'm QueryBasicinformationFile C:h\Usershlucy_\AppData‘Local'Google Chrome \User Data’\Default\Network \Cockies
Digital Marketing Plan - Facebook Advertising Campaign 2023 - 2exe 4312 'm QueryStreaminformationFile  C:\UsersMucy “AppData‘Local"Google"\Chrome\User Data\Default \Network \Cockies
Digital Marketing Plan - Facebook Advertising Campaign 2023 - 2exe 4312 'm QueryBasicInformationFile C:\Users\lucy \AppDatatLocal"Google\Chrome\User Data'\Default \Network \Cockies

Digital Marketing Plan - Facebook Advertising Campaign 2023 - 2exe 4312 v CreateFile ChlsersMucy_\AppData‘Local\Microsoft\Edge\User Data*Default\Network \Cockies
Digital Marketing Plan - Facebook Advertising Campaign 2023 - Zexe 4312 'm QueryAttribute TagFile CAUsersNucy_\AppData\Local\Microsoft\Edge\User Data‘\Default \Network \Cookies
Digital Marketing Plan - Facebook Advertising Campaign 2023 - 2exe 4312 'm QueryStandardinformationFile C:\Users\ucy_“AppDataLocal\Microsoft\Edge'User Data'Default\Network '\Cookies
Digital Marketing Plan - Facebook Advertising Campaign 2023 - Zexe 4312 s QueryBasiclnformationFile Clserstucy_‘AppData‘Local\Microsaft'\Edge'User DataDefault\Network \Cookies
Digital Marketing Plan - Facebook Advertising Campaign 2023 - 2exe 4312 & QueryStreaminformationFile  C:\Users\lucy_‘\AppData‘Local\Microsoft\Edge'\User Data'\Default\Network \Cookies
Digital Marketing Plan - Facebook Adverising Campaign 2023 - Zexe 4312 s QueryBasiclnformation File CAlsers\ucy_“AppData“Local\Microsoft\Edge'\User Data*Default\Network \Cookies
Digital Marketing Plan - Facebook Advertising Campaign 2023 - 2exe 4312 ‘s QueryEalnformationFile CAlserstlucy_“AppData“Local\Microsoft\Edge" User Data"Default\Network \Cookies
Digital Marketing Plan - Facebook Advertising Campaign 2023 - 2exe 4312 ' CreateFile Clserstucy_‘AppData‘Local\Microsoft\EdgeUser Data*Default\Network \Cookies _
Digital Marketing Plan - Facebook Adverising Campaign 2023 - 2exe 4312 ‘s QueryAltibutelnformationVol... C:\Users\lucy_‘\AppData'Local\Microsoft Edge'\User Data'\Default \Network \Cookies_

Sekil 25- Tarayicilarin Cookie dosyalarini ¢galmasi

Zararl bulundu@u cihazdaki tum tarayicilarin “Cookies” dosyalarini taradigi goérulmektedir.

Digital Marketing Plan - Facebook Advertising Campaign 2023 - Zexe 4312 TCP Connect lucy localdomain:59114 -= 81.59.117.34 be googleusercontent.com:https
Digital Marketing Plan - Facebook Advertising Campaign 2023 - 2exe 4312 & TCP Send lucy localdomain:59114 -= 81.59.117.34 be googleusercontent.com:https
Digital Marketing Plan - Facebook Advertising Campaign 2023 - 2exe 4312 L TCP Receive lucy localdomain 55114 -> 81.59.117 .34 bc googleusercontent com hitps
Digital Marketing Plan - Facebook Advertising Campaign 2023 - 2exe 4312 B TCP Receive lucy localdomain 59114 -> 81.59.117.34 be googleusercontent.com:hitps
Digital Marketing Plan - Facebook Advertising Campaign 2023 - Zexe 4312 G'TCP Send lucy localdomain:59114 -> 81.59.117.34 be googleusercontent.com:https
Digital Marketing Plan - Facebook Advertising Campaign 2023 - 2exe 4312 TCP Recsive lucy localdomain:59114 -> 81.59.117.34 be googleusercontent.com:https
Digital Marketing Plan - Facebook Advertising Campaign 2023 - Zexe 4312 TCP Send lucy localdomain:59114 -= 81.59.117.34 be googleusercontent.com:https
Digital Marketing Plan - Facebook Advertising Campaign 2023 - 2exe 4312 & TCP Disconnect lucy localdomain:59114 -= 81.59.117.34 be googleusercontent.com:https

Sekil 26- TCP baglantisi kurma

Ardindan 81.59.117[.]34 IP adresi ile TCP baglantisi kurmaktadir.



—
. E¥cmd.exe
. Eficmd.exe

.@u‘nc!.exe
» AppData » Local » Temp

ey
Mame

|j app.manifest
screenCapture_1.3.2.bat
[] screenCapture 1.3.2.exe

¢y e sy

8728 ' Createfile

8728 ‘s QueryBasicinformationFile

8728 ‘v CloseFile

» screenCapture

Date modified

P

2023 4:24 &AM
7/2023 4:24 AM

4:24 AM

|
/1

/1772

na
023

C:hUsersMucy_“AppDatatLocal\TempscreenCapture
C:h\Userstlucy_“AppData‘Local'\Temp'screenCapture
C:\UsersMucy_“AppData“Local\Temp'screenCapture

Type Size

MAMIFEST File 1KB
Windows Batch File 14 KB
Application 13 KB

Sekil 27- Anlik ekran goériintiisi almak igin program yiiklemesi yapma

Ui

gy

AT L IR I B I SR 1 TSI I s

8720 2 Process Create C:\Usersucy_\AppData‘\Local\Temp'screenCapturescreenCapture_1.3.2.exe
2352 2 Process Start

2352 <2 Thread Create

0730 M D e

.. Efomd exe
“B-screenCapture_1.3.2 exe

.. W-screenCapture_1.3 2.exe

A e LI L € by P e e €t il Cmmmin. Bl m e o e Pl

2380 ¢2Load Image C:\Usersilucy_\AppData'\Local\Temp"screenCapturescreenCapture_1.3.2.exe
2380 <2 Load Image C:\Windows'System32\ntdll.dll

2380 ' CreateFile C:\Windows'\Prefetch  SCREENCAPTURE_1.3 2. EXE-B5FB11DE pf

2380 ' QueryStandardinformationFile C:\Windows'\Prefetch\SCREENCAPTURE_1.3.2. EXE-B5FE11DE pf

2380 % ReadFile C:\Windows'\Prefetch \SCREENCAPTURE_1.3.2.EXE-B5FB11DE pf

2380 ' CloseFile C:\Windows'\Prefetch \SCREENCAPTURE_1.3.2.EXE-B5FB11DE pf

Sekil 28- Anlik ekran goriintlsi alma

Kurban sistemlerde screenCapture adinda bir program kurulumu gercgeklestirdigi daha sonra

bu programi ¢alistirmak icin yeni bir process olusturdugu gorilmektedir.

‘W-screenCapture_1.3.2.exe 2352 s WriteFile CilUsers\ucy_‘\AppData‘Local\Temp2023417-4312-buFTwo .wo Ifv jpg
‘B screenCapture_1.3.2 exe 2352 ' WriteFile CAlsers\ucy_\AppData‘Local\Temp\2023417-4312-bu%Two .wo v jpg
‘I- screenCapture_1.3.2.exe 2352 s WriteFile CAUsersNucy_\AppData‘Local\ Temp\2023417-4312budTwo.wo 1fv jpg
‘B screenCapture_1.3 2 exe 2352 T WriteFile Clsers\ucy_‘\AppData’Local\Temp"2023417-4312-bu%1wo wo v jpg
‘I- screenCapture_1.3.2.exe 2352 ' WWhiteFile CAUsers\ucy_\AppData‘Local\ Temp\2023417-4312bu%Two.wo 1fv jpg
‘W-screenCapture_1.3 2 exe 2352 v CloseFile Clsers\ucy_‘\AppData‘Local\Temp2023417-4312-bu%Two wo Tfv jpg
s PO PO S P

Sekil 29- Anlik ekran goriintlsi alma

Ardindan bu program araciligi ile kurban sistemin anlik ekran fotografini aldigi tespit

edilmigtir.



Digtal Matkceting Plan - Facebaok Advertsing Campaign 2023 -2exe 4312 7 GuenyAlifomationFle  C:\Users uey_\AppData\Local\ Temp\2023417-43126u3Two wo v ipg
Digtal Marketing Plan - Facebaok Advertsing Campaign 2023 -2exe 4312 7 GuerylnformationVolume  C:\Users\iuey_\AppData\Local\Temp\2023417-43125u3Two wo v iog

Digital Marketing Plan - Facebook Advertising Campaign 2023 - 2exe 4312 ‘v ReadFile C:\UsersNucy_\AppData'Local\Temp\2023417-4312bu8 Two wo Tfv jpg
Digital Marketing Plan - Facebook Advertising Campaign 2023 - 2exe 4312 ‘v CloseFile C:\UsersNucy_\AppData'Local\Temp\2023417-4312bu8 Two wo Tfv jpg
Digital Marketing Plan - Facebook Advertising Campaign 2023 - 2exe 4312 fwu CreateFile C:\UsersNucy_\AppData'Local\Temp\2023417-4312bu8 Two wo Tfv jpg
Digital Marketing Plan - Facebook Advertising Campaign 2023 - 2exe 4312 ‘v QuerylnformationVolume C:\UsersNucy_\AppData'Local\Temp\2023417-4312bu8 Two wo Tfv jpg
Digital Marketing Plan - Facebook Advertising Campaign 2023 -2exe 4312 v QueryAllinformationFile C:\UsersNucy_\AppData'Local\Temp\2023417-4312bu8 Two wo Tfv jpg
Digital Marketing Plan - Facebook Advertising Campaign 2023 -2exe 4312 s SetDisposttioninformationFile  C:\Users\lucy_‘\AppData\Local' Temp'2023417-4312-budTwo wo Ifv jpg
Digital Marketing Plan - Facebook Advertising Campaign 2023 - 2exe 4312 ‘v CloseFile Ci\UsersMucy_\AppData'Local\Temp\2023417-4312bu 8 Two wa Tfv jpg
Digital Marketing Plan - Facebook Advertising Campaign 2023 - 2exe 4312 fwu CreateFile Ci\Usershucy_\ppData'Local’\95-10-17-48\screen-1jpg
Digital Marketing Plan - Facebook Advertising Campaign 2023 -2exe 4312 v WrtteFile Ci\Usershucy_\ppData'Local’\95-10-17-48\screen-1jpg
Digital Marketing Plan - Facebook Advertising Campaign 2023 - 2exe 4312 ‘v CloseFile Ci\Usershucy_\ppData'Local’\95-10-17-48\screen-1jpg
Digital Marketing Plan - Facebook Advertising Campaign 2023 - 2exe 4312 fvu CreateFile Ci\UsersMucy_\ppData'Local’95-10-17-48\Cookies
Digital Marketing Plan - Facebook Advertising Campaign 2023 - 2exe 4312 ‘v CloseFile Ci\UsersMucy_\ppData'Local’95-10-17-48\Cookies
Digital Marketing Plan - Facebook Advertising Campaign 2023 - 2exe 4312 fwu CreateFile Ci\UsersMucy_\ppData'Local’95-10-17-48\Cookies chrome_Default_cookies bt
Digital Marketing Plan - Facebook Advertising Campaign 2023 -2exe 4312 v WrtteFile Ci\UsersMucy_\ppData'Local’95-10-17-48\Cookies chrome_Default_cookies bt
Digital Marketing Plan - Facebook Advertising Campaign 2023 - 2exe 4312 ‘v CloseFile Ci\UsersMucy_\ppData'Local’95-10-17-48\Cookies chrome_Default_cookies bt
Digital Marketing Plan - Facebook Advertising Campaign 2023 - 2exe 4312 fwu CreateFile Ci\UsersMucy_\ppData'\Local’95-10-17-48\Cookies edge_Default_cookies bt
Digital Marketing Plan - Facebook Advertising Campaign 2023 -2exe 4312 v WrtteFile Ci\UsersMucy_\ppData'\Local’95-10-17-48\Cookies edge_Default_cookies bt
Digital Marketing Plan - Facebook Advertising Campaign 2023 - 2exe 4312 ‘v CloseFile Ci\UsersMucy_\ppData'\Local’95-10-17-48\Cookies edge_Default_cookies bt
Digital Marketing Plan - Facebook Advertising Campaign 2023 - 2exe 4312 fwu CreateFile Ci\Usershucy_\AppData'Local’95-10-17-48\Passwords tt
Digital Marketing Plan - Facebook Advertising Campaign 2023 -2exe 4312 v WrtteFile Ci\Usershucy_\AppData'Local’95-10-17-48\Passwords tt
Digital Marketing Plan - Facebook Advertising Campaign 2023 - 2exe 4312 ‘v CloseFile Ci\Usershucy_\AppData'Local’95-10-17-48\Passwords bt
Digital Marketing Plan - Facebook Advertising Campaign 2023 - 2exe 4312 fwu CreateFile Ci\Usershucy_\AppData'Local’\95-10-17-48\Logs txt
Digital Marketing Plan - Facebook Advertising Campaign 2023 -2exe 4312 v WrtteFile Ci\Usershucy_\AppData'Local’\95-10-17-48\Logs txt
Digital Marketing Plan - Facebook Advertising Campaign 2023 - 2exe 4312 ‘v CloseFile Ci\Usershucy_\AppData'Local’\95-10-17-48\Logs txt
[ Digital Marketing Plan - Facebook Advertising Campaign 2023 - 2exe 4312 v CreateFile Ci\Usershucy_\AppData'Local’95-10-17-48\System information bt
-~ 0E AnqT
y. * AppData * Local » 95-10-17-48 = v D ' Search 95-10-17-48
.
Mame Date modified Type Size
; 5707 33 A i
Cookies 31772023 11:33 AM File folder
5 17707 27 A -
=] Logs.tut 51772023 11:33 AM Text Document 3KB
T IANG 9 A 4
|=| Passwords.bt 51772023 11:33 AM Text Document 1KB
. ; c 17507 27 A i o0 K
|=] screen-1.pg 31772023 11:33 AM IPG File 160 KB
i i 577202 33 A 7|
|=| System information.bxt 5/17/2023 11:33 AM Text Document 1KB

Sekil 30- Topladigi verileri .txt uzantill dosyalara yazma

Zararli daha sonra kurban cihazin “C:\\Users\*\AppData\Local” dizinine kurban cihazin
internet saglayici firmasinin ip adresi ile yeni bir klasér olusturarak topladigi tim bilgileri .txt

uzantili dosyalarin igerisine ayri ayri yazip bu klasoér igerisine atmigtir.

Digital Marketing Plan - Facebook Advertising Campaign 2023 - Zexe 4312 ' WriteFile C:\Users'lucy_\AppDataLocal\95-10-17-48 zip
Digital Marketing Plan - Facebook Advertising Campaign 2023 -2exe 4312 ‘= WriteFile C:\Users'lucy_\AppData‘Local'55-10-17-48 zip
Digital Marketing Plan - Facebook Advertising Campaign 2023 - 2exe 4312 ‘= WiiteFile C:\Userslucy_\AppData‘Local'95-10-17-48 zip
Digital Marketing Plan - Facebook Advertising Campaign 2023 - 2exe 4312 = WriteFile C:\Usershlucy_“AppDataLocal\95-10-17-48 zip
Digital Marketing Plan - Facebook Advertising Campaign 2023 - 2exe 4312 'm WiiteFile CUserstlucy_“AppDataLocal95-10-17-48 zip
Digital Marketing Plan - Facebook Advertising Campaign 2023 -Zexe 4312 'm WriteFile CiUsershlucy_“AppData’Local\95-10-17-48.zip
Digital Marketing Plan - Facebook Advertising Campaign 2023 - Zexe 4312 ' WiteFile CilUsersucy_\AppData\Local\95-10-17-48 zip
Digital Marketing Plan - Facebook Advertising Campaign 2023 - Zexe 4312 ' WriteFile CilUsersucy_\AppData\Local\95-10-17-48 zip

Sekil 31- Topladidi bilgileri sikistirma islemi

Devaminda tum bu bilgileri “95.10.17[.]48” adli bir zip dosyasi icerisine sikistirdigi

gorulmektedir.
Digital Marketing Flan - Facebook Advertising Campaign 2023 - 2exe 4312 TCF Connect lucy localdomain:559115 -» 149,154 167 220chttps
Digital Marketing Flan - Facebook Advertising Campaign 2023 - 2exe 4312 TCFP Send lucy localdomain:559115 -» 149,154 167 220chttps
Digital Marketing Plan - Facebook Advertising Campaign 2023 - 2exe 4312 TCP Receive lucy localdomain:59115 -= 149.154.167 220:https
Digital Marketing Plan - Facebook Advertising Campaign 2023 - 2exe 4312 TCP Receive lucy localdomain:59115 -= 149.154.167. 220:https
Digital Marketing Plan - Facebook Advertising Campaign 2023 - 2exe 4312 ' TCP Receive lucy localdomain:59115 -> 149.154.167. 220:https
Digital Marketing Plan - Facebook Advertising Campaign 2023 - 2exe 4312 ' TCP Receive lucy localdomain:59115 -» 149.154 167 220:https
Digital Marketing Plan - Facebook Advertising Campaign 2023 - 2exe 4312 ' TCP Send lucy localdomain:59115 -» 149.154 167 220:https
Digital Marketing Plan - Facebook Advertising Campaign 2023 - 2exe 4312 ' TCP Send lucy localdomain:59115 -> 149.154.167 220:https
Digital Marketing Flan - Facebook Advertising Campaign 2023 - 2exe 4312 TCFP Send lucy localdomain:559115 -» 149,154 167 220chttps
Digital Marketing Plan - Facebook Advertising Campaign 2023 - 2exe 4312 ' CloseFile CiUsersMucy_\AppData’Local\95-10-17-48 zip
Digital Marketing Plan - Facebook Advertising Campaign 2023 - 2exe 4312 QTCF‘ Receive lucy localdomain:59115 -= 149.154.167. 220:https

Sekil 32- Telegram Uzerinden verileri yollama

Daha sonrasinda sikistirdigi bu dosyayi “149.154.167[.]220” IP adresi ile TCP baglantisi
kurarak Telegram Uzerinden yollayip sikistirdigl bu .zip uzantili dosyay! kurban cihazdan

sildigi gortulmektedir.



Network Analizi

192.168.138.152 192.168.136.2 DHS

192.168.138.2 192.168.136.152 DHS
192.168.138.152 192.168.138.2 DNS
152.168.138.2 152.168.136.152 DNS

69 Standard query @x7dc7 A ipinfo.io
85 Standard query response @x7dc? A ipinfo.io A 34.117.59.81

76 Standard query 8x5299 A api.telegram.org
92 Standard gquery response @x5299 A api.telegram.org A 149.154.167.228

¥ ApateDNS
Capture Window  DNS Hex View

- >

Time Domain Requested
05:14:28 ipirfo io

05:14:30 ipinfo o

05:14:32 ipinfo.io

05:14:34 api telegram.org

DNS Retumed &

FOUND
FOUND
FOUND
FOUND

Sekil 33- Zararlinin kurban sistemde yaptigi DNS sorgulari

Zararli dosya kurban sistemde “ipinfo.io ve “api.telegram.org” domain adreslerine DNS

sorgusu yaptigi tespit edimistir.



YARA Kurah

import “hash”
rule execaller
{
meta :
description = “EXECaller YARA Kurali”
author = “InfinitumIT Blue Team”
file_name = “EXECaller.exe”
date = “18/05/20283”
md5 = “e50c75046¢cba3d78eeal37cafe11610bb”
strings :
$s1 = “Sectigo Public Code Signing CA R36”
$s2 = “230505145359707”
$s3 = “New Jersey1”
$s4 = “Jersey City1”
$a_pdb = “EXECaller.pdb”
$a_url1 = “http://ocsp.comodoca.com0Q”
$a_url2 = “ https://sectigo.com/CPS0”

$a_url3 = “8http://crl.sectigo.com/SectigoPublicCodeSigningCAR36.crl0y”

condition: uint16(0) == 0x5A4D and filesize <= 1MB and (any of ($s*) and all
of ($a%)



import “hash”

rule node

meta :

description = “Node YARA Kurall”

author = “InfinitumIT Blue Team”

file_name = “node.exe”

date = “18/05/2023”

md5 = “57339648bb57b052146d70ba601afe71”
strings :

$s1 = “@param {number} id”

$s2 = “@param {number | object} [offsetOrOptions]

$s3 = “if (offset == null) {”

$s4 = “offset = 0;”

$s5 = “} else {“

$s6 = “WAVAWH”

$s7 = “VIA Padlock x86 64 module, CRYPTOGAMS

<appro@openssl.org>”

condition: uint16(0) == 0x5A4D and filesize <= 1MB and (any of ($s*))

by
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. Gilncel ve Lisansh

C6ziim Onerileri

Bir Antiviris Yazilimi Kullanin: Guvenilir bir antivirts
programi kullanmak, trojanlari tespit etmek ve temizlemek icin 6nemlidir.
Antiviris yaziliminizi dizenli olarak glncelleyin ve taramalar dizenli olarak
yapin.

indirmeleri ve E-posta Eklerini Dikkatlice inceleyin: Bilinmeyen kaynaklardan
veya sUpheli sitelerden dosya indirmekten kaginin. E-posta eklerini dikkatli bir
sekilde inceleyin ve tanimadiginiz veya glvenmediginiz kisilerden gelen
dosyalari agmayin.

Yaziimlari ve isletim Sistemini Gilincel Tutun: Gincellemeler, givenlik
aciklarini kapatmak icin &nemlidir. Isletim sistemi, tarayicilar, eklentiler ve
diger yazihmlarinizi gtincel tutun.

Gulcli ve Karmasik Sifreler Kullanin: Hesaplariniz i¢in gugll, benzersiz ve
karmasik sifreler kullanin. Sifrelerinizi dizenli olarak degistirin ve mumkuinse
iki faktorli kimlik dogrulama (2FA) kullanin.

internet Baglantisi ve Wi-Fi Aginizi Giivence Altina Alin: Giivenilir bir giivenlik
duvar kullanarak internet baglantinizi koruyun. Kablosuz aginiz icin gugli bir
sifre kullanin ve varsayilan ayarlarn degistirin.

Giivenilir Kaynaklardan Yazilim indirin: Yaziim indirirken resmi ve givenilir
kaynaklari tercih edin. Cesitli yazilm ve oyunlan korsan veya supheli
kaynaklardan indirmek trojan riskini artirir.







