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Amach Yazilim' (Maa$S) tehdidi olarak reklami yapilan Redline Stealer, esas olarak
Windows'un kurban kimlik bilgilerini ve kripto para ctizdanlarini, ayrica Tarayici
bilgilerini, FTP baglantilarini hedefleyen bir bilgi hirsizidir. Gegen yil boyunca, Redline
ek 6zelliklerle eklendi ve diger kot amacli yazilimlari ylkleyebilir ve komutlari
calistirabilirken, diizenli araliklarla C2'sine virusli ana bilgisayarla ilgili yeni bilgiler
glncellemeleri génderir.

Sabit bir dagitim yonteminin bulunmadigi ve yakin zamanda gézlemlenen Redline
olaylarinin, ayrim gézetmeyen istenmeyen e-posta (malspam) kampanyasi ile yayildigi
gorilmektedir. Bununla birlikte Twitter ve Instagram Dogrudan Mesajlagsma yoluyla
gonderilen kot niyetli belge eklerinin de Redline yayihiminda kullanildigi bilinmektedir.

Cogunlukla 3D sanatgilar, yayincilar ve finansal danismanlar danismanlar Redline’in
hedefindedir. Ulke bazinda Redline cogunlukla, Kuzey Amerika ve Avrupa'da bulunan
hizmet veya icerik saglayicilarini hedefliyor.

On Inceleme:

incelenen versiyondaki RedLine zararlisi bir phishing ydntemiyle yayilmayi
strdtrmastir.

Dosya Adr: j10i3nCd6p.exe
MD5 933cb968ae718f5224e936df26c48b13
SHA1 ¢c3e8d290b1953e43a940dc237b812060a941061e
SHA256 ce2588f91dbe64909a46cc7f9fa3a03f8fec292c0b5f701ac46f58aledd78599

Zararh pack!’li sekilde indirilmektedir. Zararli runtime aninda kendini unpack
etmektedir. VirtualProtect APl ile son asamasi tamamlanmaktadir.

EER ae 480 :
8845 FO foy eax duord ptr ss:[ebp-10] * (lnGRusGEZley
0385 48FFFFFF add eax,dword ptr ss:[ebp-8&] EAX  00480E16
8B8D S58FFFFFF mov ecx,dword ptr ss:[febp-g] EBX 00000000
038D 48FFFFFF add ecx,dword ptr ss:[ebp-55] ECX  0002F000
8A49 3a mov c1 by[e ptr ds:[ecx+34] EDX  000BE3CS
8808 mov by[e ptr ds:[eax],cl EBF  0018CBEL

~ EB €6 }"‘“ 80294 ESP  00188BAd
8045 EO ea eax dword ptr ss:[febp-20] =E o
50 push & ESI  0018CEL0 .
A 40 push 4 EDI 00000038 8
8885 S58FFFFFF mov. eax dwnrd ptr ss:[Jebp-as] -
FF70 0A push dword ptr ds:[eax ﬂﬁ) EIP  004802E3
FFB5 S0FFFFFF push dvord ptr ss:[ebp-50]
FF55 D8 call dword ptr ss:[ebp zs] EFLAGS 00000246
8945 F4 mov dword ptr ss:febp-c],e: ZF1 PF1 AF O
8885 SOFFFFFF mov eax,dword ptr ss:|leby s(] OF 0 SFO DF O
8985 GBFFFFFF mov dword ptr s5:[ebp-98], eax CFO TFO IF1
8885 S8FFFFFF mov eax,dword ptr ss:[ebp-As]
FF70 0A push dwur‘d ptr ds:[eax 5’ 1
64 00 pus| h d d e e ey
FFB5_SOFFFFFF push duord per ss:[e 80) -5 &
290000 push deord P P Varsaylan (stdcal) |'s &[] kitse
83cd 0c add QSP,L Tt [esp] 00400000 hello. 00400000
8845 FO mov eax, dword pU‘ 55 [eb 10] 2: [esp+4] 00033000 <& drGetProcedureaddress>
8945 (8 mov dword prr ss: EJ eax 3: [esp+8] 00000040
8845 €8 mov eax,dword pEr = ebp- 5] [dglespielnootsoaty)
8840 3 mov eax,dvord prr cs: [eaxi3C] s: [esp+10] 00000000
884D FO mov ecx,dword ptr ss:febp-10] _ il

I »
dword ptr [ebp-28]=[0018CESC <&VirtualProtect>]=<kernel32. VirtualProtect>
00480263 A




MD5 28bc3feb52432548f94bf365b27f7e7d

SHA1 a001a6c5013d833b11balfa95bc024557bdd072f

SHA256 35ef60eleelc9f1a873580ealblbch8dd4143f6cf71fc2025ba8383e1310fb67

Unpack edilmis zararli ilk olarak bilgisayardaki verileri toplamaktadir.

nni ocs settings, result)

Zararli GetFolderPath ile bilgisayardaki wallet.dat dosyalarini bulup bir listeye atmaktadir. Bu
listeyi kaydedip ileride sunucuya yollayacaktir.

( . .SpecialFolder.




Daha sonra Zararl yazilim AppData//Local icinde, icerisinde wallet gecen klasorleri
aramaktadir.

fileName 1list2)

FileInfo(fileName).
.SpecialFo iz

.SpecialFolder.

fo(fileName).

Zararli yazilim, GetFolderPath ile bilgisayardaki “Binance” dosyalarini bulup bir listeye
atmaktadir. Bu listeyi kaydedip ileride sunucuya yollayacaktir.

scannerArg, FileInfo filePath)

filePath. . e - ( .SpecialFolder.

-SpecialFolder.

Zararli yazilim, 6zellikle aramak istenilen Walletlari base64 ile tutmaktadir.



> browserPaths)

>(browserPaths

Ozellikle aranmak istenen Walletlar;

YoroiWallet | MathWallet | Wombat | TerraStation
NiftyWallet | GuardaWallet | AtomicWallet | HarmonyWallet
Tronlink | EqualWallet | MewCx | Coin98Wallet
| Metamask |JaxxxLiberty j|Guildwallet | TonCrystal
| BinanceChain i|BitAppWallet | SaturnWallet | KardiaChain
| Coinbase |iwallet | RoninWallet BraveWallet

Zararli yazilim, FindPaths ile Browser verilerini aramaktadir.

(baseDirectory .,




Zararl yazim, ¢alistigi anda o an cihazda galigan yuratulebilen dosyalarin bir listesini almaktadir.

ApiResponse apiResponse = connection.TryInitProcesses(SystemInfoHelper.ListOfProcesses());
. (apiResponse == ApiResponse.RepeatPart)

i

Isim

4 3 déndi

n connection, S settings, result)

tokens = Di ();
connection cord((tokens !=

{(connection, settings, result);

Zararl yazilim, cihazda NordVPN, OpenVPN veya ProtonVPN varsa verilerini galmak igin
klasorlerini aramaktadir.

| dig4s JKE s t ion connection, 8 s settings, result)
(settings. )

connection. T
connection.

.
i

);
connection. TryInitProtonVPN(

r
i

s

istenilen dosya yakalandiginda bu dosyalarin bitiin bytelari okunarak TEMP klasori altinda
bir dosyaya vyazilir.



filename)

FileInfo(filename).
r fileCopier = Fil

(fileCopier.|

Daha sonra olusturulan bu dosyalari silmektedir

CreateFile helo. exe: 3968 %Loca1AppDafa%\%émp\tmp9327_tmp [File no longer exists]
CreateFile] helo.exe:3968 %LocalAppData%i\Temp\tmp9B27 . tmp [File no longer exists]
CreateFile helo. exe: 3968 %LocalAppData®\Temp \tmp9B28._. tmp ILFile no longer exists]

helo.exe:3968
helo. exe: 3968
helo. exe:3968
helo.exe: 3968
helo. exe:3968
helo. exe:3968
helo. exe:3968
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DeleteFile
DeleteFile
Createrile
CreateFile
DeleteFile
DeleteFile
CreateFile
CreateFile
DeleteFile
DeleteFile
CreateFile
CreateFile
DeleteFile
DeleteFile
CreateFile
Createrile
DeleteFile
DeleteFile
CreateFile
CreateFile
DeleteFile
DeleteFile
Createrile
CreateFile
DeleteFile
DeleteFile
CreateFile
CreateFile
DeleteFile
DeleteFile

%lLocalAppData®\Tempi\tmp9B28. tmp
%lLocalAppData® \Temp \tmp9B27 . tmp
%L ocalAappData®i\Tempi \tmp9B29 . tmp [File no longer exists]
%¥LocalAppData%i\Tempitmp9B3A_. tmp [File no longer exists]
%LocalAppData¥iTempi\tmp9B3A_ tmp
%LocalAppData%\Temp \tmp9B29. tmp
%LocalAppData%\Temp \tmp9B3B. tmp [File no longer exists]
%lLocalAppData®\Tempi\tmp9B3C. tmp [File no longer exists]
%lLocalAppData® \Temp \tmp9B3C. tmp
FLocalAppData®i\Tempi \tmp983B. tmp
%LocalAppData%i\Tempitmp9B83D. tmp [File no longer exists]
%LocalAppData®%iTempi\tmp9B4D. tmp [File no longer exists]
%LocalAppDatas\Temp \tmp9B4D. tmp
%LocalAppData®\Temp \tmp9B3D. tmp
%lLocalAppData®%\Temp \tmp9B5E. tmp [File no longer exists]
%LocalAappData®i\Tempi \tmp9B5F . tmp [File no longer exists]
FlLocalAppData%i\Tempi \tmp9B5F . tmp
%LocalAppData%i\Tempi \tmp9B5E . tmp
%LocalAppData®%i\Tempi\tmp9B60. tmp [File no longer exists]
%LocalAppData®s\Temp \tmp9B61. tmp [File no longer exists]
%LocalAppDatas\Temp \tmp9B61. tmp
%lLocalAppData® \Temp \tmp9B60. tmp
%LocalAppData®i\Tempi \tmp9B7 1. tmp [File no longer exists]
FlLocalAppData%i\Tempi \tmp9B87 2. tmp [File no longer exists]
%¥LocalAppData®%\Tempi\tmp9B72_ tmp
%LocalAappData%iTemp\tmp9B71._ tmp
%LocalAppData®\Temp \tmp9B7 3. tmp [File no longer exists]
%LocalAppDatas\Temp \tmp9B74._. tmp [File no longer exists]
%lLocalAppData® \Temp \tmp9B74. tmp
%lLocalAappData®i\Tempi \tmp9B7 3. tmp

Bu veriler toplandiktan sonra agagidaki gorselde goziiken “185[.]215[.]113[.]119” adresli C2
sunucusuna gondermektedir.
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(entry.IP, entry.

3

RequestConnection(address) && endp

m.Collect

1]

Network Analizi:

Zararli yazilim, bilindigi tGizere cihazdan ¢aldidi bilgileri uzak sunucuya gondermektedir.

AsaqQidaki gorsel de bu adresleri gorebilirsiniz.

8| heloexe 1808 TCP wirHTlkdn?9p8... 63983 185215113119 15548 ESTABLISHED
i | heloexe 1808 TCP wirel1kdn7?9p8... 63984 10426133 https ESTABLISHED

Zararl yazilim, Browser gecmiglerini agagidaki gibi calip TCP Uzerinden gondermektedir.
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GADJ5tquthfSNglﬁPXpsquqwaQ(HJZquNlmIzFeQJlb3 FbITeR q(hwaP57q4thSuVBySGxEGthCRSQMSNNGQaluVSTpHAZSLhAKJSH h_R34s_yquk@4I0zcPT6gRo_M5qWbN_CYSE_7345dqNq9QOmy7RBBbMUK1FQSRSZIRCOXKGOS TtUhbzkKrC6vB2yHeL
0qFAL23IKuxzBg8QUIJAdaFktCilltxulg. E. . . . /signin-oidcE. _microsoft.comE. . .E....MCIE..../

E
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E.. NGUTD=676eaebf Fb03abF68bdddc27773debI6RHASH=676eRI V= 02109& LU=1632111097223..E. HaE. . ...microsoft. comE. ../E...E... 7e3c15541a254801aabda0@daeds2cdd E. .E. . .-
Support.microsoft. COnE. . .E. .. .MSFPCE. ... /E. ... ..NGUID=676eaebFb03abF6abdddc27773deb I6RHASH-676e81 V=2021008V~48L U-1632111097223 E. E. . .n.7m..; .E..... login.live. conk. . .E i
- id=N&1t=1632111098&c0=1.E . . microsoft. cont. . .E. ...akacd_ONeRFE..../E...E...41639887006~rv=73vid=e7dce5b770706bdcA71c34827b51d6F0. . .E. . ..
login.microsoftonline. comt eSCHXE..../E. ... .. AQABAAAMAD--DLA3VO7Qrddg]g Hevr707bclY3Cheios7bsaaMSeqFbescolkl szoEu rdul rOu-264yDZHRACKZN-
CnZeA9Um7_wwdtr2u0ad30FQIGZE_sTBpyleTcBYILS7uhs_ CIcPduvPkielyQPgzi0LEOSKTupH2CFTITXA0bZQSVENT iDSxsMn_eF3ulZ EgAA. E..E...n.7m..; .. ... login.1ive. conE. ... .uaidE... ./E...E...
8351b37997d477ba330ca3181e0Bb7 .E.. .E. . .. HaE. .. - support.microsoft.conE. . .E. . .; . AspNetCore. OpenTdConnect. Nonce. CFDIZISKSUBNYBLF3Y 1UHL KUBNSAGB42a_Ge7TImvCteFHTSGoOXN1 FBI7LxuL 3VHd-

SkXAb8aiuDrAHSVt9TrMshf aBPiBCUCZBQVERFollzaKa_BX7xBIVamtchZEqY-0DaPz4SiKRRp1S iNr13YgEANCOOBAEABE FrChyuboiNBUXFBAVTFSUVZZGPD7uv-
E

VIMnhnT3Wubp_NMw6RUMOboCbcmydkiwaNtecfOcCosp3zkCyuTbaFy Eusu7gsly8yn0J2faFu6ans_1ETOPAtwudKA.E. . .. /signin-oidcE. N.E..E...I>)cE LEXPIDE..../E

support.microsoft . comE.

$6cbfd14c-6963-40c1-84de-cd339eef73do0. . .H>)CE. .. .support.microsoft.conk. . .E...8&MicrosoftApplicationsTelemetryDeviceldE. ... /E.. .E...$e19781aa-e37-42da-
bf33-237a9f25ac8 .E. .E.. .. .0aE.. .. login.microsoftonline.comE. . .E....buidE. . ../E...E....0.ARBAMe_N-B6jSkuTSFOXHpELWhkr] -4RRDID yhCEStVIACBAAA. AQABAAEAAAD - -

DLA3VO7QrddgIg7Hevr-L740F SbTSXCKKNB 3GHUXDSUM z0mOeYZ_ZL 1RVItWUE? YewLTyANL prmdi7kH7VEHPTEXYPHS TCpqakLxi 7vaFr Lak1XnC 20VkodOKSKgAA. -E. -E. ... .03 . . . login.microsoftonline. conE. . .. ... fpc /
E...E...,AkameZquBGtZtALS(tmmhqutIBAAAAPkAZthAAAA E..E...n.7m..;.E....login.microsoftonline.comE. . .E....stsservicecookieE. .../E...E....estsfd.E..E...n.7m..; .E....login.microsoftonline.comE. . .E....x-ms-
gateway-SliceE..../E...E... . estsfd E..E.....HaE....support-microsoft.comE...E...

ai_sessionE..../E...E 22xr‘]+rc/Bg]m4RvafDx9X\153211127578A\1532111373758 b oaE..... google.comE. . .E....1P_IARE..../E...E...

2021-69-20-09.E. 9bE..... google.comE. ..E....NIDE..../E...E....224= DVDMSGDIIPCVE(fsqu}nuy}uAJ F- D(1Rr‘lllFfwleggreFSygU(NX]}QhUKquSDVFZCpr7B5uDRySZpKGVtzCGUCMBm M-
c58IINDawAJJ3nyqu(TAVAdtlaSylVSTtgnGegTsngAwAquxZMAr‘S)uQJJUyRcuZng57U..E..E ..... oaE....ogs.google.conk. . .E....OTZE. ... /E...E....6163780_44_44_:

.m)tr‘e orgE. . gaE..../E...E....GA1.2.1611186971.1632131458.E. .E

“mitre.orgE...E.... gat gtag UA 62667723 1F..../E...E....E..E..... TaE

“mitre.orgE. ... gidE... /E. .E....GAL.2.514563036.1632131458. E. ... ...... Yehttp: //tempuri.org/Endpoint/Part Part Part s.aVUU....._...D.2y/

K\.UB.4..2...C.netrm6. .netrms. . .Us

Z..L.5.Z.G.U0@...D

Zararli yazilim, ListOfProccess ile aldigi uygulamalarm listesini TCP lzerinden yollamaktadir.

Z..L.5.7.G.UU0.4..2...C.netrm6. .netrm8. . .U>...U.....

PartProcesses  processesV.
..cD “B.g.....ED,D*.
b1 _.(ID: 1084, Name: csrss.exe, Commandline: E_.*ID: 268, Name: winlogon.exe, CommandLine: E_.9ID: 2508, Name: taskhost.exe, CommandLine: "taskhost.exe"E_.CID: 2100, Name: dwm.exe, CommandLine:
"c \W1ndcw5\system32\[}wm exe"E_.BID: 2960, Name: explorer.exe, CommandLine: C:\Windows\Explorer.EXEE_.\ID: 1984, Name: wintoolservice.exe, CommandLine: "C:\Windows\System32\wintoolservice.exe" -uE_.mID:
1680, Neme: jusched.exe, CommandLine: “C:\Program Files (x86)\Common Files\Java\Java Update\jusched.exe” E_.~ID: 3908, Name: ProcessHacker.exe, CommandLine: "C:\Users\zorro\Desktop\ToolBag\Utilities\Process
Hacker 2\ProcessHacker.exe" .E_.}ID: 4028, Name: jucheck.exe, CommandLine: "C:\Progrem Files (x86)\Common Files\Java\Java Update\jucheck.exe" -auto -scheduledE_.aID: 1220, Name: chrome.exe, CommandLine:
\Program Files\Google\Chrome\Application\chrome.exe” .E_.(.ID: 3960, Neme: chrome.exe, CommandLine: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=crashpad-handler data-dir=C:
\Users\zorro\AppData\Local\Google\Chrome\User Data” /prefetch:7 --monitor-self-annotation=ptype=crashpad-handler "--database=C:\Users\zorro\AppData\Local\Google\Chrome\User Data\Crashpad” --url=https://
clients2.google.com/cr/report --annotation=channel= --annotation=plat=Win32 --annotation=prod=Chrome --annotation=ver=93.0.4577.82 --initial-client-data=0xc@,@xc4,@xcs,ex94,0xcc,
0x73ee76f0,0x73e27700,0x73ee770C. E_.
.ID: 1320, Neme: chrome.exe, CommandLine: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=gpu-process --field-trial-handle=1000,17509045250399717257,16499516008416741280,131072 --gpu-
preferences=U DEAAAY/ e g e DO/
DQ --mojo-platform-channel-handle=1012 /prefetch:2.E_.@.ID: 2436, Name: chrome.exe, CommandLine: "C:\Program
Files\Google\Chrome\Application\chrome.exe” --type=utility --utility-sub-type=network.mojom.NetworkService --field-trial-handle=1000,17509045250399717257,16499516008416741280,131672 --lang=tr --service-
sandbox-type=none --mojo-platform-channel-handle=1368 /prefetch:8.E_.C.ID: 2620, Name: chrome.exe, CommandLine: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-
type=storage .mojom. StorageService --field-trial-handle=1000,17509045250399717257,16499516008410741280,131072 r --service-sandbox-type=utility --mojo-platform-channel-handle=1436 /prefetch:8.E_.qID:
1648, Neme: CFF Explorer.exe, CommandLine: "C:\Users\zorro\Desktop\ToolBag\PE\CFF_Explorer\CFF Explorer.exe” E_. 24012, Name: dnSpy.exe, CommandLin d

\Users\zorro\Desktop\ToolBag\dotNET\dnSpy\x86\dnSpy.exe” .E_.+ID: 2928, Name: taskhost.exe, CommandLine: E_.b.ID: 1832, Name: chrome.exe, CommandLine: "C:\Program Files\Google\Chrome\Application\chrome.exe"
~-type=renderer --field-trial-handle=1000,17509045250399717257,16499516008410741280,131072 ~-lang=tr --device-scale-factor=1.25 --nun-raster-threads=1 --renderer-client-id=51 --no-v8-untrusted-code-
mitigations --mojo-platform-channel-handle=2268 /prefetch:1.E_.WID: 4048, Neme: Wireshark.exe, CommandLine: "C:\Program Files\Wireshark\Wireshark.exe" E_..ID: 1996, Neme: dumpcap.exe, CommandLine:
\Program Files\Wireshark\dumpcap.exe” -n -i \Device\NPF_{63ED41FD-A13C-4AOF-BEEA-34284152682D} -y EN1OMB -Z 4648.E_..ID: 3504, Name: conhost.exe, CommandLine: \??\C:\Windows\system32\conhost.exe

"-1123291094-1270659898-509577818-180743375520654289679236700481852020173-633589285. E_.KID: 2312, Neme: helo.exe, CommandLine: "C:\Users\zorro\Downloads\helo.exe" E_..ID: 1640, Name: conhost.exe,
CommandLine: \??\C:\Windows\system32\conhost.exe "-1343000619-30259674-202226984113586219161721130756-590487180-473553778-1506915199 \1http: //tempuri.org/Endpoint/

Part Part Part ItV...s...r _.a.V.U.U..... _...D.2.y/K\.U.4..2...C.netrm6. .netrn8. . .U>. 7..1.5.2.6.U0@...D
ID...... LED.......V.BK
(BN, Success .. (http://tempuri.org/Endpoint/PartBrowsers .PartBrowsers. browsers. ScannedBrowser Autofills.Autofill.Name.Value.BrowserName.BrowserProfile.CC.Cookies

Zararli yazilim, InstalledSoftwares ile aldigi uygulamalarin listesini TCP Gizerinden
yollamaktadir.
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Zararli ya2|I|m GetUpdates ile aldigi cihaz bilgilerini TCP lzerinden yollamaktadir.
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Cozim Onerileri

RedLine bilgi hirsizinin dogasi ve esnekligi nedeniyle, kot amagli yazilim ailesi hem kurumsal
cihazlara hem de kigisel cihazlara 6nemli 6lglide zarar verebilir. Mevcut durumunda RedLine
Stealer, bireyleri ve onlarin kigisel bilgisayarlarini hedef almaya yonelik gériintyor. Bu, IM
hizmetleri, oyun istemcileri, FTP uygulamalari ve kigisel kripto clizdanlarinin peSinden giden
kot amach yazihm tarafindan vurgulanir. Ancak bu, RedLine'in bir kurumsal sisteme veya aga
zarar veremeyeceQi anlamina gelmez. Kétl amagli yazilimin File Grabber, Remote Task ve



Web-Browser hirsizi iglevlerinin tiim, bagaril bir tehdit aktori tarafindan, Sirket
cihazlarindan sizmadan dnce énemli bilgileri ve verileri ¢ikarmak i¢in kullanilabilir.

Yara Kurali:

import "hash"
import "pe"
rule FirstFile{

strings:
Sstr1="GetUpdates"
Sstr2="InstalledSoftwares"
Sstr3="ListOfProcces "
Sstr4="GetFolderPath "
Sstr5="104.265.13.31"
Sstr6="185.215.113.119"

condition:
hash.md5(0,filesize) =="933cb968ae718f5224e936df26c48b13" or all of them
}




