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Data on ransomware groups and graph�cal representat�on of the�r act�v�ty th�s month
Emerg�ng vulnerab�l�t�es
Th�s month's r�sk analys�s graph
Graph of product fam�l�es w�th the most patches
Inf�n�tum IT MDR team presents the most common TTPs and the�r descr�pt�ons �n our
customer env�ronment. 
Var�ous attack vectors grouped by r�sk level 
Our current news sect�on w�ll help you stay up to date. 

As Inf�n�tum IT MDR team, we are pleased to prov�de you June trends, current news, the most
common attack vectors and many new developments �n the cyber world, �nclud�ng TTPs used
by APT Groups. Th�s report allows you to follow current events and analyze the s�tuat�on w�th
var�ous graphs.

Th�s report prov�des you ;

Th�s MDR report prov�des an analys�s of threats and secur�ty �nc�dents detected �n our
company's �nformat�on systems. The report covers top�cs such as summary and �mpact of
�nc�dents dur�ng the per�od under rev�ew, type and source of threats, status of secur�ty
measures and recommendat�ons.

MDR REPORTMDR REPORT
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Ransomware GroupsRansomware Groups

LockBit Ransomware Group 

Total Number of Attacks: 61

Attack Graph by Country Attack Graph by Sectors
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Accord�ng to the country graph show�ng the latest wave of cyber attacks, LockB�t
Ransomware Group has carr�ed out a total of 61 attacks th�s month. The vast major�ty of th�s
mal�c�ous act�v�ty took place �n the Un�ted States, w�th 27 attacks occurr�ng. Wh�le the US
bore the brunt of th�s attack, several other countr�es also found themselves targeted, albe�t �n
smaller numbers. Germany, Canada, the Un�ted K�ngdom and France each suffered two
attacks each, emphas�s�ng the global reach of LockB�t's act�v�t�es. The fact that a s�gn�f�cant
number of the attacks, totall�ng 26, were scattered across var�ous other countr�es underl�nes
the far-reach�ng �mpact and �nd�scr�m�nate nature of the group's act�v�t�es. These f�gures are
a stark rem�nder of the pers�stent threat posed by ransomware groups and the �mportance
of �mplement�ng robust cybersecur�ty measures on a global scale.

1.

When the data �s analysed accord�ng to the sector graph of the 61 attacks carr�ed out by the
LockB�t group �n June, �t �s seen that the Educat�on sector bears the heav�est burden of these
mal�c�ous act�v�t�es w�th 9 �nc�dents. Manufactur�ng compan�es were also heav�ly targeted
w�th 8 attacks, followed by the Industr�al sector w�th 5 breaches. The f�nance sector also
found �tself on the target board as the v�ct�m of 4 separate attacks. The Healthcare sector
faced 2 �nc�dents, albe�t a small number, wh�le the Legal sector was subjected to a s�ngle
attack. Remarkably, a s�gn�f�cant number of the 32 attacks were d�rected at var�ous other
sectors, underl�n�ng the w�despread �mpact and �nd�scr�m�nate nature of LockB�t
Ransomware Group's act�v�t�es. These f�gures are a str�k�ng rem�nder of the urgent need for
�ncreased cybersecur�ty measures across mult�ple sectors to effect�vely counter such threats.
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2.  ALPHV Ransomware Group 
Total Number of Attacks: 32

Attack Graph by Country Attack Graph by Sectors
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When the attacks belong�ng to Ransomware Groups for the month of June are analysed, �t
reveals that the ALPHV Ransomware Group carr�ed out a total of 32 attacks dur�ng th�s
month. The Un�ted States emerges as the pr�mary target, account�ng for a s�gn�f�cant
major�ty w�th 22 reported �nc�dents. Wh�le the US faced the brunt of ALPHV's attack, several
other countr�es were also affected, albe�t to a lesser degree. Canada, Spa�n and Ind�a each
suffered a s�ngle attack, emphas�s�ng the global reach of the group's operat�ons. In add�t�on,
seven attacks were scattered across several other countr�es, emphas�s�ng the w�despread
nature of ALPHV's act�v�t�es. These f�nd�ngs underscore the urgent need for robust
cybersecur�ty measures not only �n the Un�ted States but also �n other targeted countr�es, as
cyber threats cont�nue to pose s�gn�f�cant challenges on a global scale.

When the sectoral data of the 32 attacks carr�ed out by the ALPHV Ransomware Group �n
June �s analysed, �t �s revealed that the Manufactur�ng and Construct�on sectors, wh�ch were
subjected to 4 attacks each, bear the heav�est burden of these mal�c�ous act�v�t�es. The
Healthcare sector also took a s�gn�f�cant h�t w�th 3 breaches. In add�t�on, the F�nance and
Industry sectors suffered 2 attacks each, wh�le the Legal sector suffered a s�ngle breach.
Notably, another s�gn�f�cant port�on of the attacks, compr�s�ng 16 attacks, targeted var�ous
other sectors, underl�n�ng the �nd�scr�m�nate nature of ALPHV's act�v�t�es. Th�s data
h�ghl�ghts the urgent need for �ncreased cybersecur�ty measures across many sectors, as
organ�sat�ons need to be v�g�lant to protect the�r cr�t�cal �nfrastructure and sens�t�ve data
aga�nst evolv�ng cyber threats.
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3.  AKIRA Ransomware Group 
Total Number of Attacks: 24

Attack Graph by Country Attack Graph by Sectors
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Analys�ng attacks by Ransomware Groups �n June, the Ak�ra Ransomware Group was
respons�ble for a total of 24 attacks dur�ng the month. The Un�ted States stands out as the
pr�mary target, account�ng for more than half of the �nc�dents w�th 13 detected attacks.
Canada and Ind�a also suffered the effects of Ak�ra's operat�ons w�th 2 attacks each. The
Un�ted K�ngdom also exper�enced a s�ngle attack. The 6 attacks scattered across var�ous
other countr�es underl�ne the global reach of the Ak�ra Ransomware Group. These f�nd�ngs
underl�ne the need for robust cybersecur�ty measures worldw�de, as organ�sat�ons �n
mult�ple countr�es must rema�n v�g�lant and take proact�ve steps to protect the�r cr�t�cal
systems and valuable data from such mal�c�ous act�v�ty.

In June, Ak�ra Ransomware Group organ�sed a total of 24 cyber-attacks, as shown �n the
sector graph. Analys�s of the data reveals that the Manufactur�ng sector was the most
targeted sector w�th 3 reported �nc�dents. The Software and Educat�on sectors also fell v�ct�m
to attacks, w�th 2 attacks each. The F�nanc�al sector also suffered 2 breaches. The fact that the
major�ty of attacks, totall�ng 15 �nc�dents, targeted var�ous other sectors emphas�ses the
�nd�scr�m�nate nature of Ak�ra's act�v�t�es. These f�nd�ngs underl�ne the urgent need for
robust cybersecur�ty measures across many sectors, as organ�sat�ons must rema�n v�g�lant
and �mplement effect�ve defence strateg�es to m�t�gate the r�sks posed by ransomware
attacks. Protect�ng cr�t�cal �nfrastructure and sens�t�ve �nformat�on �s essent�al to guard
aga�nst the grow�ng threats �n the d�g�tal env�ronment.
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4.  PLAY Ransomware Group 
Total Number of Attacks: 23

Attack Graph by Country Attack Graph by Sectors

USA
26.1%

OTHER
26.1%

UK
17.4%

CANADA
13%

CZECH REPUBLIC
13%

GERMANY
4.3%

OTHER
73.9%

INDUSTRY
8.7%

IT
8.7%

REAL ESTATE
8.7%

Based on the country graph dep�ct�ng the cyberattacks carr�ed out �n June, the Play
Ransomware Group executed a total of 23 attacks dur�ng th�s per�od. The Un�ted States
exper�enced the h�ghest number of attacks, w�th 6 �nc�dents reported. The Un�ted K�ngdom
and the Czech Republ�c were also targeted, fac�ng 4 and 3 attacks, respect�vely. Canada was
not spared, encounter�ng 3 breaches as well. Add�t�onally, a sol�tary attack occurred �n
Germany. Moreover, 6 attacks were d�spersed across var�ous other countr�es. Th�s data
h�ghl�ghts the global �mpact of the Play Ransomware Group's act�v�t�es, underscor�ng the
w�despread nature of the�r operat�ons. These f�nd�ngs emphas�ze the cr�t�cal need for
organ�zat�ons worldw�de to bolster the�r cybersecur�ty measures, as the threat of
ransomware attacks cont�nues to pose a s�gn�f�cant r�sk to d�g�tal �nfrastructure and data
secur�ty. Implement�ng robust defense mechan�sms and ma�nta�n�ng he�ghtened v�g�lance
are �mperat�ve �n combat�ng such cyber threats effect�vely.

Dur�ng the month of June, the Play Ransomware Group executed a total of 23 cyberattacks,
as �nd�cated by the sectoral graph. Exam�n�ng the data, �t �s ev�dent that no spec�f�c sector
faced a substant�al number of attacks. The Industry, IT, and Real Estate sectors all
encountered 2 attacks each, reflect�ng a d�str�buted �mpact across var�ous �ndustr�es. The
major�ty of the attacks, compr�s�ng 17 �nstances, were d�spersed among other sectors,
underscor�ng the �nd�scr�m�nate nature of Play Ransomware Group's operat�ons. These
f�nd�ngs emphas�ze the cr�t�cal �mportance of ma�nta�n�ng robust cybersecur�ty measures
across all sectors, as cyber threats cont�nue to pose s�gn�f�cant r�sks to organ�zat�ons' d�g�tal
�nfrastructure and data secur�ty. Organ�zat�ons must rema�n proact�ve �n �mplement�ng
comprehens�ve defense strateg�es to m�t�gate the r�sks assoc�ated w�th ransomware attacks.
By pr�or�t�z�ng cybersecur�ty and foster�ng a culture of cyber res�l�ence, bus�nesses can
enhance the�r res�l�ence aga�nst such threats.
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Top Trending CVEs of June 2023Top Trending CVEs of June 2023

CVE CVSS Score Severity Type

CVE-2023-29357 9.8 Cr�t�cal Elevat�on of Pr�v�lege

Microsoft SharePoint Server Elevation of Privilege
Vulnerability

M�crosoft Off�ce �s rece�v�ng an essent�al update to address a cr�t�cal vulnerab�l�ty known as
CVE-2023-29357, wh�ch has a sever�ty rat�ng of 9.8 accord�ng to the CVSS scale. SharePo�nt,
a robust collaborat�on platform, empowers organ�zat�ons to seamlessly share, manage, and
collaborate on content, knowledge, and appl�cat�ons. The M�crosoft Secur�ty Response
Center (MSRC) has �dent�f�ed a potent�al secur�ty r�sk where an attacker could explo�t
spoofed JSON Web Tokens (JWT) to launch a network-based attack that c�rcumvents
authent�cat�on measures, potent�ally grant�ng them unauthor�zed access to adm�n�strator
pr�v�leges.

Customers who have enabled the AMSI �ntegrat�on feature and use M�crosoft Defender
across the�r SharePo�nt Server farm(s) are protected from th�s vulnerab�l�ty. 

Mitigations
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CVE CVSS Score Severity Type

CVE-2023-29363 9.8 Cr�t�cal Remote Code Execut�on

CVE-2023-32014 9.8 Cr�t�cal Remote Code Execut�on

CVE-2023-32015 9.8 Cr�t�cal Remote Code Execut�on

Windows Pragmatic General Multicast (PGM) Remote
Code Execution Vulnerability

CVE-2023-29363, CVE-2023-32014, and CVE-2023-32015 are cr�t�cal Remote Code Execut�on
(RCE) vulnerab�l�t�es d�scovered �n W�ndows operat�ng systems, each ass�gned a CVSSv3
score of 9.8. These vulnerab�l�t�es are spec�f�cally assoc�ated w�th the �mplementat�on of
Pragmat�c General Mult�cast (PGM), an exper�mental mult�cast protocol, w�th�n the W�ndows
Message Queu�ng Serv�ce component. Explo�tat�on of these vulnerab�l�t�es can occur when a
remote, unauthent�cated attacker sends a mal�c�ous f�le to a vulnerable target. M�crosoft's
recommended m�t�gat�on gu�dance h�ghl�ghts that systems w�th enabled Message Queu�ng
Serv�ces are suscept�ble to these vulnerab�l�t�es.

Mitigations

The W�ndows message queu�ng serv�ce, wh�ch �s a W�ndows component, needs to be
enabled for a system to be explo�table by th�s vulnerab�l�ty. Th�s feature can be added v�a
the Control Panel.

You can check to see �f there �s a serv�ce runn�ng named Message Queu�ng and TCP port
1801 �s l�sten�ng on the mach�ne.



09

CVE CVSS Score Severity Type

CVE-2023-24897 7.8 Cr�t�cal Remote Code Execut�on

.NET, .NET Framework, and Visual Studio Remote
Code Execution Vulnerability

An �ssue has been �dent�f�ed �n .NET, .NET Framework, and V�sual Stud�o, wh�ch represents a
secur�ty vulnerab�l�ty. Explo�t�ng th�s flaw necess�tates the attacker's ab�l�ty to persuade the
v�ct�m �nto open�ng a spec�f�cally crafted mal�c�ous f�le, typ�cally obta�ned from a webs�te.

Although M�crosoft �s unaware of any �nstances of publ�c d�sclosure or act�ve explo�tat�on, and
deems the l�kel�hood of explo�tat�on to be low, the extens�ve l�st of patches—dat�ng back to
.NET Framework 3.5 on W�ndows 10 1607—�nd�cates that th�s vulnerab�l�ty has pers�sted for
several years. Interest�ngly, M�crosoft does not spec�fy the f�le type assoc�ated w�th th�s
vulnerab�l�ty. However, the presence of the Arb�trary Code Execut�on (ACE) descr�ptor
suggests that the attacker's locat�on �s denoted as "remote," as opposed to the nature of the
attack �tself, as �t necess�tates local user �nteract�on.

M�crosoft has not �dent�f�ed any m�t�gat�ng factors for th�s vulnerab�l�ty.

Mitigations
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CVE CVSS Score Severity Type

CVE-2023-32013 6.5 Cr�t�cal Den�al of Serv�ce

Windows Hyper-V Denial of Service Vulnerability

CVE-2023-32013 �s a h�ghly s�gn�f�cant secur�ty vulnerab�l�ty that �mpacts W�ndows Hyper-V, a
v�rtual�zat�on platform developed by M�crosoft. Th�s vulnerab�l�ty has been categor�zed as
'Cr�t�cal' w�th a CVSS score of 6.5. Hyper-V plays a v�tal role �n enabl�ng adm�n�strators to
eff�c�ently manage mult�ple operat�ng systems on a s�ngle phys�cal server.

M�crosoft has prov�ded �ns�ghts �nto the nature of th�s vulnerab�l�ty, stat�ng that successful
explo�tat�on necess�tates the attacker to met�culously prepare the target env�ronment �n
order to enhance the rel�ab�l�ty of the explo�t. Wh�le the CVSS score may appear relat�vely
lower, the 'Cr�t�cal' rat�ng �s attr�buted to the except�onal �mportance of Hyper-V w�th�n
v�rtual�zat�on �nfrastructures, as well as the potent�al ease of network-based access for
attackers.

It �s cruc�al to address and m�t�gate th�s vulnerab�l�ty promptly, cons�der�ng the central role
Hyper-V serves �n the seamless operat�on of v�rtual�zed env�ronments. By tak�ng appropr�ate
measures to secure systems runn�ng Hyper-V, organ�zat�ons can safeguard aga�nst potent�al
explo�ts and uphold the �ntegr�ty of the�r v�rtual�zat�on �nfrastructure.

M�crosoft has not �dent�f�ed any m�t�gat�ng factors for th�s vulnerab�l�ty.

Mitigations
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June 2023 Risk AnalysisJune 2023 Risk Analysis
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The June r�sk analys�s report presents a valuable resource for evaluat�ng the potent�al secur�ty r�sks
faced by an organ�zat�on or system. The accompany�ng graph, d�splay�ng numer�cal percentages, offers
a comprehens�ve overv�ew of var�ous secur�ty threats. Analyz�ng the data, we observe that Remote Code
Execut�on emerged as the most prom�nent threat, const�tut�ng a s�gn�f�cant 41% of the r�sks �dent�f�ed.
Th�s alarm�ng f�gure underscores the cr�t�cal �mportance of protect�ng aga�nst unauthor�zed execut�on
of code, wh�ch can potent�ally lead to system comprom�se and data breaches. It serves as a stark
rem�nder of the need for robust secur�ty measures to prevent mal�c�ous actors from explo�t�ng
vulnerab�l�t�es and ga�n�ng unauthor�zed access to sens�t�ve �nformat�on.

Elevat�on of Pr�v�lege accounted for 22% of the �dent�f�ed secur�ty threats. Th�s threat category h�ghl�ghts
the r�sk of unauthor�zed escalat�on of user pr�v�leges, wh�ch can result �n unauthor�zed access to
sens�t�ve data or system resources. It emphas�zes the need for effect�ve access controls, authent�cat�on
mechan�sms, and regular secur�ty updates to prevent potent�al pr�v�lege m�suse. Organ�zat�ons must
pr�or�t�ze str�ngent access management protocols and cont�nuously mon�tor user pr�v�leges to m�t�gate
the r�sks assoc�ated w�th th�s threat.

Den�al of Serv�ce and Spoof�ng each accounted for 13% of the �dent�f�ed secur�ty threats. Den�al of
Serv�ce attacks can d�srupt or render a system unava�lable by overwhelm�ng �t w�th a flood of requests,
�mpact�ng the ava�lab�l�ty and funct�onal�ty of cr�t�cal serv�ces. Spoof�ng, on the other hand, �nvolves
masquerad�ng as a trusted ent�ty to dece�ve users or systems. Both threats underl�ne the s�gn�f�cance of
�mplement�ng robust network defenses, traff�c mon�tor�ng, and authent�cat�on mechan�sms to thwart
potent�al attacks and protect the �ntegr�ty of systems and data.

Informat�on D�sclosure and Secur�ty Feature Bypass, const�tut�ng 7% and 4% respect�vely, h�ghl�ght the
�mportance of safeguard�ng sens�t�ve �nformat�on and ensur�ng the proper funct�on�ng of secur�ty
features. Organ�zat�ons must pr�or�t�ze the �mplementat�on of data encrypt�on, secure commun�cat�on
protocols, and comprehens�ve secur�ty test�ng to m�n�m�ze the r�sks assoc�ated w�th these threats.

By leverag�ng the �ns�ghts prov�ded by the June r�sk analys�s, organ�zat�ons can better understand the
prevalent secur�ty threats and pr�or�t�ze the allocat�on of resources and �mplementat�on of secur�ty
controls accord�ngly. Th�s comprehens�ve approach w�ll enable them to m�t�gate potent�al r�sks, protect
the�r assets, and ma�nta�n the �ntegr�ty and ava�lab�l�ty of cr�t�cal systems and data.
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Patches by Product Family, June 2023Patches by Product Family, June 2023
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The data from the June r�sk analys�s report prov�des valuable �ns�ghts �nto the rates of patches
appl�ed to address var�ous secur�ty threats. The analys�s reveals that a s�gn�f�cant focus was
placed on patch�ng vulnerab�l�t�es �n W�ndows, h�ghl�ght�ng �ts �mportance �n ma�nta�n�ng
system secur�ty. Developer Tools also rece�ved cons�derable attent�on, reflect�ng the
s�gn�f�cance of secur�ng the software development env�ronment. Moreover, efforts were made
to address secur�ty vulnerab�l�t�es �n Extended Secur�ty Updates (ESU) for legacy or
unsupported W�ndows systems. Add�t�onally, patches were ded�cated to address�ng
vulnerab�l�t�es �n M�crosoft Off�ce, Exchange Server, M�crosoft Dynam�cs, Azure, and web
browsers. These patch�ng efforts demonstrate the comm�tment to m�t�gat�ng potent�al r�sks
and ensur�ng the secur�ty and �ntegr�ty of cr�t�cal systems and appl�cat�ons.

The June r�sk analys�s report prov�des valuable �ns�ghts �nto the rates of patches appl�ed to
address var�ous secur�ty threats. The data reveals that a s�gn�f�cant focus was placed on
patch�ng vulnerab�l�t�es �n W�ndows, w�th 37 patches ded�cated to ensur�ng the secur�ty and
�ntegr�ty of th�s w�dely used operat�ng system. Developer Tools rece�ved 25 patches,
h�ghl�ght�ng the �mportance of secur�ng the software development env�ronment. Extended
Secur�ty Updates (ESU) accounted for 18 patches, emphas�z�ng the comm�tment to protect
legacy or unsupported W�ndows systems. M�crosoft Off�ce and Exchange Server both rece�ved
11 and 2 patches respect�vely, underscor�ng the efforts to address vulnerab�l�t�es �n these cr�t�cal
software appl�cat�ons. Add�t�onally, M�crosoft Dynam�cs, Azure, and web browsers were not
overlooked, w�th 2, 2, and 1 patches respect�vely allocated to these platforms. These patch�ng
efforts demonstrate a comprehens�ve approach to m�t�gat�ng secur�ty r�sks and safeguard�ng
organ�zat�ons' systems and data.
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The Most Common TTPsThe Most Common TTPs
Th�s sect�on conta�ns the most common TTPs we have encountered �n the last 30 days �n our own
customer env�ronment.

Malware via PUP

Machine Learning via Adware/PUP

Custom Intelligence via Indicator of Compromise

Machine Learning via Sensor-based ML

Execution via PowerShell

850

833

288

60

46

The graph presents an analys�s of the most prevalent TTPs �dent�f�ed w�th�n our cl�ents' networks, as
der�ved from the monthly MDR report. Lead�ng the l�st �s malware, wh�ch was detected 850 t�mes.
Malware encompasses a w�de range of mal�c�ous software des�gned to �nf�ltrate systems,
comprom�se secur�ty, and fac�l�tate unauthor�zed act�v�t�es. Follow�ng closely �s the category of
Potent�ally Unwanted Programs (PUPs), �dent�f�ed 833 t�mes, often assoc�ated w�th Adware. PUPs are
software programs that possess leg�t�mate funct�onal�ty but are frequently unwanted due to the�r
�ntrus�ve behav�or or potent�al secur�ty r�sks.

Mach�ne Learn�ng emerges as another prom�nent TTP, observed 833 t�mes �n connect�on w�th
Adware/PUP. Th�s �nd�cates the grow�ng adopt�on of mach�ne learn�ng techn�ques w�th�n the
cybersecur�ty doma�n, spec�f�cally for the purpose of detect�ng and m�t�gat�ng threats assoc�ated w�th
Adware/PUP.

Custom Intell�gence, observed 288 t�mes, plays a cr�t�cal role �n �dent�fy�ng potent�al secur�ty threats.
Th�s TTP �nvolves leverag�ng custom �ntell�gence sources and �nd�cators of comprom�se (IoCs) to
enhance the accuracy and effect�veness of threat detect�on capab�l�t�es.

Add�t�onally, Sensor-based Mach�ne Learn�ng was recorded 60 t�mes, emphas�z�ng the use of sensor
data and mach�ne learn�ng algor�thms to enhance threat detect�on and response capab�l�t�es. By
�ncorporat�ng sensor-based mach�ne learn�ng, organ�zat�ons can der�ve deeper �ns�ghts from data
and �dent�fy patterns �nd�cat�ve of secur�ty �nc�dents.

F�nally, the Execut�on of PowerShell was �dent�f�ed 46 t�mes, h�ghl�ght�ng the ut�l�zat�on of
PowerShell, a powerful scr�pt�ng language and framework pr�mar�ly used �n W�ndows env�ronments.
Th�s TTP s�gn�f�es the execut�on of commands or scr�pts through PowerShell, wh�ch can be leveraged
for both leg�t�mate and mal�c�ous purposes.

The analys�s of these prevalent TTPs prov�des valuable �ns�ghts �nto the current threat landscape,
enabl�ng organ�zat�ons to develop proact�ve cybersecur�ty strateg�es and bolster the�r defenses
aga�nst emerg�ng threats.
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Common Types Attack VectorsCommon Types Attack Vectors
Risk Severity

Critical High Medium

Buffer Man�pulat�on

An attacker man�pulates the �nteract�on
between an appl�cat�on and a buffer �n an
effort to access or mod�fy data they
should not have perm�ss�on to access.
Buffer attacks are d�st�ngu�shed by the
fact that the buffer space �tself �s the
target of the attack, rather than any code
respons�ble for �nterpret�ng the buffer's
content. 

Overflow Buffers

Buffer overflow attacks a�m to explo�t
�nadequate or absent bounds check�ng
�n buffer operat�ons, usually tr�ggered
by �nput �njected by an adversary. As a
result, the adversary ga�ns the ab�l�ty to
wr�te beyond the boundar�es of
allocated buffer areas �n memory,
lead�ng to a program crash or
potent�ally allow�ng the red�rect�on of
execut�on accord�ng to the adversary's
�ntent�on.

Us�ng Mal�c�ous F�les
 

Data �ntegr�ty and cl�ent/server
commun�cat�on channel authent�cat�on
�ssues are used �n th�s type of attack. It
explo�ts the server's tac�t assumpt�on that
the cl�ent �s who they cla�m to be, and that �s
more �mportant. The server, wh�ch bel�eves �t
�s only speak�ng to a trustworthy cl�ent, �s the
target of th�s type of assault when the
attacker speaks d�rectly to �t. Th�s k�nd of
assault m�ght take many d�fferent shapes.

Explo�t�ng Trust �n Cl�ent

Code Inject�on

To �nsert new code �nto the target's runn�ng
code, an adversary takes advantage of a flaw
�n �nput val�dat�on. The d�fference between
th�s and code �nclus�on �s that the former
enta�ls the add�t�on or replacement of a
reference to a code f�le, wh�ch �s then
�mported by the target and used as part of
the code of some program.

Password Spray�ng

In a Password Spray�ng attack, an adversary
tr�es a short l�st (for example, 3-5) of typ�cal
or expected passwords aga�nst a known l�st
of user accounts �n an attempt to obta�n
val�d credent�als. Before mov�ng on to the
next password on the l�st, the adversary tr�es
a spec�f�c password for each user account.
Th�s strategy helps the adversary escape
detect�on by prevent�ng sudden or frequent
account lockouts.

SQL Inject�on

Th�s attack takes advantage of target
software that bu�lds SQL statements from
user �nput. When the target software
creates SQL statements based on the �nput,
the attacker des�gns the �nput str�ngs so
that the result�ng SQL statement executes
operat�ons that are not what the
appl�cat�on �ntended. The fa�lure of the
program to properly val�date �nput leads to
SQL Inject�on.

Excavat�on

In an effort to get �nformat�on
that could be used for bad
�ntent�ons, an adversary act�vely
probes the target.

D�rectory Index�ng

A target responds to a request from an adversary
by l�st�ng or �ndex�ng the contents of a d�rectory
as output. S�nce many programs are set up to
offer a l�st of the d�rectory's contents when such a
request �s rece�ved, one typ�cal techn�que for
tr�gger�ng d�rectory contents as output �s to
construct a request hav�ng a path that term�nates
�n a d�rectory name rather than a f�le name. An
adversary can use th�s to explore the d�rectory
tree on a target as well as learn the names of f�les.

XML Rout�ng Detour
Attacks

An attacker takes control of an
�ntermed�ary system that processes
XML mater�al and forces �t to change
and/or reroute how the content �s
processed. Attacks that use XML
Rout�ng Detours are of the Adversary �n
the M�ddle var�ety. In order to process
the XML message, the attacker
comprom�ses or �nserts a m�ddle
system. 
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MDR Health CheckMDR Health Check

Us�ng Mal�c�ous F�les
 

Us�ng Mal�c�ous F�les

https://www.�nf�n�tum�t.com.tr/ucrets�z-mdr-health-check/

ThreatBlade prov�des real-t�me malware s�mulat�ons on your �nventory w�th exper�enced experts and
�nnovat�ve technology. The free MDR Health Check �s l�ke a stress test to measure how robust your
sh�eld �s aga�nst threats you may face �n the f�eld. Our test results show how much of your secur�ty
serv�ce �s alert to real-world threats. Th�s valuable �nformat�on helps you f�nal�ze and �mprove your
secur�ty strateg�es and protocols.

As Inf�n�tumIT, at the end of MDR Health Check, we prov�de you w�th a custom�zed report. Th�s report
w�ll evaluate the performance, effect�veness and matur�ty level of the SOC or MDR serv�ce you have
prov�ded. The report prov�des deta�led �nformat�on on gaps, �mprovements and potent�al threats. As a
result, you can clar�fy the l�m�ts of your secur�ty measures and d�rect your secur�ty �nvestments �n the
most effect�ve way.

Cl�ck the l�nk below to take advantage of our free MDR Health Check serv�ce.

ThreatBladeThreatBlade  

Sn�ff�ng Attacks

The automated platform
helps red teams to be more

eff�c�ent; they can run
automated test�ng

operat�ons at scale and
benef�t from the r�ch

performance data that scaled
automat�on br�ngs.

 

Use the platform to reduce
your compl�ance and
regulatory burden by

mapp�ng regulatory and
compl�ance controls,

conduct�ng cont�nuous tests,
mapp�ng the data from those

tests to your compl�ance
framework, and tra�n�ng your

aud�tors.
 

Use the MITRE ATT&CK
framework and up-to-date
threat �ntell�gence about

adversary tact�cs, techn�ques,
and procedures to fac�l�tate

threat-�nformed defense
operat�ons across the

enterpr�se, ga�n�ng data-
dr�ven control over your

secur�ty program to ensure
that you detect and prevent
the adversary when the t�me

comes.

Th�s test prov�des the benef�t
of exper�enc�ng a

soph�st�cated targeted attack
w�thout the actual damage of

a real �nc�dent.
 

ThreatBlade’s Ransomware                              
Defense Assessment

evaluates your organ�zat�on’s
ab�l�ty to detect, conta�n, and

remed�ate ransomware
w�th�n your env�ronment—

before �t produces costly
harm.

 

Teams use ThreatBlade’s
l�brary of adversary

emulat�ons to exerc�se and
val�date spec�f�c secur�ty
controls, bu�ld�ng on the

MITRE ATT&CK framework
and ThreatBlade l�brary w�th
new threat �ntell�gence from

the outs�de or wh�ch the
secur�ty team �tself generates.

Security OperationsAudit and ComplianceAutomated Testing

Ransomware Defense
Assessment

Red, Blue, and Purple Teams Adversary Emulation
Exercise

https://www.infinitumit.com.tr/ucretsiz-mdr-health-check/
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Meduza Stealer: The
Possible Resurgence of the
Infamous Aurora Stealer
A new malware var�ant called "Meduza
Stealer" has emerged, potent�ally
mark�ng the return of the notor�ous
Aurora Stealer. Wh�le deta�ls from the
art�cle are not �ncluded, �t suggests that
Meduza Stealer could be a successor or
evolut�on of the prev�ously �dent�f�ed
Aurora Stealer malware. The exact
features, capab�l�t�es, and potent�al
�mpact of Meduza Stealer are not
d�scussed. Users should rema�n v�g�lant
and ensure the�r systems are protected
w�th up-to-date secur�ty measures to
m�t�gate the r�sk of such malware threats.

RedEnergy Stealer: A
Potential Ransomware
Threat on the Horizon
A new ransomware threat called
"RedEnergy Stealer" has been �dent�f�ed,
�nd�cat�ng a potent�al evolut�on of the
RedEnergy malware. The spec�f�cs of th�s
threat are not ment�oned �n the abstract.
RedEnergy Stealer may possess
ransomware capab�l�t�es, but further
deta�ls about �ts funct�onal�ty, attack
vectors, and �mpact are not prov�ded. It �s
cruc�al for users to pr�or�t�ze robust
secur�ty measures, �nclud�ng regularly
updat�ng the�r systems and employ�ng
rel�able backup solut�ons, to defend
aga�nst emerg�ng ransomware threats
l�ke RedEnergy Stealer.

NewsNews    

New EarlyRat Malware
Associated with North
Korean Andariel Hacking
Group
A new malware named "EarlyRat" has
been �dent�f�ed, potent�ally l�nked to a
North Korean hack�ng group known as
Andar�el. EarlyRat �s a backdoor malware
that �nf�ltrates computers to perform
esp�onage act�v�t�es, �nclud�ng steal�ng
data and remote control. It �s bel�eved to
have been used by Andar�el start�ng �n
2021. The malware spreads through ema�l
attachments and spam campa�gns.

Microsoft Investigates
Outlook.com Bug
Affecting Email Search
Functionality
An Outlook.com bug �s currently under
�nvest�gat�on by M�crosoft due to �ts
�mpact on ema�l search funct�onal�ty. The
bug �s caus�ng �ssues w�th the search
feature w�th�n Outlook.com, mak�ng �t
d�ff�cult for users to locate spec�f�c ema�ls
or search for relevant content. M�crosoft
�s act�vely look�ng �nto the matter to
�dent�fy the cause of the problem and
develop a solut�on to restore full ema�l
search funct�onal�ty. Users of
Outlook.com are adv�sed to stay updated
on any off�c�al announcements or
updates from M�crosoft regard�ng th�s
�ssue.




