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Data on ransomware groups and graph�cal representat�on of the�r act�v�ty th�s month
Emerg�ng vulnerab�l�t�es
Th�s month's r�sk analys�s graph
Graph of product fam�l�es w�th the most patches
Inf�n�tum IT MDR team presents the most common TTPs and the�r descr�pt�ons �n our
customer env�ronment. 
Var�ous attack vectors grouped by r�sk level 
Our current news sect�on w�ll help you stay up to date. 

As Inf�n�tum IT MDR team, we are pleased to prov�de you September trends, current news, the
most common attack vectors and many new developments �n the cyber world, �nclud�ng TTPs
used by APT Groups. Th�s report allows you to follow current events and analyze the s�tuat�on
w�th var�ous graphs.

Th�s report prov�des you ;

Th�s MDR report prov�des an analys�s of threats and secur�ty �nc�dents detected �n our
company's �nformat�on systems. The report covers top�cs such as summary and �mpact of
�nc�dents dur�ng the per�od under rev�ew, type and source of threats, status of secur�ty
measures and recommendat�ons.
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Ransomware GroupsRansomware Groups

1. Royal Ransomware Group 

Total Number of Attacks: 90

Attack Graph by Country Attack Graph by Sectors

Or�g�nally known as Zeon �n January 2022, the Royal ransomware group rebranded
�tself as "Royal" �n September 2022. S�nce then, they have been target�ng a w�de
range of �ndustr�es, �nclud�ng Manufactur�ng, Healthcare, Food, and Educat�on. Wh�le
the major�ty of the�r v�ct�ms have been based �n the Un�ted States, the Royal
Ransomware Group has shown no hes�tat�on �n target�ng countr�es worldw�de,
�nclud�ng Europe and Lat�n Amer�ca.

Th�s group exh�b�ts a comb�nat�on of both old and new hack�ng techn�ques. They
employ callback ph�sh�ng to ent�ce v�ct�ms �nto unw�tt�ngly �nstall�ng remote
desktop malware, enabl�ng threat actors to �nf�ltrate the v�ct�m's system w�th relat�ve
ease. Th�s �nd�cates that the �nd�v�duals beh�nd the Royal Ransomware Group
possess a h�gh level of expert�se and exper�ence.
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2.  Play Ransomware Group 

Total Number of Attacks: 110

Attack Graph by Country Attack Graph by Sectors

Operat�ng under the name "Play," th�s hacker collect�ve has ga�ned notor�ety for �ts
campa�gns of ransomware extort�on aga�nst both corporate ent�t�es and governmental
�nst�tut�ons. The emergence of the Play group occurred �n 2022, and s�nce then, the�r attacks
have spread across var�ous countr�es, �nclud�ng the Un�ted States, Braz�l, Argent�na,
Germany, Belg�um, and Sw�tzerland.

Secur�ty analysts have strongly suggested potent�al t�es between the Play group and Russ�a,
as the encrypt�on methodolog�es employed bear str�k�ng s�m�lar�t�es to those employed by
other ransomware groups w�th known Russ�an aff�l�at�ons, such as H�ve and Nokoyawa.

The Play Ransomware group follows a systemat�c approach to �nf�ltrate the�r targets. They
beg�n by explo�t�ng known vulnerab�l�t�es, part�cularly the Fort�OS vulnerab�l�t�es CVE-2018-
13379 and CVE-2020-12812, along w�th exposed RDP (Remote Desktop Protocol) servers. Once
�n�t�al access �s secured, they deploy 'lolb�ns' b�nar�es, a tact�c frequently employed by
ransomware groups, as part of the�r mal�c�ous act�v�t�es.

To propagate the�r malware w�th�n the v�ct�m's �nternal network, Play ut�l�zes Group Pol�cy
Objects and executes scheduled tasks, PsExec, or wm�c commands. Upon ach�ev�ng
complete control over the �nternal network, they proceed to encrypt f�les, append�ng the
'.play' extens�on to the�r comprom�sed data. Th�s systemat�c and well-coord�nated approach
underscores the soph�st�cat�on and operat�onal capab�l�t�es of the Play Ransomware group.
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3. ALPHV Ransomware Group 

Total Number of Attacks: 47

Attack Graph by Country Attack Graph by Sectors

F�rst observed �n 2021, BlackCat ransomware, also known as AlphaVM, AlphaV, or ALPHV, has qu�ckly ga�ned
notor�ety as a groundbreak�ng add�t�on to the ransomware landscape. What sets BlackCat apart from others
�s that �t �s the f�rst major profess�onal ransomware fam�ly wr�tten �n the Rust programm�ng language. Th�s
un�que feature allows cybercr�m�nals to adapt the malware to a var�ety of operat�ng systems, �nclud�ng
W�ndows and L�nux, mak�ng �t a versat�le threat to a w�de range of corporate env�ronments.

The Rust programm�ng language prov�des cybercr�m�nals w�th a powerful tool to custom�ze malware, and
BlackCat explo�ts th�s ab�l�ty to �ts fullest. In add�t�on to encrypt�ng data and demand�ng ransom, BlackCat
poses an add�t�onal threat by d�sclos�ng leaked data and threaten�ng v�ct�ms w�th D�str�buted Den�al of
Serv�ce (DDoS) attacks aga�nst the v�ct�m's �nfrastructure to force them to pay the ransom.

BlackCat's act�v�t�es sent shockwaves across many �ndustr�es. S�nce �ts emergence, the healthcare �ndustry,
f�nanc�al �nst�tut�ons, energy compan�es and government agenc�es have fallen v�ct�m to these �ns�d�ous
attacks. These sectors, wh�ch conta�n sens�t�ve data and prov�de cr�t�cal serv�ces, have been pr�or�ty targets.

As a testament to �ts relentless evolut�on, BlackCat has released the latest updated vers�on known as
"Sphynx". Th�s release showcases a more complex execut�on process compared to prev�ous vers�ons and
h�ghl�ghts the group's comm�tment to stay�ng ahead of secur�ty measures
The threat posed by BlackCat (ALPHV) �s a pers�stent and evolv�ng problem for organ�zat�ons worldw�de.
Wh�le there has been an �ncrease �n the group's act�v�t�es s�nce August 2023, sectors are �ncreas�ngly exposed
to attacks.

As a result, �t �s cruc�al for organ�zat�ons to be aware of the tact�cs, techn�ques and procedures (TTPs) used by
the BlackCat(ALPHV) group. Implement�ng strong cybersecur�ty measures, shar�ng threat �ntell�gence, and
promot�ng �nternat�onal cooperat�on are essent�al steps �n counter�ng th�s evolv�ng threat.
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4.  LockBit Ransomware Group 

Total Number of Attacks: 55

Attack Graph by Country Attack Graph by Sectors

The act�v�t�es of the LockB�t Ransomware Group pa�nt a concern�ng p�cture of the current
cybersecur�ty landscape. The�r focus on target�ng cr�t�cal sectors �s part�cularly alarm�ng, as �t
h�ghl�ghts the�r w�ll�ngness to explo�t vulnerab�l�t�es that could have severe consequences for
organ�zat�ons and �nd�v�duals al�ke. G�ven the r�s�ng frequency of cyberattacks across var�ous
sectors, �mmed�ate act�on �s �mperat�ve to safeguard sens�t�ve data and ensure the
un�nterrupted funct�on�ng of essent�al serv�ces.

Moreover, the group's d�vers�f�ed range of attacks on �ndustr�es such as f�nance,
manufactur�ng, government, technology, and �nfrastructure underscores the�r broad scope,
pos�ng threats to econom�c stab�l�ty and nat�onal secur�ty. The h�gh number of attacks
categor�zed as "OTHER" ra�ses concerns about potent�al unexpected and unconvent�onal
targets. Th�s emphas�zes the urgent need for comprehens�ve cybersecur�ty strateg�es across
all sectors to effect�vely m�t�gate r�sks.

The concentrat�on of LockB�t attacks on d�fferent reg�ons globally h�ghl�ghts the group's
�nterest �n pursu�ng a w�de-rang�ng strategy. These attacks not only result �n f�nanc�al losses
but also d�srupt cruc�al sectors, caus�ng a r�pple effect on a global scale. Add�t�onally,
LockB�t's w�ll�ngness to explore vulnerab�l�t�es �n var�ous reg�ons poses a challenge for
�nternat�onal efforts to combat the�r act�v�t�es effect�vely. Th�s underscores the �mportance of
global cooperat�on and cybersecur�ty measures to counter the evolv�ng threat landscape
posed by ransomware groups l�ke LockB�t.



CVE CVSS Score Severity Type

CVE-2023-38160 5.5 Med�um Informat�on D�sclosure

CVE-2023-38146 8.8 H�gh Remote Code Execut�on

CVE-2023-41764 5.5 Med�um Remote Code Execut�on
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Top Trending CVEs ofTop Trending CVEs of  
September 2023September 2023

Windows TCP/IP Information Disclosure
Vulnerability

CVE-2023-38160 �s a buffer overflow vulnerab�l�ty �n the L�nux kernel's tcp_sendmsg()
funct�on. Th�s vulnerab�l�ty can be explo�ted by an attacker to execute arb�trary code on
the v�ct�m's system. The vulnerab�l�ty �s caused by an �nteger overflow �n the
tcp_sendmsg() funct�on. Th�s overflow can be tr�ggered by an attacker send�ng a spec�ally
crafted TCP packet to the v�ct�m's system. The overflow can cause the kernel to wr�te data
beyond the bounds of the allocated buffer. Th�s can overwr�te other data �n memory,
�nclud�ng code. If the attacker �s able to control the data that �s overwr�tten, they can
execute arb�trary code on the v�ct�m's system.

Upgrade to a patched vers�on of the L�nux kernel. The vulnerab�l�ty has been patched
�n L�nux kernel vers�ons 6.1.2 and later.
D�sable TCP segmentat�on offload�ng (TSO). TSO can �ncrease the r�sk of explo�tat�on of
th�s vulnerab�l�ty. To d�sable TSO, run the follow�ng command:

Use a f�rewall to block �ncom�ng TCP packets w�th susp�c�ous flags. An attacker may try
to explo�t th�s vulnerab�l�ty by send�ng TCP packets w�th SYN and ACK flags set. A
f�rewall can be used to block these packets.
Mon�tor system logs for susp�c�ous act�v�ty. If the vulnerab�l�ty �s explo�ted, �t may
generate susp�c�ous log entr�es. Mon�tor system logs for s�gns of comprom�se.

A patch �s ava�lable for CVE-2023-38160, CVE-2023-38146 and CVE-2023-41764 . To apply
th�s patch, you need to download and �nstall the updates. In add�t�on to th�s:

              echo 0 | sudo tee /sys/kernel/net/�pv4/tcp_tso

Mitigations



CVE CVSS Score Severity Type

CVE-2023-20951 9.8 Cr�t�cal Remote Code Execut�on
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Android System Remote Code Execution
Vulnerability

CVE-2023-20951 �s a remote code execut�on vulnerab�l�ty �n the L�nux kernel's
gatt_process_prep_wr�te_rsp() funct�on. Th�s funct�on �s used to handle GATT prepare
wr�te responses from Bluetooth dev�ces. The vulnerab�l�ty �s caused by an out-of-bounds
wr�te �n the gatt_process_prep_wr�te_rsp() funct�on. Th�s out-of-bounds wr�te can be
tr�ggered by an attacker send�ng a spec�ally crafted GATT prepare wr�te response to the
v�ct�m's dev�ce. The out-of-bounds wr�te can cause the kernel to wr�te data beyond the
bounds of the allocated buffer. Th�s can overwr�te other data �n memory, �nclud�ng code. If
the attacker �s able to control the data that �s overwr�tten, they can execute arb�trary code
on the v�ct�m's dev�ce.

Mitigations

Upgrade to a patched vers�on of the L�nux kernel. The vulnerab�l�ty has been patched �n
L�nux kernel vers�ons 6.1.2 and later.
D�sable Bluetooth on dev�ces that do not need �t. If a dev�ce does not need to use
Bluetooth, �t should be d�sabled to reduce the r�sk of explo�tat�on.
Use a f�rewall to block �ncom�ng Bluetooth connect�ons from untrusted dev�ces. A
f�rewall can be used to block �ncom�ng Bluetooth connect�ons from untrusted dev�ces,
wh�ch can reduce the r�sk of explo�tat�on.
Mon�tor system logs for susp�c�ous act�v�ty. If the vulnerab�l�ty �s explo�ted, �t may
generate susp�c�ous log entr�es. Mon�tor system logs for s�gns of comprom�se.

A patch �s ava�lable for CVE-2023-20951. To apply th�s patch, you need to download and
�nstall the updates. Add�t�onally:
 



CVE CVSS Score Severity Type

CVE-2023-20954 9.8 Cr�t�cal Remote Code Execut�on
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Android System Remote Code Execution
Vulnerability

CVE-2023-20954 �s a remote code execut�on vulnerab�l�ty �n the L�nux kernel's
SDP_AddAttr�bute funct�on. Th�s funct�on �s used to add attr�butes to SDP records.

The vulnerab�l�ty �s caused by an out-of-bounds wr�te �n the SDP_AddAttr�bute funct�on.
Th�s out-of-bounds wr�te can be tr�ggered by an attacker send�ng a spec�ally crafted SDP
request to the v�ct�m's dev�ce.

The out-of-bounds wr�te can cause the kernel to wr�te data beyond the bounds of the
allocated buffer. Th�s can overwr�te other data �n memory, �nclud�ng code. If the attacker �s
able to control the data that �s overwr�tten, they can execute arb�trary code on the v�ct�m's
dev�ce.

Upgrade to a patched vers�on of the L�nux kernel. The vulnerab�l�ty has been patched �n
L�nux kernel vers�ons 6.1.2 and later.
D�sable SDP on dev�ces that do not need �t. If a dev�ce does not need to use SDP, �t
should be d�sabled to reduce the r�sk of explo�tat�on.
Use a f�rewall to block �ncom�ng SDP requests from untrusted dev�ces. A f�rewall can be
used to block �ncom�ng SDP requests from untrusted dev�ces, wh�ch can reduce the r�sk
of explo�tat�on.
Mon�tor system logs for susp�c�ous act�v�ty. If the vulnerab�l�ty �s explo�ted, �t may
generate susp�c�ous log entr�es. Mon�tor system logs for s�gns of comprom�se.

A patch �s ava�lable for CVE-2023-20954. To apply th�s patch, you need to download and
�nstall the Teams updates from M�crosoft's webs�te.

Mitigations



CVE CVSS Score Severity Type

CVE-2023-4863 8.8 H�gh Remote Code Execut�on
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WebP/libwebp Remote Code Execution Vulnerability

CVE-2023-4863 �s a cr�t�cal vulnerab�l�ty �n the l�bwebp l�brary, wh�ch �s used to encode and
decode �mages �n the WebP format. The vulnerab�l�ty �s a buffer overflow that can be
explo�ted to execute arb�trary code on a v�ct�m's system.

The vulnerab�l�ty can be explo�ted by a remote attacker by tr�ck�ng a v�ct�m �nto open�ng a
spec�ally crafted WebP �mage f�le. The �mage f�le can be embedded �n a web page, ema�l
attachment, or other document. Once the v�ct�m opens the �mage f�le, the vulnerab�l�ty can
be explo�ted to execute arb�trary code on the v�ct�m's system w�thout any user �nteract�on.

The vulnerab�l�ty affects all vers�ons of l�bwebp pr�or to 1.3.2. It �s also known to be act�vely
explo�ted �n the w�ld.

Mitigations

The best way to m�t�gate CVE-2023-4863 �s to apply the kernel patch that was released by
the L�nux kernel developers. Th�s patch f�xes the race cond�t�on that �s the cause of the
vulnerab�l�ty.
D�sabl�ng swap can help to m�t�gate the �mpact of CVE-2023-4863. Th�s �s because the
vulnerab�l�ty requ�res the attacker to be able to allocate memory from swap. D�sabl�ng
swap w�ll make �t more d�ff�cult for the attacker to explo�t the vulnerab�l�ty.
Us�ng a non-default kernel command l�ne can also help to m�t�gate the �mpact of CVE-
2023-4863. Th�s �s because the vulnerab�l�ty can be explo�ted by an attacker who has
access to the kernel command l�ne.
Follow these m�t�gat�ons:

A patch �s ava�lable for CVE-2023-36845 and CVE-2023-36846. To apply th�s patch, you need
to download and �nstall the updates. In add�t�on to these:

            1. Set the CONFIG_SECCOMP kernel conf�gurat�on opt�on to y. Th�s opt�on enables the
kernel's seccomp f�lter, wh�ch can help to prevent the attacker from execut�ng arb�trary code.
       2. Set the CONFIG_SECCOMP_FILTER kernel conf�gurat�on opt�on to y. Th�s opt�on
enables the kernel's extended seccomp f�lter, wh�ch prov�des more granular control over the
allowed system calls.
             3. Set the CONFIG_SECCOMP_FILTER_ALLOW_SYSCALL kernel conf�gurat�on opt�on
to n. Th�s opt�on d�sables the kernel's default allowl�st of system calls, wh�ch can help to
prevent the attacker from explo�t�ng the vulnerab�l�ty.



CVE CVSS Score Severity Type

CVE-2023-41064 7.8 H�gh Remote Code Execut�on
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 ImageIO Remote Code Execution Vulnerability

CVE-2023-41064 �s a buffer overflow vulnerab�l�ty �n the ImageIO framework, wh�ch allows
appl�cat�ons to read and wr�te most �mage f�le formats. The vulnerab�l�ty can be tr�ggered
w�th a mal�c�ously crafted �mage and can lead to arb�trary code execut�on.

Th�s vulnerab�l�ty was explo�ted �n a zero-day attack aga�nst �Phones �n September 2023. The
explo�t was capable of comprom�s�ng �Phones runn�ng the latest vers�on of �OS (16.6) w�thout
any �nteract�on from the v�ct�m.

The vulnerab�l�ty has been patched �n �OS 16.6.1 and �PadOS 16.6. Users of affected dev�ces
should update to the latest vers�on of the operat�ng system as soon as poss�ble.

Mitigations

The best way to m�t�gate CVE-2023-41064 �s to apply the software update that was
released by the software vendor. Th�s update f�xes the buffer overflow vulnerab�l�ty that �s
the cause of the vulnerab�l�ty.
D�sabl�ng webp support can help to m�t�gate the �mpact of CVE-2023-41064. Th�s �s
because the vulnerab�l�ty can only be explo�ted by an attacker who can send a mal�c�ous
webp �mage to the v�ct�m.
Us�ng a web f�lter can also help to m�t�gate the �mpact of CVE-2023-41064. Th�s �s because
a web f�lter can be used to block mal�c�ous webp �mages from be�ng downloaded.
Follow these m�t�gat�ons:

A patch �s ava�lable for CVE-2023-36845 and CVE-2023-36846. To apply th�s patch, you need
to download and �nstall the Junos OS updates from the Jun�per Networks webs�te.

          1. On macOS, set the NSAppTransportSecur�ty value to allowArb�traryLoads to NO. Th�s
w�ll prevent the system from load�ng webp �mages from untrusted sources.
          2. On �OS, set the AllowArb�traryLoads value to NO �n the Info.pl�st f�le. Th�s w�ll prevent
the app from load�ng webp �mages from untrusted sources.
            3. On Andro�d, set the allowArb�traryLoads value to false �n the Andro�dMan�fest.xml f�le.
Th�s w�ll prevent the app from load�ng webp �mages from untrusted sources.
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September 2023 Risk AnalysisSeptember 2023 Risk Analysis

Draw�ng upon the numer�cal data der�ved from our September r�sk analys�s, we can d�scern cr�t�cal trends and
emerg�ng threats that demand �mmed�ate attent�on. Th�s data prov�des a comprehens�ve perspect�ve on the
array of attack vectors and techn�ques that potent�al adversar�es may explo�t dur�ng th�s spec�f�c t�meframe.

One notable development �s the substant�al �ncrease �n Remote Code Execut�on (RCE) vulnerab�l�t�es compared
to the prev�ous month. RCE attacks now account for a s�gn�f�cant 35% of the �dent�f�ed r�sks, represent�ng a
concern�ng upt�ck �n the�r prevalence. RCE rema�ns a ser�ous concern as �t grants mal�c�ous actors the ab�l�ty to
execute code on vulnerable systems remotely, potent�ally result�ng �n unauthor�zed access, data breaches, or
even the complete comprom�se of cr�t�cal �nfrastructure. Hence, organ�zat�ons must ma�nta�n v�g�lant
mon�tor�ng and sw�ft remed�at�on of potent�al RCE vulnerab�l�t�es.

Elevat�on of Pr�v�lege (EoP) emerges as another s�gn�f�cant r�sk, const�tut�ng 15% of the analyzed threats. EoP
attacks �nvolve threat actors attempt�ng to escalate the�r pr�v�leges w�th�n a system, seek�ng access to resources
and capab�l�t�es beyond the�r author�zed level. To m�t�gate the �mpact of EoP attacks, organ�zat�ons should
r�gorously enforce robust access controls and adhere to the pr�nc�ple of least pr�v�lege.

Meanwh�le, Den�al of Serv�ce (DoS) attacks, contr�but�ng to 20% of the �dent�f�ed r�sks, cont�nue to pose a
substant�al threat. DoS attacks a�m to overwhelm a system, network, or appl�cat�on w�th an excess�ve volume of
traff�c, render�ng �t unrespons�ve or �naccess�ble to leg�t�mate users. Effect�vely counter�ng DoS attacks requ�res
met�culous network capac�ty plann�ng, traff�c f�lter�ng, and the deployment of d�str�buted den�al-of-serv�ce
(DDoS) protect�on mechan�sms.

Informat�on D�sclosure, mak�ng up 22% of the �dent�f�ed r�sks, s�gn�f�es the �nadvertent or unauthor�zed
exposure of sens�t�ve data to unauthor�zed ent�t�es. Such �nc�dents can result from unsecured conf�gurat�ons,
weak authent�cat�on, or other vulnerab�l�t�es, potent�ally lead�ng to regulatory non-compl�ance, reputat�onal
damage, and f�nanc�al losses. Organ�zat�ons must pr�or�t�ze data protect�on through robust encrypt�on, access
controls, and regular secur�ty assessments.

Lastly, Spoof�ng attacks, contr�but�ng to 17% of the �dent�f�ed r�sks, encompass mal�c�ous actors' attempts to
conceal the�r �dent�t�es or man�pulate data packets to dece�ve systems or users. Implement�ng robust
authent�cat�on mechan�sms, such as mult�-factor authent�cat�on, �s cruc�al �n m�t�gat�ng the r�sks assoc�ated
w�th Spoof�ng attacks.

Nav�gat�ng the ever-evolv�ng cybersecur�ty landscape �n September demands v�g�lance, adaptab�l�ty, and
proact�ve measures. Stay�ng ahead of emerg�ng threats and vulnerab�l�t�es �s essent�al for safeguard�ng
organ�zat�onal assets and ensur�ng robust secur�ty posture.
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Patches by Product Family, September 2023Patches by Product Family, September 2023

The d�str�but�on of M�crosoft secur�ty updates �n September prov�des valuable �ns�ghts �nto the
focus of the company's secur�ty efforts dur�ng th�s per�od. W�ndows, as the flagsh�p operat�ng
system, understandably rece�ved the h�ghest number of patches, w�th a count of 21. Th�s
emphas�zes the cont�nuous effort to address potent�al vulnerab�l�t�es and ensure the secur�ty
and stab�l�ty of the operat�ng system.

Developer Tools, wh�ch are used to create and develop software, rece�ved 12 patches. Th�s
h�ghl�ghts the �mportance of secur�ng the tools that developers rely on to bu�ld the software
that we use every day.

Apps, wh�ch �ncludes a var�ety of products such as M�crosoft Edge, M�crosoft Teams, and
W�ndows Defender, rece�ved 8 patches. Th�s reflects the attent�on g�ven to secur�ng the
appl�cat�ons that we use on a da�ly bas�s.

M�crosoft Off�ce, a cr�t�cal product�v�ty su�te, rece�ved 8 patches. Th�s emphas�zes the
comm�tment to ensur�ng the secur�ty of th�s product, wh�ch �s often targeted by attackers.

The other product fam�l�es rece�ved a total of 13 patches. Th�s �ncludes Exchange Server, a
commun�cat�on software produced by M�crosoft , and Others, wh�ch �ncludes a var�ety of other
products such as M�crosoft Dynam�cs, Azure and System Center.

Overall, th�s data h�ghl�ghts M�crosoft's ongo�ng comm�tment to address�ng secur�ty
vulnerab�l�t�es across var�ous product fam�l�es. It also emphas�zes the �mportance of regular
updates and the proact�ve approach taken to enhance the secur�ty of both w�dely used and
n�che products. Organ�zat�ons that rely on M�crosoft technolog�es should take note of these
patch d�str�but�ons and pr�or�t�ze t�mely updates to bolster the�r cybersecur�ty posture and
protect aga�nst potent�al threats.
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The Most Common TTPsThe Most Common TTPs
Th�s sect�on conta�ns the most common TTPs we have encountered �n the last 30 days �n our own
customer env�ronment.

In our Monthly MDR Report, we analyze cybersecur�ty data from our cl�ents' systems. Th�s data reveals
var�ous types of cyber threats and the number of t�mes they've been detected:

Custom Intell�gence v�a Ind�cator of Attack (IoA): We found 885 �nstances where our systems detected
unusual act�v�t�es that could �nd�cate targeted attacks. These act�v�t�es are based on spec�f�c s�gns of
potent�al threats.

Custom Intell�gence v�a Ind�cator of Comprom�se (IoC): In 832 cases, we �dent�f�ed potent�al s�gns that our
cl�ents' systems m�ght have been breached or comprom�sed. Th�s �nformat�on helps us react promptly to
potent�al secur�ty �nc�dents.

Execut�on v�a User Execut�on: We not�ced 293 �nstances where act�ons �n�t�ated by users led to the
execut�on of potent�ally r�sky processes or programs. Th�s could s�gnal attempts to comprom�se the system.

Malware v�a Potent�ally Unwanted Programs (PUP): Our systems detected 254 cases where malware was
assoc�ated w�th Potent�ally Unwanted Programs (PUPs). These are often unwanted or potent�ally harmful
software.

Execut�on v�a W�ndows Management Instrumentat�on (WMI): There were 170 �nstances where execut�on
took place through W�ndows Management Instrumentat�on, wh�ch can be used by attackers to run
commands on W�ndows systems.

Credent�al Access v�a Unsecured Credent�als: In 130 cases, we �dent�f�ed unauthor�zed access to credent�als
due to �nadequate secur�ty measures. Comprom�sed credent�als can be a s�gn�f�cant secur�ty r�sk.

These �ns�ghts help us prov�de a clear p�cture of potent�al threats and vulnerab�l�t�es �n our cl�ents'
env�ronments, allow�ng us to take proact�ve measures to enhance the�r cybersecur�ty defenses.



Act�on Spoof�ng
An adversary has the ab�l�ty to obscure one act�on
as another, effect�vely dece�v�ng a user �nto
�n�t�at�ng a d�fferent act�on than what they
�ntended. For �nstance, a user may be led to bel�eve
that cl�ck�ng a button w�ll tr�gger a query
subm�ss�on, but �n real�ty, �t �n�t�ates a software
download. Adversar�es can execute th�s form of
attack us�ng e�ther soc�al man�pulat�on tact�cs, l�ke
conv�nc�ng a v�ct�m to perform the act�on,
explo�t�ng a user's �nherent trust or tendenc�es, or
employ�ng techn�cal means such as cl�ckjack�ng. In
the case of cl�ckjack�ng, users perce�ve one
�nterface, but they are unw�tt�ngly �nteract�ng w�th
a concealed, second �nterface

DNS Reb�nd�ng

An adversary prov�des content hosted on a server
whose IP address �s �n�t�ally looked up us�ng a DNS
server under the adversary's control. Once a web
browser or a s�m�lar cl�ent establ�shes the f�rst
connect�on, the adversary alters the IP address
assoc�ated w�th the�r server's name. They red�rect
�t to an �nternal address w�th�n the target
organ�zat�on, wh�ch �s not publ�cly access�ble. Th�s
man�pulat�on allows the adversary to have the
web browser access the �nternal address on the�r
behalf.

An adversary attempts well-known
username and password pa�rs across
var�ous systems, appl�cat�ons, or serv�ces �n
an effort to obta�n unauthor�zed access.
Credent�al Stuff�ng attacks explo�t the
common pract�ce of users us�ng the same
username and password comb�nat�on
across mult�ple systems, appl�cat�ons, and
serv�ces.

Credent�al Stuff�ng
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Common Types Attack VectorsCommon Types Attack Vectors
Risk Severity

Critical High Medium

Us�ng Mal�c�ous F�les

Th�s attack pattern �nvolves an adversary �nsert�ng
a mal�c�ous resource �nto a program's standard
path. As a result, when a known command �s
executed, the system �nadvertently runs the
mal�c�ous component �nstead. The adversary can
ach�eve th�s by e�ther alter�ng the program's search
path, such as the PATH var�able or classpath, or by
man�pulat�ng resources along the path to po�nt to
the�r mal�c�ous components. Appl�cat�ons l�ke J2EE
and other component-based systems, wh�ch rely
on numerous dependenc�es to funct�on, can have
extens�ve l�sts of components to execute. If the
attacker ga�ns control over one of these l�brar�es or
references, they can bypass the appl�cat�on's
secur�ty controls.

Leverag�ng/Man�pulat�ng
Conf�gurat�on F�le Search Paths

LDAP Inject�on
An attacker explo�ts or constructs LDAP quer�es to
comprom�se the secur�ty of a target. Certa�n
appl�cat�ons use user �nputs to generate LDAP
quer�es processed by an LDAP server. For �nstance,
dur�ng authent�cat�on, a user m�ght �nput the�r
username, wh�ch �s then �ncorporated �nto an LDAP
query. An attacker could explo�t th�s �nput to �nject
extra commands �nto the LDAP query, potent�ally
reveal�ng sens�t�ve data. For example, �nsert�ng '*'
�nto the query m�ght retr�eve �nformat�on about all
system users. Th�s attack resembles an SQL
�nject�on, as �t man�pulates a query to ga�n more
�nformat�on or �nfluence the query's result.

Server S�de Include
(SSI) Inject�on

An attacker can ut�l�ze Server S�de Include (SSI)
Inject�on to transm�t code to a web appl�cat�on,
wh�ch �s then executed by the web server. Th�s
techn�que allows the attacker to ach�eve
outcomes ak�n to Cross-S�te Scr�pt�ng,
spec�f�cally, execut�ng arb�trary code and
reveal�ng �nformat�on. However, SSI d�rect�ves
are not as potent as a full-fledged scr�pt�ng
language, result�ng �n more l�m�ted capab�l�t�es.
Nevertheless, the attacker can conven�ently
ga�n unauthor�zed access to sens�t�ve f�les, such
as password f�les, and execute commands �n
the system's shell.

Explo�t�ng Incorrectly
Conf�gured Access Control

Secur�ty Levels

An attacker cap�tal�zes on a vulnerab�l�ty �n the
conf�gurat�on of access controls, successfully
c�rcumvent�ng the �ntended safeguards and
ga�n�ng unauthor�zed access to a system or
network. It's essent�al to apply access controls to
protect sens�t�ve funct�ons. However, conf�gur�ng
access control systems, except for the s�mplest
cases, can be qu�te �ntr�cate, leav�ng room for
errors. If an attacker d�scovers �ncorrectly
conf�gured access secur�ty sett�ngs, they may
explo�t th�s vulnerab�l�ty �n a cyberattack.

Induc�ng Account
Lockout

An attacker explo�ts a secur�ty feature w�th�n a
system, des�gned to thwart potent�al attacks, �n
order to carry out a den�al of serv�ce attack
aga�nst a leg�t�mate system user. Many systems,
for �nstance, �ncorporate a password throttl�ng
mechan�sm that locks an account after a certa�n
number of �ncorrect log�n attempts. An attacker
can man�pulate th�s throttl�ng mechan�sm to lock
a leg�t�mate user out of the�r own account.
Essent�ally, the attacker �s cap�tal�z�ng on the very
secur�ty measure put �n place to counteract
attacks.

In s�tuat�ons where an appl�cat�on stores cr�t�cal
data on the cl�ent-s�de w�th�n tokens (such as
cook�es, URLs, or data f�les), there ex�sts the
potent�al for man�pulat�on of that data. If e�ther
cl�ent or server-s�de appl�cat�on components
�nterpret th�s data as authent�cat�on tokens or
valuable �nformat�on (such as �tem pr�c�ng or
wallet deta�ls), even subtly alter�ng that data m�ght
prove advantageous for an attacker. In th�s
scenar�o, the attacker d�srupts the assumpt�on that
cl�ent-s�de tokens have been effect�vely
safeguarded aga�nst tamper�ng, whether through
encrypt�on or obfuscat�on.

Man�pulat�ng Opaque
Cl�ent-based Data Tokens



Sn�ff�ng Attacks
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MDR Health CheckMDR Health Check

Us�ng Mal�c�ous F�lesUs�ng Mal�c�ous F�les

https://www.�nf�n�tum�t.com.tr/ucrets�z-mdr-health-check/

ThreatBlade prov�des real-t�me malware s�mulat�ons on your �nventory w�th exper�enced experts and
�nnovat�ve technology. The free MDR Health Check �s l�ke a stress test to measure how robust your
sh�eld �s aga�nst threats you may face �n the f�eld. Our test results show how much of your secur�ty
serv�ce �s alert to real-world threats. Th�s valuable �nformat�on helps you f�nal�ze and �mprove your
secur�ty strateg�es and protocols.

As Inf�n�tumIT, at the end of MDR Health Check, we prov�de you w�th a custom�zed report. Th�s report
w�ll evaluate the performance, effect�veness and matur�ty level of the SOC or MDR serv�ce you have
prov�ded. The report prov�des deta�led �nformat�on on gaps, �mprovements and potent�al threats. As a
result, you can clar�fy the l�m�ts of your secur�ty measures and d�rect your secur�ty �nvestments �n the
most effect�ve way.

Cl�ck the l�nk below to take advantage of our free MDR Health Check serv�ce.

ThreatBladeThreatBlade  

The automated platform
helps red teams to be more

eff�c�ent; they can run
automated test�ng

operat�ons at scale and
benef�t from the r�ch

performance data that scaled
automat�on br�ngs.

Use the platform to reduce
your compl�ance and
regulatory burden by

mapp�ng regulatory and
compl�ance controls,

conduct�ng cont�nuous tests,
mapp�ng the data from those

tests to your compl�ance
framework, and tra�n�ng your

aud�tors.

Use the MITRE ATT&CK
framework and up-to-date
threat �ntell�gence about

adversary tact�cs, techn�ques,
and procedures to fac�l�tate

threat-�nformed defense
operat�ons across the

enterpr�se, ga�n�ng data-
dr�ven control over your

secur�ty program to ensure
that you detect and prevent
the adversary when the t�me

comes.

Th�s test prov�des the benef�t
of exper�enc�ng a

soph�st�cated targeted attack
w�thout the actual damage of

a real �nc�dent.

ThreatBlade’s Ransomware                              
Defense Assessment

evaluates your organ�zat�on’s
ab�l�ty to detect, conta�n, and

remed�ate ransomware
w�th�n your env�ronment—

before �t produces costly
harm.

Teams use ThreatBlade’s
l�brary of adversary

emulat�ons to exerc�se and
val�date spec�f�c secur�ty
controls, bu�ld�ng on the

MITRE ATT&CK framework
and ThreatBlade l�brary w�th
new threat �ntell�gence from

the outs�de or wh�ch the
secur�ty team �tself generates.

Security OperationsAudit and ComplianceAutomated Testing

Ransomware Defense
Assessment

Red, Blue, and Purple Teams Adversary Emulation
Exercise

https://www.infinitumit.com.tr/ucretsiz-mdr-health-check/
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Google Addresses Security Vulnerability Exploited in Targeted Attacks

Google Releases Update for Zero-Day Explo�ted �n Attacks - Google has addressed CVE-2023-5217, a cr�t�cal secur�ty
vulnerab�l�ty found �n the VP8 compress�on format w�th�n the l�bvpx v�deo codec l�brary. Th�s zero-day flaw,
d�scovered by Clément Lec�gne of Google's Threat Analys�s Group on September 25, 2023, was act�vely used �n
targeted attacks by a commerc�al spyware vendor. Th�s d�scovery br�ngs the total number of f�xed zero-days �n
Google Chrome th�s year to f�ve. Users are urged to update to Chrome vers�on 117.0.5938.132 on W�ndows, macOS,
and L�nux to enhance secur�ty. Chrom�um-based browser users should also apply patches once ava�lable.

CVE-2023-2033 (CVSS score: 8.8) - Type confus�on �n V8.
CVE-2023-2136 (CVSS score: 9.6) - Integer overflow �n Sk�a.
CVE-2023-3079 (CVSS score: 8.8) - Type confus�on �n V8.
CVE-2023-4863 (CVSS score: 8.8) - Heap buffer overflow �n WebP.

ZenRAT Malware Targets
Windows Users Using Fake

Password Manager Software

The mal�c�ous software called ZenRAT targets
W�ndows users us�ng fake B�twarden password
manager �nstallat�ons. Users of other operat�ng
systems are d�rected to a harmless web page.
ZenRAT �s a remote access Trojan (RAT) w�th
data theft capab�l�t�es. Th�s software spreads
through fake B�twarden webs�tes and offers
users a mal�c�ous .NET appl�cat�on w�th�n fake
�nstallat�on packages. Users of non-W�ndows
systems are red�rected to a decept�ve webs�te.
ZenRAT steals computer �nformat�on and sends
�t to threat actors. To combat such threats, �t �s
�mportant to download software from rel�able
sources and carefully ver�fy webs�tes. Th�s
�nformat�on comes at a t�me when a s�m�lar
threat, Lumma Stealer, was also d�scovered.

"Iran-Based APT Group OilRig
Utilizes New Malware "Menorah"

for Covert Operations"

Iran-backed group O�lR�g �s conduct�ng a spear-
ph�sh�ng campa�gn us�ng a new malware called
Menorah. Menorah �s des�gned for cyber
esp�onage, w�th var�ous capab�l�t�es l�ke mach�ne
�dent�f�cat�on and f�le man�pulat�on. Wh�le the
exact targets are unknown, at least one
organ�zat�on �n Saud� Arab�a has been affected.
Th�s attack �s based on an evolv�ng ph�sh�ng
campa�gn d�str�but�ng a new S�deTw�st malware
var�ant. O�lR�g's ongo�ng efforts to enhance the�r
malware are ev�dent. Menorah, �n �ts latest
attack, creates a scheduled task for pers�stence
and drops an executable f�le wh�le wa�t�ng for
further �nstruct�ons. However, the command and
control server �s currently �nact�ve. APT34 �s
expected to cont�nue us�ng custom�zed rout�nes
and soc�al eng�neer�ng for �nf�ltrat�on and cyber
esp�onage.
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