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Data on ransomware groups and graph�cal representat�on of the�r act�v�ty th�s month
Emerg�ng vulnerab�l�t�es
Th�s month's r�sk analys�s graph
Graph of product fam�l�es w�th the most patches
Inf�n�tum IT MDR team presents the most common TTPs and the�r descr�pt�ons �n our
customer env�ronment. 
Var�ous attack vectors grouped by r�sk level 
Our current news sect�on w�ll help you stay up to date. 

As Inf�n�tum IT MDR team, we are pleased to prov�de you October trends, current news, the
most common attack vectors and many new developments �n the cyber world, �nclud�ng TTPs
used by APT Groups. Th�s report allows you to follow current events and analyze the s�tuat�on
w�th var�ous graphs.

Th�s report prov�des you ;

Th�s MDR report prov�des an analys�s of threats and secur�ty �nc�dents detected �n our
company's �nformat�on systems. The report covers top�cs such as summary and �mpact of
�nc�dents dur�ng the per�od under rev�ew, type and source of threats, status of secur�ty
measures and recommendat�ons.

MDR REPORTMDR REPORT
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Ransomware GroupsRansomware Groups

1. Lost Trust Ransomware Group 

Total Number of Attacks: 53

Attack Graph by Country Attack Graph by Sectors

Lost Trust Ransomware group �s a ransomware group that emerged �n 2023 and
rap�dly became a global threat. The group �nf�ltrates computers us�ng var�ous
methods, encrypts data, and demands a ransom.

In October 2023, the group carr�ed out attacks, w�th 42% of them target�ng the
Un�ted States, 20% �n the Un�ted K�ngdom, and 15% �n Germany. Other targeted
countr�es �nclude France, Italy, Turkey, Spa�n, Russ�a, and Ch�na.

Th�s Ransomware group pr�mar�ly targets the healthcare, f�nanc�al, and reta�l sectors.
These sectors are appeal�ng targets for the group due to the�r possess�on of cr�t�cal
and sens�t�ve �nformat�on.

Lost Trust Ransomware employs a var�ety of methods for the�r attacks, �nclud�ng
mal�c�ous software d�str�buted through ema�l, ransomware through webs�tes, and
ga�n�ng unauthor�zed access us�ng remote access software.

The group typ�cally demands B�tco�n as ransom from the�r v�ct�ms. Fa�lure to pay the
ransom may result �n the permanent loss of data.
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2.  ALPHV Ransomware Group 

Total Number of Attacks: 120

Attack Graph by Country Attack Graph by Sectors

In October 2023, the ALPHV Ransomware group, a prol�f�c ransomware threat actor,
s�gn�f�cantly �ncreased �ts attacks compared to September. The group pr�mar�ly targeted the
healthcare, f�nanc�al, and energy sectors.

The ALPHV Ransomware group often ut�l�zes a mal�c�ous software d�str�but�on tool known as
Cont�Loader to carry out �ts attacks. Us�ng th�s tool, the group creates a backdoor �nto the
networks of organ�zat�ons for data encrypt�on. Subsequently, the group demands ransom
payments from these organ�zat�ons.

The ALPHV Ransomware group has become one of the most act�ve ransomware groups �n
recent years. The group poses a ser�ous threat due to �ts advanced attack techn�ques and
h�gh ransom demands.
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3. Play Ransomware Group 

Total Number of Attacks: 28

Attack Graph by Country Attack Graph by Sectors

The emergence of "Play ransomware" �n July 2022 marked a s�gn�f�cant and concern�ng
development �n the landscape of cyber threats. Th�s ransomware stra�n, character�zed by �ts un�que
behav�or of append�ng the ".play" extens�on to encrypted f�les and present�ng a ransom note w�th
only the word "PLAY" and contact �nformat�on for the ransomware group, qu�ckly garnered
attent�on. However, what �s most alarm�ng �s the group's apparent determ�nat�on to cont�nuously
evolve and adapt.

As the Play ransomware group rema�ns act�ve �n the ransomware env�ronment, the�r act�ons have
not been stat�c. In-depth research has unve�led a clear pattern of the group cont�nuously ref�n�ng
the�r tact�cs and enhanc�ng the�r toolk�t. Th�s pers�stence underscores the�r comm�tment to
perpetuate the�r presence and expand the�r �nfluence.

In the�r quest to ach�eve these object�ves, the Play ransomware group has exh�b�ted an adeptness at
leverag�ng new vulnerab�l�t�es and �ncorporat�ng fresh tools �nto the�r attacks. Notably, they have
targeted vulnerab�l�t�es such as ProxyNotShell, OWASSRF, and M�crosoft Exchange Server Remote
Code Execut�on. Furthermore, they have �ntroduced �nnovat�ve components �nto the�r arsenal,
�nclud�ng Gr�xba, a propr�etary network scanner and �nformat�on-stealer, as well as the open-source
VSS management tool AlphaVSS.

A not�ceable escalat�on �n attacks was observed �n October, �nd�cat�ng an �ntens�f�cat�on of the threat
posed by the Play ransomware group. G�ven these developments, �t �s �mperat�ve for organ�zat�ons to
ma�nta�n a he�ghtened awareness of the Play ransomware group's dynam�c tact�cs and expand�ng
toolk�t. To protect aga�nst th�s evolv�ng threat landscape and the potent�al t�es to other ransomware
fam�l�es, organ�zat�ons must rema�n v�g�lant, cont�nuously update the�r secur�ty measures, and
leverage threat �ntell�gence as an essent�al defense mechan�sm. Stay�ng proact�ve and �nformed �s
paramount �n fort�fy�ng defenses aga�nst the mult�faceted and �nterconnected threats presented by
ransomware groups l�ke Play.
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4.  LockBit Ransomware Group 

Total Number of Attacks: 47

Attack Graph by Country Attack Graph by Sectors

The act�v�t�es of the LockB�t Ransomware Group �ncreased �n October. The�r focus on
target�ng cr�t�cal sectors �s part�cularly concern�ng because �t reveals the�r w�ll�ngness to
explo�t vulnerab�l�t�es that could have ser�ous consequences for both organ�zat�ons and
�nd�v�duals. Cons�der�ng the �ncreas�ng frequency of cyber attacks across var�ous sectors,
urgent act�on �s �mperat�ve to protect sens�t�ve data and ensure the un�nterrupted operat�on
of essent�al serv�ces.

Moreover, the group's d�verse attacks on sectors such as f�nance, manufactur�ng,
government, technology, and �nfrastructure h�ghl�ght the broad scope of attacks and pose
threats to econom�c stab�l�ty and nat�onal secur�ty. The h�gh number of attacks class�f�ed as
"OTHER" ra�ses concerns about potent�al unexpected and unusual targets. Th�s h�ghl�ghts
the urgent need for comprehens�ve cybersecur�ty strateg�es across all sectors to effect�vely
m�t�gate r�sks.

The concentrat�on of LockB�t attacks �n d�fferent reg�ons globally h�ghl�ghts the group's
�nterest �n pursu�ng a w�de-rang�ng strategy. These attacks not only cause f�nanc�al losses
but also d�srupt cr�t�cal sectors, creat�ng a r�pple effect on a global scale. Add�t�onally,
LockB�t's w�ll�ngness to d�scover vulnerab�l�t�es �n var�ous reg�ons poses a challenge to
�nternat�onal efforts to effect�vely combat �ts act�v�t�es. Th�s underscores the �mportance of
global collaborat�on and cybersecur�ty measures to counter the evolv�ng threat landscape
posed by ransomware groups l�ke LockB�t.



CVE CVSS Score Severity Type

CVE-2023-38160 5.5 Med�um Informat�on D�sclosure

CVE-2023-38146 8.8 H�gh Remote Code Execut�on

CVE-2023-41764 5.5 Med�um Remote Code Execut�on
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Top Trending CVEs ofTop Trending CVEs of  
October 2023October 2023

Windows TCP/IP Information Disclosure
Vulnerability

CVE-2023-38160 �s a buffer overflow vulnerab�l�ty �n the L�nux kernel's tcp_sendmsg()
funct�on. Th�s vulnerab�l�ty can be explo�ted by an attacker to execute arb�trary code on
the v�ct�m's system. The vulnerab�l�ty �s caused by an �nteger overflow �n the
tcp_sendmsg() funct�on. Th�s overflow can be tr�ggered by an attacker send�ng a spec�ally
crafted TCP packet to the v�ct�m's system. The overflow can cause the kernel to wr�te data
beyond the bounds of the allocated buffer. Th�s can overwr�te other data �n memory,
�nclud�ng code. If the attacker �s able to control the data that �s overwr�tten, they can
execute arb�trary code on the v�ct�m's system.

Upgrade to a patched vers�on of the L�nux kernel. The vulnerab�l�ty has been patched
�n L�nux kernel vers�ons 6.1.2 and later.
D�sable TCP segmentat�on offload�ng (TSO). TSO can �ncrease the r�sk of explo�tat�on of
th�s vulnerab�l�ty. To d�sable TSO, run the follow�ng command:

Use a f�rewall to block �ncom�ng TCP packets w�th susp�c�ous flags. An attacker may try
to explo�t th�s vulnerab�l�ty by send�ng TCP packets w�th SYN and ACK flags set. A
f�rewall can be used to block these packets.
Mon�tor system logs for susp�c�ous act�v�ty. If the vulnerab�l�ty �s explo�ted, �t may
generate susp�c�ous log entr�es. Mon�tor system logs for s�gns of comprom�se.

A patch �s ava�lable for CVE-2023-38160, CVE-2023-38146 and CVE-2023-41764 . To apply
th�s patch, you need to download and �nstall the updates. In add�t�on to th�s:

              echo 0 | sudo tee /sys/kernel/net/�pv4/tcp_tso

Mitigations



CVE CVSS Score Severity Type

CVE-2023-20951 9.8 Cr�t�cal Remote Code Execut�on
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Android System Remote Code Execution
Vulnerability

CVE-2023-20951 �s a remote code execut�on vulnerab�l�ty �n the L�nux kernel's
gatt_process_prep_wr�te_rsp() funct�on. Th�s funct�on �s used to handle GATT prepare
wr�te responses from Bluetooth dev�ces. The vulnerab�l�ty �s caused by an out-of-bounds
wr�te �n the gatt_process_prep_wr�te_rsp() funct�on. Th�s out-of-bounds wr�te can be
tr�ggered by an attacker send�ng a spec�ally crafted GATT prepare wr�te response to the
v�ct�m's dev�ce. The out-of-bounds wr�te can cause the kernel to wr�te data beyond the
bounds of the allocated buffer. Th�s can overwr�te other data �n memory, �nclud�ng code. If
the attacker �s able to control the data that �s overwr�tten, they can execute arb�trary code
on the v�ct�m's dev�ce.

Mitigations

Upgrade to a patched vers�on of the L�nux kernel. The vulnerab�l�ty has been patched �n
L�nux kernel vers�ons 6.1.2 and later.
D�sable Bluetooth on dev�ces that do not need �t. If a dev�ce does not need to use
Bluetooth, �t should be d�sabled to reduce the r�sk of explo�tat�on.
Use a f�rewall to block �ncom�ng Bluetooth connect�ons from untrusted dev�ces. A
f�rewall can be used to block �ncom�ng Bluetooth connect�ons from untrusted dev�ces,
wh�ch can reduce the r�sk of explo�tat�on.
Mon�tor system logs for susp�c�ous act�v�ty. If the vulnerab�l�ty �s explo�ted, �t may
generate susp�c�ous log entr�es. Mon�tor system logs for s�gns of comprom�se.

A patch �s ava�lable for CVE-2023-20951. To apply th�s patch, you need to download and
�nstall the updates. Add�t�onally:
 



CVE CVSS Score Severity Type

CVE-2023-20954 9.8 Cr�t�cal Remote Code Execut�on
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Android System Remote Code Execution
Vulnerability

CVE-2023-20954 �s a remote code execut�on vulnerab�l�ty �n the L�nux kernel's
SDP_AddAttr�bute funct�on. Th�s funct�on �s used to add attr�butes to SDP records.

The vulnerab�l�ty �s caused by an out-of-bounds wr�te �n the SDP_AddAttr�bute funct�on.
Th�s out-of-bounds wr�te can be tr�ggered by an attacker send�ng a spec�ally crafted SDP
request to the v�ct�m's dev�ce.

The out-of-bounds wr�te can cause the kernel to wr�te data beyond the bounds of the
allocated buffer. Th�s can overwr�te other data �n memory, �nclud�ng code. If the attacker �s
able to control the data that �s overwr�tten, they can execute arb�trary code on the v�ct�m's
dev�ce.

Upgrade to a patched vers�on of the L�nux kernel. The vulnerab�l�ty has been patched �n
L�nux kernel vers�ons 6.1.2 and later.
D�sable SDP on dev�ces that do not need �t. If a dev�ce does not need to use SDP, �t
should be d�sabled to reduce the r�sk of explo�tat�on.
Use a f�rewall to block �ncom�ng SDP requests from untrusted dev�ces. A f�rewall can be
used to block �ncom�ng SDP requests from untrusted dev�ces, wh�ch can reduce the r�sk
of explo�tat�on.
Mon�tor system logs for susp�c�ous act�v�ty. If the vulnerab�l�ty �s explo�ted, �t may
generate susp�c�ous log entr�es. Mon�tor system logs for s�gns of comprom�se.

A patch �s ava�lable for CVE-2023-20954. To apply th�s patch, you need to download and
�nstall the Teams updates from M�crosoft's webs�te.

Mitigations



CVE CVSS Score Severity Type

CVE-2023-4863 8.8 H�gh Remote Code Execut�on

10

WebP/libwebp Remote Code Execution Vulnerability

CVE-2023-4863 �s a cr�t�cal vulnerab�l�ty �n the l�bwebp l�brary, wh�ch �s used to encode and
decode �mages �n the WebP format. The vulnerab�l�ty �s a buffer overflow that can be
explo�ted to execute arb�trary code on a v�ct�m's system.

The vulnerab�l�ty can be explo�ted by a remote attacker by tr�ck�ng a v�ct�m �nto open�ng a
spec�ally crafted WebP �mage f�le. The �mage f�le can be embedded �n a web page, ema�l
attachment, or other document. Once the v�ct�m opens the �mage f�le, the vulnerab�l�ty can
be explo�ted to execute arb�trary code on the v�ct�m's system w�thout any user �nteract�on.

The vulnerab�l�ty affects all vers�ons of l�bwebp pr�or to 1.3.2. It �s also known to be act�vely
explo�ted �n the w�ld.

Mitigations

The best way to m�t�gate CVE-2023-4863 �s to apply the kernel patch that was released by
the L�nux kernel developers. Th�s patch f�xes the race cond�t�on that �s the cause of the
vulnerab�l�ty.
D�sabl�ng swap can help to m�t�gate the �mpact of CVE-2023-4863. Th�s �s because the
vulnerab�l�ty requ�res the attacker to be able to allocate memory from swap. D�sabl�ng
swap w�ll make �t more d�ff�cult for the attacker to explo�t the vulnerab�l�ty.
Us�ng a non-default kernel command l�ne can also help to m�t�gate the �mpact of CVE-
2023-4863. Th�s �s because the vulnerab�l�ty can be explo�ted by an attacker who has
access to the kernel command l�ne.
Follow these m�t�gat�ons:

A patch �s ava�lable for CVE-2023-36845 and CVE-2023-36846. To apply th�s patch, you need
to download and �nstall the updates. In add�t�on to these:

            1. Set the CONFIG_SECCOMP kernel conf�gurat�on opt�on to y. Th�s opt�on enables the
kernel's seccomp f�lter, wh�ch can help to prevent the attacker from execut�ng arb�trary code.
       2. Set the CONFIG_SECCOMP_FILTER kernel conf�gurat�on opt�on to y. Th�s opt�on
enables the kernel's extended seccomp f�lter, wh�ch prov�des more granular control over the
allowed system calls.
             3. Set the CONFIG_SECCOMP_FILTER_ALLOW_SYSCALL kernel conf�gurat�on opt�on
to n. Th�s opt�on d�sables the kernel's default allowl�st of system calls, wh�ch can help to
prevent the attacker from explo�t�ng the vulnerab�l�ty.



CVE CVSS Score Severity Type

CVE-2023-41064 7.8 H�gh Remote Code Execut�on
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 ImageIO Remote Code Execution Vulnerability

CVE-2023-41064 �s a buffer overflow vulnerab�l�ty �n the ImageIO framework, wh�ch allows
appl�cat�ons to read and wr�te most �mage f�le formats. The vulnerab�l�ty can be tr�ggered
w�th a mal�c�ously crafted �mage and can lead to arb�trary code execut�on.

Th�s vulnerab�l�ty was explo�ted �n a zero-day attack aga�nst �Phones �n September 2023. The
explo�t was capable of comprom�s�ng �Phones runn�ng the latest vers�on of �OS (16.6) w�thout
any �nteract�on from the v�ct�m.

The vulnerab�l�ty has been patched �n �OS 16.6.1 and �PadOS 16.6. Users of affected dev�ces
should update to the latest vers�on of the operat�ng system as soon as poss�ble.

Mitigations

The best way to m�t�gate CVE-2023-41064 �s to apply the software update that was
released by the software vendor. Th�s update f�xes the buffer overflow vulnerab�l�ty that �s
the cause of the vulnerab�l�ty.
D�sabl�ng webp support can help to m�t�gate the �mpact of CVE-2023-41064. Th�s �s
because the vulnerab�l�ty can only be explo�ted by an attacker who can send a mal�c�ous
webp �mage to the v�ct�m.
Us�ng a web f�lter can also help to m�t�gate the �mpact of CVE-2023-41064. Th�s �s because
a web f�lter can be used to block mal�c�ous webp �mages from be�ng downloaded.
Follow these m�t�gat�ons:

A patch �s ava�lable for CVE-2023-36845 and CVE-2023-36846. To apply th�s patch, you need
to download and �nstall the Junos OS updates from the Jun�per Networks webs�te.

          1. On macOS, set the NSAppTransportSecur�ty value to allowArb�traryLoads to NO. Th�s
w�ll prevent the system from load�ng webp �mages from untrusted sources.
          2. On �OS, set the AllowArb�traryLoads value to NO �n the Info.pl�st f�le. Th�s w�ll prevent
the app from load�ng webp �mages from untrusted sources.
            3. On Andro�d, set the allowArb�traryLoads value to false �n the Andro�dMan�fest.xml f�le.
Th�s w�ll prevent the app from load�ng webp �mages from untrusted sources.
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October 2023 Risk AnalysisOctober 2023 Risk Analysis

Draw�ng upon the numer�cal data der�ved from our September r�sk analys�s, we can d�scern cr�t�cal trends and
emerg�ng threats that demand �mmed�ate attent�on. Th�s data prov�des a comprehens�ve perspect�ve on the
array of attack vectors and techn�ques that potent�al adversar�es may explo�t dur�ng th�s spec�f�c t�meframe.

One notable development �s the substant�al �ncrease �n Remote Code Execut�on (RCE) vulnerab�l�t�es compared
to the prev�ous month. RCE attacks now account for a s�gn�f�cant 28% of the �dent�f�ed r�sks, represent�ng a
concern�ng upt�ck �n the�r prevalence. RCE rema�ns a ser�ous concern as �t grants mal�c�ous actors the ab�l�ty to
execute code on vulnerable systems remotely, potent�ally result�ng �n unauthor�zed access, data breaches, or
even the complete comprom�se of cr�t�cal �nfrastructure. Hence, organ�zat�ons must ma�nta�n v�g�lant
mon�tor�ng and sw�ft remed�at�on of potent�al RCE vulnerab�l�t�es.

Elevat�on of Pr�v�lege (EoP) emerges as another s�gn�f�cant r�sk, const�tut�ng 17% of the analyzed threats. EoP
attacks �nvolve threat actors attempt�ng to escalate the�r pr�v�leges w�th�n a system, seek�ng access to resources
and capab�l�t�es beyond the�r author�zed level. To m�t�gate the �mpact of EoP attacks, organ�zat�ons should
r�gorously enforce robust access controls and adhere to the pr�nc�ple of least pr�v�lege.

Meanwh�le, Den�al of Serv�ce (DoS) attacks, contr�but�ng to 20% of the �dent�f�ed r�sks, cont�nue to pose a
substant�al threat. DoS attacks a�m to overwhelm a system, network, or appl�cat�on w�th an excess�ve volume of
traff�c, render�ng �t unrespons�ve or �naccess�ble to leg�t�mate users. Effect�vely counter�ng DoS attacks requ�res
met�culous network capac�ty plann�ng, traff�c f�lter�ng, and the deployment of d�str�buted den�al-of-serv�ce
(DDoS) protect�on mechan�sms.

Informat�on D�sclosure, mak�ng up 15% of the �dent�f�ed r�sks, s�gn�f�es the �nadvertent or unauthor�zed exposure
of sens�t�ve data to unauthor�zed ent�t�es. Such �nc�dents can result from unsecured conf�gurat�ons, weak
authent�cat�on, or other vulnerab�l�t�es, potent�ally lead�ng to regulatory non-compl�ance, reputat�onal damage,
and f�nanc�al losses. Organ�zat�ons must pr�or�t�ze data protect�on through robust encrypt�on, access controls,
and regular secur�ty assessments.

Lastly, Spoof�ng attacks, contr�but�ng to 17% of the �dent�f�ed r�sks, encompass mal�c�ous actors' attempts to
conceal the�r �dent�t�es or man�pulate data packets to dece�ve systems or users. Implement�ng robust
authent�cat�on mechan�sms, such as mult�-factor authent�cat�on, �s cruc�al �n m�t�gat�ng the r�sks assoc�ated
w�th Spoof�ng attacks.

Nav�gat�ng the ever-evolv�ng cybersecur�ty landscape �n September demands v�g�lance, adaptab�l�ty, and
proact�ve measures. Stay�ng ahead of emerg�ng threats and vulnerab�l�t�es �s essent�al for safeguard�ng
organ�zat�onal assets and ensur�ng robust secur�ty posture.
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Patches by Product Family, October 2023Patches by Product Family, October 2023

The d�str�but�on of M�crosoft secur�ty updates �n September prov�des valuable �ns�ghts �nto the
focus of the company's secur�ty efforts dur�ng th�s per�od. W�ndows, as the flagsh�p operat�ng
system, understandably rece�ved the h�ghest number of patches, w�th a count of 21. Th�s
emphas�zes the cont�nuous effort to address potent�al vulnerab�l�t�es and ensure the secur�ty
and stab�l�ty of the operat�ng system.

Developer Tools, wh�ch are used to create and develop software, rece�ved 12 patches. Th�s
h�ghl�ghts the �mportance of secur�ng the tools that developers rely on to bu�ld the software
that we use every day.

Apps, wh�ch �ncludes a var�ety of products such as M�crosoft Edge, M�crosoft Teams, and
W�ndows Defender, rece�ved 8 patches. Th�s reflects the attent�on g�ven to secur�ng the
appl�cat�ons that we use on a da�ly bas�s.

M�crosoft Off�ce, a cr�t�cal product�v�ty su�te, rece�ved 8 patches. Th�s emphas�zes the
comm�tment to ensur�ng the secur�ty of th�s product, wh�ch �s often targeted by attackers.

The other product fam�l�es rece�ved a total of 13 patches. Th�s �ncludes Exchange Server, a
commun�cat�on software produced by M�crosoft , and Others, wh�ch �ncludes a var�ety of other
products such as M�crosoft Dynam�cs, Azure and System Center.

Overall, th�s data h�ghl�ghts M�crosoft's ongo�ng comm�tment to address�ng secur�ty
vulnerab�l�t�es across var�ous product fam�l�es. It also emphas�zes the �mportance of regular
updates and the proact�ve approach taken to enhance the secur�ty of both w�dely used and
n�che products. Organ�zat�ons that rely on M�crosoft technolog�es should take note of these
patch d�str�but�ons and pr�or�t�ze t�mely updates to bolster the�r cybersecur�ty posture and
protect aga�nst potent�al threats.



Custom Intelligence viia Indicator of Attack

Custom Intelligence via Indicator of Compromise

Malware via PUP

Execution via User Execution

Machine Learning via Sensor-based ML

Machine Learning via Adware/PUP

Machine Learning via Cloud-based ML
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The Most Common TTPsThe Most Common TTPs
Th�s sect�on conta�ns the most common TTPs we have encountered �n the last 30 days �n our own
customer env�ronment.

In th�s monthly MDR report, we present an analys�s of the data obta�ned from our customers' cybersecur�ty systems. The
graph�c �ncludes �nformat�on on the Detect�on Counts for var�ous categor�es:

Custom Intell�gence v�a Ind�cator of Attack: 1297 detect�ons
Th�s category �nd�cates that we �dent�f�ed 1297 potent�al attacks based on custom �ntell�gence sources. These could be
advanced threats that requ�re spec�f�c attent�on and response.

Custom Intell�gence v�a Ind�cator of Comprom�se: 981 detect�ons
We d�scovered 981 �nd�cators of comprom�se, wh�ch are often s�gns of secur�ty �nc�dents that need further �nvest�gat�on and
remed�at�on.

Malware v�a PUP: 155 detect�ons
155 �nstances of malware assoc�ated w�th Potent�ally Unwanted Programs (PUPs) were �dent�f�ed. These should be addressed
promptly to m�t�gate potent�al r�sks.

Execut�on v�a User Execut�on: 92 detect�ons
92 cases of execut�ons �n�t�ated by user act�ons were detected. Understand�ng the context and nature of these execut�ons �s
essent�al for overall system secur�ty.

Mach�ne Learn�ng v�a Sensor-based ML: 87 detect�ons
Our sensor-based Mach�ne Learn�ng algor�thms �dent�f�ed 87 potent�al secur�ty threats. Mach�ne Learn�ng can prov�de
valuable �ns�ghts �nto emerg�ng r�sks.

Mach�ne Learn�ng v�a Adware/PUP: 41 detect�ons
41 detect�ons related to adware and Potent�ally Unwanted Programs (PUPs) were recorded. These may be caus�ng d�srupt�ons
and should be addressed.

Mach�ne Learn�ng v�a Cloud-based ML: 31 detect�ons
Our cloud-based Mach�ne Learn�ng systems �dent�f�ed 31 secur�ty threats. Leverag�ng cloud-based ML can help �n �dent�fy�ng
threats across var�ous env�ronments.

These f�nd�ngs reflect the cont�nuous mon�tor�ng and proact�ve approach we take to safeguard our customers' env�ronments.
It �s cruc�al to further �nvest�gate and respond to the �dent�f�ed threats, ult�mately enhanc�ng the overall cybersecur�ty posture.



Cryptanalys�s

Cryptanalys�s �s the process of �dent�fy�ng
and explo�t�ng vulnerab�l�t�es �n
cryptograph�c algor�thms to dec�pher
c�phertext w�thout the secret key.
Attackers a�m for total key d�scovery,
f�nd�ng equ�valent algor�thms, ga�n�ng
new �nformat�on about pla�ntext or
c�phertext, and d�st�ngu�sh�ng encrypted
output from random permutat�ons.

Sess�on H�jack�ng

Th�s attack scenar�o �nvolves a
mal�c�ous actor explo�t�ng flaws �n an
appl�cat�on's sess�on management
dur�ng the authent�cat�on process.
The attacker can h�jack or
man�pulate an ongo�ng sess�on,
thereby ga�n�ng unauthor�zed
access to the appl�cat�on

An attacker guesses, acqu�res, or
p�ggybacks on a trusted �dent�f�er (e.g.,
sess�on ID, resource ID, cook�e, etc.) to carry
out author�zed act�ons wh�le �mpersonat�ng
an authent�cated user or serv�ce.

Explo�tat�on of Trusted
Ident�f�ers

Us�ng Mal�c�ous F�les

Mal�c�ous Software
Update

An attacker employs decept�ve techn�ques
to �nduce a user or an automated process to
download and �nstall mal�c�ous code under
the gu�se of a leg�t�mate update, wh�ch
appears to or�g�nate from a source
controlled by the attacker.

Cache Po�son�ng

An attacker leverages cache technolog�es to
store spec�f�c data that serves the�r object�ves.
Th�s type of attack �nvolves plac�ng �ncorrect or
mal�c�ous content �n a cache, whether �t's an
appl�cat�on's cache (l�ke a web browser cache)
or a publ�c cache (e.g., DNS or ARP cache). Unt�l
the cache �s refreshed, most appl�cat�ons or
cl�ents w�ll treat the comprom�sed cache data
as val�d, potent�ally lead�ng to var�ous explo�ts
such as red�rect�ng web browsers to malware-
�nfected s�tes and produc�ng �ncorrect
calculat�ons based on the erroneous value.

Exponent�al Data
Expans�on

An attacker �nputs data �nto a target
appl�cat�on, us�ng nested exponent�al data
expans�on to generate an unusually large
output. Several data format languages perm�t
the creat�on of macro-l�ke structures to
s�mpl�fy complex structures, but th�s feature
can be m�sused to place excess�ve stra�n on a
processor's CPU and memory. Even a few
nested expans�ons can lead to a s�gn�f�cant
�ncrease �n memory usage.
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Common Types Attack VectorsCommon Types Attack Vectors
Risk Severity

Critical High Medium

An attacker employs a var�ant of
Cross-s�te Scr�pt�ng (XSS) �n
wh�ch a malevolent scr�pt �s
endur�ngly stored as leg�t�mate
�nput �n the data storage of a
suscept�ble web appl�cat�on.

Stored XSS

SaaS User Request
Forgery

Through a prev�ously �nstalled mal�c�ous app, an
attacker �nf�ltrates a cloud-based appl�cat�on,
explo�t�ng the ongo�ng trust w�th�n an
authent�cated user's sess�on. Th�s attack occurs
after a trusted user logs �nto a cloud serv�ce,
dece�v�ng the serv�ce �nto bel�ev�ng �t's exclus�vely
�nteract�ng w�th the trusted user. If successful, the
act�ons embedded �n the mal�c�ous app are
executed by the targeted SaaS appl�cat�on at the
trusted user's pr�v�lege level.

An attacker alters the contents of f�les by
append�ng data to them, often for var�ous
purposes. Th�s pattern can lead to a var�ety of
d�fferent attacks and outcomes. In cases of dev�ces
w�th l�m�ted storage capac�ty, add�ng data to a f�le
could potent�ally lead to a Den�al of Serv�ce
cond�t�on.

Art�f�c�ally Inflate F�le
S�zes



Sn�ff�ng Attacks
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MDR Health CheckMDR Health Check

Us�ng Mal�c�ous F�lesUs�ng Mal�c�ous F�les

https://www.�nf�n�tum�t.com.tr/ucrets�z-mdr-health-check/

ThreatBlade prov�des real-t�me malware s�mulat�ons on your �nventory w�th exper�enced experts and
�nnovat�ve technology. The free MDR Health Check �s l�ke a stress test to measure how robust your
sh�eld �s aga�nst threats you may face �n the f�eld. Our test results show how much of your secur�ty
serv�ce �s alert to real-world threats. Th�s valuable �nformat�on helps you f�nal�ze and �mprove your
secur�ty strateg�es and protocols.

As Inf�n�tumIT, at the end of MDR Health Check, we prov�de you w�th a custom�zed report. Th�s report
w�ll evaluate the performance, effect�veness and matur�ty level of the SOC or MDR serv�ce you have
prov�ded. The report prov�des deta�led �nformat�on on gaps, �mprovements and potent�al threats. As a
result, you can clar�fy the l�m�ts of your secur�ty measures and d�rect your secur�ty �nvestments �n the
most effect�ve way.

Cl�ck the l�nk below to take advantage of our free MDR Health Check serv�ce.

ThreatBladeThreatBlade  

The automated platform
helps red teams to be more

eff�c�ent; they can run
automated test�ng

operat�ons at scale and
benef�t from the r�ch

performance data that scaled
automat�on br�ngs.

Use the platform to reduce
your compl�ance and
regulatory burden by

mapp�ng regulatory and
compl�ance controls,

conduct�ng cont�nuous tests,
mapp�ng the data from those

tests to your compl�ance
framework, and tra�n�ng your

aud�tors.

Use the MITRE ATT&CK
framework and up-to-date
threat �ntell�gence about

adversary tact�cs, techn�ques,
and procedures to fac�l�tate

threat-�nformed defense
operat�ons across the

enterpr�se, ga�n�ng data-
dr�ven control over your

secur�ty program to ensure
that you detect and prevent
the adversary when the t�me

comes.

Th�s test prov�des the benef�t
of exper�enc�ng a

soph�st�cated targeted attack
w�thout the actual damage of

a real �nc�dent.

ThreatBlade’s Ransomware                              
Defense Assessment

evaluates your organ�zat�on’s
ab�l�ty to detect, conta�n, and

remed�ate ransomware
w�th�n your env�ronment—

before �t produces costly
harm.

Teams use ThreatBlade’s
l�brary of adversary

emulat�ons to exerc�se and
val�date spec�f�c secur�ty
controls, bu�ld�ng on the

MITRE ATT&CK framework
and ThreatBlade l�brary w�th
new threat �ntell�gence from

the outs�de or wh�ch the
secur�ty team �tself generates.

Security OperationsAudit and ComplianceAutomated Testing

Ransomware Defense
Assessment

Red, Blue, and Purple Teams Adversary Emulation
Exercise

https://www.infinitumit.com.tr/ucretsiz-mdr-health-check/


North Korean Lazarus Group Targets
Software Supplier Using Known

Vulnerabilities

The Lazarus Group, assoc�ated w�th North Korea, appears
to be respons�ble for a new campa�gn target�ng a
software suppl�er by explo�t�ng known secur�ty
vulnerab�l�t�es. The attacks �nvolved mal�c�ous software
such as SIGNBT and LPECl�ent. Lazarus Group used
leg�t�mate secur�ty software as an �ntermed�ary to encrypt
web commun�cat�ons us�ng d�g�tal cert�f�cates. These
recent act�v�t�es �ncluded a range of targeted v�ct�ms unt�l
m�d-2023. These developments are �nd�cat�ve of Lazarus
Group's cont�nuously evolv�ng and expand�ng tact�cs and
techn�ques, and the group �s st�ll cons�dered an act�ve and
versat�le threat actor.

Quasar RAT Utilizes DLL Side
Loading Technique

An open-source Trojan horse known as Quasar
RAT secretly employs the DLL S�de Load�ng
techn�que to steal data from W�ndows-based
computers. Th�s attack occurs by m�m�ck�ng
trusted f�les. Quasar RAT has the capab�l�ty to
extract �nformat�on from target systems and
prov�de remote management. The �dent�ty of
the attackers �s unknown, but �t �s cruc�al to
exerc�se caut�on aga�nst such attacks.

Security Alert - PoC Attack
Attempts for Citrix and VMware

Vulnerabilities Released

VMware has �dent�f�ed a ser�ous secur�ty
vulnerab�l�ty �n Ar�a Operat�ons for Logs. C�tr�x
has announced an act�vely explo�ted secur�ty
flaw, CVE-2023-4966, wh�ch can have severe
consequences, �nclud�ng sess�on h�jack�ng. Three
cr�t�cal remote code execut�on vulnerab�l�t�es
were d�scovered �n SolarW�nds Access R�ghts
Manager. These developments underscore the
need for organ�zat�ons to keep the�r secur�ty up
to date.
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NewsNews    

Flipper Zero Begins Disturbing
Android and Windows Users with

Bluetooth Alerts

The Fl�pper Zero software, known as 'Xtreme,'
has �ntroduced a feature that allows for
Bluetooth spam attacks target�ng Andro�d and
W�ndows dev�ces. These attacks a�m to d�sturb
users by send�ng decept�ve advert�sement
packets to dev�ces. It �s �mportant for users to be
v�g�lant and take measures to prevent such
attacks.




