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FormBook Zararl Yazilim Analizi ve Onlemler
FormBook Hakkinda

FormBook, ilk olarak 2016'da kesfedilen bir bilgi hirsizi zararli yazimdir. internet
tarayicilarinda onbellege alinan kimlik bilgileri, ekran goruntileri ve tus vuruslar dahil
olmak Uzere virtslu sistemlerden gesitli tirde verileri galar.

Ozet

FormBook zararlisi email, internet tarayici uygulamalarinda bulunan kimlik bilgilerini
calmaktadir.

Zararl, phishing yéntemi ile génderilir, kurban dosyayi actiktan sonra loader zararliyi
cikarir ve process enjeksiyonu ile sistem processleri Uzerinde calisir. Kalicilik
saglamak igin kendisini kayit defterine yerlegtirir.
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Ziraatbankasi Wise.dll Collins.dll Formbook.exe Process injection
SwiftMessaji001.exe execute

infection kill chain

Phishing mail

Teknik Analiz

sktop\51ab26113b7cb413b03394d9f1b9b0689d715ddd4c2a79944b86b0fb19489818~

File type Entry point

PE32 00500242

TimeDateStamp
0003 2022-11-08 09:46:21
Scan Endianness Mode

Auto LE 32

library NET(v4.0.30319)[-]
linker Microsoft Linker(48.0)[GUI32]

FormBook Loader .net dili ile yazildig1 gorulmustar.

Zararliy1 debugger ile inceleyince resource alaninda bitmap goruntuleri tespit edildi.



Bitmap aeeee = Resources.Aeeee;
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, num);
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home .

Bitmap gorunttsinden elde edilen dll kod bilgisi.

T
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Activator.CreateInstance((Type)home.Minden, this.Cube);

Bitmap goruntisinden elde edilen dll “Activator.Createlnstance” kodu ile bellek
alanina “Wise.dll” adi ile yuklendigi gorulmustar.



Wise.dll Analizi
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Bellek alanina yuklenen “Wise.dll”

\ueeze

u3 = Vp.Wh(array);

(u3);

.0.1.5, Culture=neutral, PublicKeyToken=null}

“Wise.dll” analiz ederken “Collins.dll” adinda farkli bir dll dosyasinin bellek alanina
yuklendigi tespit edildi.



Collins.dll Analizi

P =B Reference

P B Resources

b {} -

P {} E0OhOoF1d7KRvDpblg

("SOFTWARE\\VMuare,

result =

¢

"Identifier”).ToUpper().Contains("

managementObjectCollection)

(managementObject["D

Collins.dll Deobfustucate islemi uyguladiktan sonra bulgularda zararlinin sanal
bilgisayar ortamindan kacinmak igin kayit defterinden ve WMI sorgusu ile “sanal
bilgisayar degerlerini” kontrol ettigi tespit edildi.



\ueez28)

(\ueeze);

, \ueeze);

Try blogunun Mutex kontroli yaptigi ve catch blogunun mutex olusturdugu
gorulmustar.

\ueeze[i % \ueeze. 1= . (« : ) (\ueeze[i % \ueeze.
(\u@e2e[(i + 1) % \ueeze.

y - < >( \uéeze, \ueeze.
\uée2e;

b ¥, E0OhDoF1d7KRvDpblg.l QleB61LITyWYC. s [0xD002E400]

Yukaridaki kod blogunda FormBook zararlisinin sifresinin ¢ozuldugu gorulmustar.

FormBook zararlisinin header bilgisi elde edilmistir.



Davranigsal Analiz

C:\Program Files (x86)\WpOnpnzi\gdisOc.exe
1.0.0.0

BipuniBitan Manager

BipuniBitan Manager

Microsoft

dPZf.exe

"C:\Program Files (x86)\WpOnpnzi\gdisOc.exe"
C:\Windows\system32\
DESKTOP-NQGVT9A\michesl
EV_RenderedValue_13,00

279432

1

Medium
SHA256=TAB42F14E50FFIETI268A3EB013F70DEFG3F2078CAEBCE1F5F2FE290DBABGBIF
EV_RenderedValue_18,00

VALUE
C:\Program Files (x86)\WpOnpnzi\gdisOc.exe

KEY
\REGISTRY\USER\S-1-5-21-2550324806-2400973807-61440013-

T00NSOFTWARE\Microsoft\Windows\CurrentVersion\Run

FormBook Zararli Loader’in kendini Program Files’a kopyaladigi ve kalicilik saglamak
icin Windows acildiginda otomatik baslayacak sekilde kayit defterine yerlestigi
gorulmustar.

FormBook Zararh Analizi

Collins.dll ve Wise.dll analizi sonucunda 2 dll dosyasinin FormBook’u gizlemek ve
aciga ¢ikarmak igin loader, unpack ve pack goérevleri oldugu tespit edilmistir.

infection Chain: Phishing --->ZiraatbankasiSwiftMessaji001.exe ----> Wise.dll ---->
Collins.dll ----> FormBook.exe ---> Process injection Execute

Disasm Memory map

Overlay

TimeDateStamp SizeOfImage
= [ manifectr B vercion |
2000-04-30 07:22:39 0002000

Endianness Mode Architecture
LE 32 1386

MASM(8.00.50727)[-]
Microsoft Linker(8.0 or 11.0)[GUI32]

FormBook zararlisi Masm/C ile kodlandigi gérulmustur.



Persistence(kalicilik) saglamak icin kayit defterine sistem acildiginda baslayacak

SUF TVWWARE\MICTOSOTT\VYINAOWS\LUIMENTVErsIonyKun

e ~ || Name Type Data
a"] (Default) REG_SZ (value not set)
M .ﬁ'jfjhdﬂag REG_SZ VMwareVirtualNVMeDisk-0
2b .RRFLGBSXCNYL : REG_SZ C\Program Files (x86)\Zwz71_\mt082zfpgfhtytbp.exe I

sekilde yerlestigi goruimustar

Zararlh calistinldiginda process injection ile diger sureclere enjekte olarak gizlendigi

gorulmustar.

1 0.000000
2 08.730762
30.734137
4 8.974503
5 8.974679
6 8.974851
7 8.975238
[+ 8 1.218983
9 1.259574
10 1.901480
11 1.901768
12 1.901827
13 1.902837
14 6.936175
15 7.484886

Ag dinlemesi yapildiginda belirli adreslere veri gonderildigi goruimusgtur.

172.16.24.152
172.16.24.2

172.16.24.152
marxmixer.com
172.16.24.152
172.16.24.152
marxmixer.com
marxmixer. com
172.16.24.152
marxmixer.com
172.16.24.152
172.16.24.152
marxmixer.com
172.16.24.152
172.16.24.2

SEVERITY ® Medium

OBJECTIVE Keep Access

TACTIC & TECHNIQUE Defense Evasion via Process Injection
TEGHNIQUE ID T1055

10A NAME Maliciousinjection

IOA DESCRIPTION

FILE PATH \Device\HarddiskVolume3\Windows\SysWOW6&4\wscript.exe
SHA256 8c767077bb410f95b1db237b31f418e1512¢78¢1f0120de3f215b501f6d1c7ea
COMMAND LINE "C:\Windows\SysWOW864\wscript.exe”

172.
172.

172.16.24.152 Tcp
marxmixer.com TCP
marxnixer.com HTTP 256/GET 552/ Pul_X=F
172.16.24.152 Tcp
172.16.24.152 HTTP 535 HTTP/1.1 484 Not
marxnixer.com TcP 54 49687 + 80 [ACK]
172.16.24.152 Tcp 60 80 -+ 49687 [FIN,
marxmixer . com Tce 54 49687 > 80 [ACK]
marxmixer.com TP 54 49687 + 80 [FIN,
172.16.24.152 cp 60 80 + 49687 [ACK]
172.16.24.2 oS
172.16.24.152 DS
e

Investigate the process trees for the injector and injectee.

16.24.2 DNS
16.24.152 DNS

A suspicious process injected into another process in an unusual way.

77 Standard query @xb7ee A ww.marxmixer.com
107 Standard query response @xb7ee A www.marxmixer.com CNAME marxmixer.com A 169.239.219.58
marxnixer.com cp 66 49687 » 80 [SYN] Seq=0 Win=64240 Len=0 MSS=146@ WS=256 SACK_PERM

6080 + 49687 [SYN, ACK] Seq=8 Ack=1 Win=64240 Len= MS5-1460

www.whatshallilistento.com
www.update-info.icu
www.travelhotelsgate.com
www.themadtattershawnee.com
www.skankjdzsh.shop
www.saujanadinamik.info
www.plckwz.cyou
www.planofaction333.org
www.parafarmaciavinovo.com
WWW.paoancv.space
www.ndaffirmingtherapy.com
www.mediamaks.app
Www.marxmixer.com
www.madenchynnastudios.com
www.loccacafexyz

www jtant.com

www. jojo.network

www jerukindia.shop
www.isamazinglife.site
www.hubescort.online
www.exchange-xmr.com
www.escraptor.com
www.craigam.top
www.coolanchor.net
WWW.Co-meta.com
wwiw.cattunnelbed.online
wwiw.availablesniumeans.com
www.apletry.xyz
www.altaxconsultant.com

54 49687 » 8@ [ACK] Seq=1 Ack=1 Win=64248 Len=0

HETC TuTAQ+yAAKO!

60 80 + 49687 [ACK] Seq=1 Ack=203 Win=64240 Len-0

Found (text/html)
Seq=203 Ack=482 Win=63759 Len=0

PSH, ACK] Seq=482 Ack=203 Win=64240 Len=0

Seq=203 Ack=483 Win=63759 Len=0
ACK] Seq=203 Ack=483 Win=63759 Len=@
Seq=483 Ack=204 Win=64239 Len=0

83 Standard query Bxc63c A www.altaxconsultant.com
99 Standard query response @xc63c A www.altaxconsultant.com A 162.215.226.4

vp5g70057XVNBcghL THqdr IKBT iPSdapHoi ++MBbThbEkGy xhhVheVSEE 1gPRHVNOmN_|




C2 Sunucusu / Malware Configuration

"C2": "www.plckwz.cyou/s5zx/"

"Strings"
"USERNAME"

FormBook zararlisinin bellek analizi gergeklestirdikten sonra C2 sunucusu tespit edildi.

"\\SOFTWARE\\Microsoft\\Windows\\CurrentVersion”
"Office\\15.0\\Outlook\\Profiles\\Outlook\\"

" NT\\CurrentVersion\\Windows Messaging Subsystem\\Profiles\\Outlook\\"
"\\SOFTWARE\\Mozilla\\Mozilla "

"\\Mozilla"
"Username:
"Password:
"formSubmitURL"

"usernameField"

"encryptedUsername”
"encryptedPassword"
"\\logins.json"
"\\signons.sqlite"
"\\Mail\\"
"\\Foxmail™"
"\\Storage\\"

Tarayici ve mail uygulamalarinin verilerinin okunmasi icin dizin adlari tespit edildi.



Mitre Attack

Teknik Adi

ID

Boot or Logon Autostart Execution: Registry Run Keys / Startup Folder T1547.001
Credentials from Password Stores T1555
Process hollowing T1055.012
Virtualization/Sandbox Evasion T1497
Exfiltration Over C2 Channel T1041
Local Email Collection T1114.001
Windows Management Instrumentation T1047




Indicator of Compromise (I0C)

92bd802a0f7eb1213758a6c1a4c07302e0320c3a2aeb6273b0303dd3bbdefe90

7424c7c90521358a37e81b1b3bb6551593173ab73d602288cdad3aaf54f0aab6

4c3d925669944dbdec6649638901b8ccb110c2ff971d8cf558ef05f9980ecf69

URL/IP

www.whatshallilistento[.]Jcom

www.update-infol.]icu

www. travelhotelsgate[.Jcom

www.update-info[.]icu

www. themadtattershawnee[.Jcom

www.skankjdzsh[.]shop

www. saujanadinamik].]info

www. plckwz[.]cyou

www. planofaction333][.]org

www. parafarmaciavinovo[.]Jcom

WWwWw. paoancv|.]space

www. ndaffirmingtherapy[.Jcom

www. mediamaks|[.]app




www. madenchynnastudios[.Jcom

www. loccacafe[.]xyz

www. jtant[.]Jcom

www. jojo[.]network

www. jerukindia[.]shop

www. isamazinglife[.]site

www. hubescort[.]Jonline

www. escraptor[.]Jcom

Www. craigam[.]top

www. coolanchor[.]net

www. co-metal.Jcom

www. cattunnelbed].]Jonline

www. availablesniumeans[.]Jcom

www. apletry[.]xyz

www. altaxconsultant[.]Jcom




Yara Kural

import "pe"

/~k
Yara Rule Set
Author: Sefa
Date: 2022-12-29
Identifier: FormBook
*/
[* RUIE St —mmmmmmm oo o e o */
rule Loader {
meta:
description = "Detects FormBookloader"
author = "Sefa"
date = "2022-12-29"
hashl =
"4¢3d925669944dbdec6649638901b8ccb110c2ff971d8cf558ef05f9980ecf69"
strings:
$hex1 = {41 00 65 00 65 00 65 00 65 }
$hex2 = {55005A 007100 74}
$hex3={70A2251772BE 380070 A2251872CC380070A27D}
$x1 = "dPZf.exe" ascii
$x2 ="BipuniBitan" wide
condition:
uint16(0) == Ox5a4d and (
pe.imphash() == "f34d5f2d4577ed6d9ceec516c1f5a744" or
1 of them

}

rule FormBook {
meta:
description = "Detects FormBook"
author = "Sefa"
date = "2022-12-29"
hashl =
"ce5e55a7733010dde02c988d50b0385¢c0347156e2d2e1892b740100dfafdf913"
strings:
$hex1 ={3C4172353C7A77313C5A}
$hex2 = {4D 5A 4552}
condition:
uintl6(0) == Ox5a4d and filesize < 190KB and (
all of them



COzUm Onerisi

Gelen e-postalari kimin génderdigini kontrol edin. Baglantilara tiklamadan 6nce ve
dosyalari indirirken guvenilir olduklarindan emin olun. Mail dosyalarini tarayan, gtincel
antiviris uygulamalar kullanin.
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